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1 Abstract—The medical profession is increasingly depen-
dent upon electronic health records. Along with documented
benefits, a number of potential ethical abuses have been out-
lined. Herein, we describe an ethical abuse that has received
almost no attention, namely falsified medical records. We
present three cases in which the medical record cited facts
from history that were not elicited and findings from phys-
ical examination that was not performed. This is fraud. Pre-
populated templates were almost certainly responsible. If a
template is used, it must begin free of results—a skeleton
onto which flesh is placed. If coders and third-party payers
insist on having information than health care providers
think relevant, then we, as a profession should “push
back,” but a template that has been prepopulated puts
fraudulent data into electronic health record, seriously
damaging physician integrity. © 2019 Elsevier Inc. All
rights reserved.
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INTRODUCTION

The electronic health record (EHR) provides a complete
and legible record of patients’ encounters within a health
care system. The EHR may enhance care by increasing
availability, completeness, and clarity of medical records,
documenting preprocedure evaluations, focusing work-
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ups for specific diagnoses, and decreasing the risk of
adverse drug effects (1-5).

Disadvantages of the EHR have also been docu-
mented. The EHR facilitates copying and pasting
notes—one’s own or notes by others, a feature that fosters
intellectual dishonesty (6-8). When physicians become
inured to intellectual dishonesty, fraud—openly
dishonest or deceptive entries into the medical record—
may be the logical outcome. The medical literature has
used the term “fraud” to describe administrative
practices, such as billing for services were not rendered,
as well as to identity theft, falsified research data, or
erroneous claims by purveyors of individual products
and services. With rare exceptions, the word fraud has
not been applied to physician behavior, specifically to
physicians’ notes in medical records (9—12).

We have been struck by the increasing presence of
elegant and complete notes in medical records that appear
to be so good that their credibility is questionable. The most
plausible explanation is that these notes were generated by
templates. We now present 3 cases from our own encoun-
ters with emergency departments (EDs) documenting
fraud that could only have resulted from use of templates.

CASE REPORTS
Case 1
A 78-year-old physician presented to the ED at a public ter-

tiary care academic hospital because of fever, chills, and a
progressively severe, nonproductive cough for several
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days. The triage nurse recorded the chief complaint and or-
dered a chest radiograph that showed patchy bilateral infil-
trates. The patient was instructed to sit in the waiting room.
Without having spoken to or examining the patient, the
emergency physician came to the waiting room and handed
him a prescription for azithromycin. A review of the EHR
revealed a note that contained a complete history, review of
systems, and physical examination, including auscultation
of the lungs, none of which had been elicited or performed
but all of which were said to be negative except for the chief
complaint as entered by the triage nurse.

Case 2

A 43-year-old physician with a history of migraine head-
aches presented to the ED of a private academic tertiary
care hospital for the “worst headache of [his] life.” The
emergency physician took a brief history and ordered a
computed tomography scan of the head, which was nega-
tive. The patient was treated symptomatically and dis-
charged as improved. Although no physical or
neurologic examination was conducted and the patient re-
mained on a gurney during the entire time the emergency
physician was in the room, the EHR detailed a normal
comprehensive physical and a full neurologic examina-
tion, including gait.

Case 3

A 26-year-old medical resident visited a free-standing ED
because of headache, fever, and malaise for 2 days. The
impression was a “viral syndrome,” and she was treated
symptomatically. The record, however, stated that she
was not pregnant and had no risk factors for HI'V infection
together with a long list of other negatives, none of which
had been elicited by the examining physician.

DISCUSSION

A template is a prepared electronic document into which
history and physical findings can be entered. Some prac-
titioners use the skeleton, leaving blanks for the actual
findings, whereas others populate the template as if all
these findings were normal, allowing for changes to indi-
cate abnormalities. In theory, practitioners may save valu-
able time and provide a higher quality of care by using
these customized templates (13—16).

Disadvantages of the EHR have been amply docu-
mented, including the potential loss of patient confidenti-
ality or problems resulting from copy and paste practices,
such as unnecessary and distracting verbiage, perpetua-
tion of out-of-date or frankly erroneous information,
and the loss of nuanced narrative (2,5-8,17-19). Most
importantly, however, although it was originally

believed that the EHR would free physicians to spend
more time with patients, studies have shown that this
does not appear to be the case (20-22). In fact, and
ironically, the EHR has increased stress and burnout in
the medical profession (23).

More concerning, however, and less frequently
mentioned, are ways in which the EHR erodes physician
integrity. Copying and pasting allows a physician to sign
his/her name to observations by others; there seems to be
general agreement that this practice is bad but is wide-
spread (9-11). Far worse, however, as we now
document, is that customized templates may populate
medical records with information from histories that
were not taken and findings from physical examinations
that were not performed—simply stated, fraudulent data
(“fraud...an active instance of deception...a dishonest
trick or stratagem,” according to the Oxford English
Dictionary (24)). The medical literature has largely
avoided this issue. If templates that are already populated
with normal findings are rigorously edited before being
used, they may be time-saving and accurate. But if such
editing fails to take place, the result is fraudulent data,
and a subsequent reader of the EHR has no way to tell
what is correct and what is not.

Our PubMed search revealed the following. Under
“medical,” “fraud,” “electronic health record,” and
“template,” 0 references; under “medical,” “fraud,”
and “template,” 0 references; under “medical,” “fraud,”
and “electronic health record,” 41 references; and under
“fraud electronic health record,” 72 references. In these
references, fraud was used in relation to reimbursement,
billing for services not provided, identity theft, and loss
of patient confidentiality, but only rarely to the actual
content of physicians’ notes in the medical records
(10,11,25,26).

These vignettes of patients seen in 3 different EDs all
show evidence of fraudulent data in the EHR; we suspect
that such fraud may be widespread. A prospective study
might document the prevalence of fraud in current prac-
tice, but it is difficult to imagine how such a study might
be conducted. Data for the vignettes presented herein
were extracted from the medical records by the authors
who were the 3 patients cited. Physicians and hospitals
will be reluctant to participate, and, without their cooper-
ation, patients cannot be identified and questioned about
their medical experiences, and medical records cannot be
reviewed. We conjecture that difficulty in obtaining data
is only partly responsible for the resounding silence of the
medical literature on this important subject. We are con-
cerned that our profession may lack the political will to
expose and then to control our own intellectual dishon-
esty, despite the fact that this dishonesty violates our
code of ethics and adversely affects our core mission,
which is to provide good medical care for our patients.
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External forces also contribute importantly to the cur-
rent situation. Billers and third-party payers require phy-
sicians to document a comprehensive review of systems
and physical examination, which are not even indicated
for the proper evaluation of a focused chief complaint,
especially in an ED setting. Physicians are forced to
choose between going unpaid or committing fraud by
documenting a service that they have not actually
rendered. Whereas reimbursement should be based on
the complexity of the problem and the time spent with
the patient, it is based on the length of, and detail con-
tained in, the note in the medical record. Interestingly,
investigative journalists have recently shown that the
average level of acuity of care recorded as having been
given to patients in EDs has greatly increased in the
past decade, leading to greater costs nationwide for med-
ical care (27). It is possible that lengthy medical tem-
plates may be contributing to this problem.

What can be done? This problem needs to be brought
to light: to be written about, taught, and discussed. Tem-
plates can be constructed as a framework with blanks for
answers, and the provider may choose to fill in “yes,”
“no,” or just leave blank if information is not elicited.
But false information in a medical record cannot be
condoned, and each health care provider must be able
to justify the integrity of his/her own work. If require-
ments for documentation to bill for services are excessive
or unreasonable, it becomes our responsibility as a pro-
fession to work aggressively to change the system rather
than to sacrifice our integrity by filling the medical record
with untruthful statements. Silence on this issue does a
great disservice to our profession and to our patients.
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