Surgical Endoscopy (2019) 33:684-690

https://doi.org/10.1007/500464-018-06631-8 S

@ CrossMark

White paper: technology for surgical telementoring—SAGES Project 6
Technology Working Group

SAGES/EAES OFFICIAL PUBLICATION

Etai M. Bogen'® - Christopher M. Schlachta? - Todd Ponsky>*

Received: 14 November 2018 / Accepted: 17 December 2018 / Published online: 7 January 2019
© Society of American Gastrointestinal and Endoscopic Surgeons (SAGES) 2019

Abstract

Background Recent advances in telecommunication technology and video conferencing systems have opened a new avenue
for surgical instruction called “surgical telementoring.” This report from the Technology Working Group of the SAGES
Project 6 Summit reviews the telementoring technology that currently exists and proposes recommendations for minimum
technology requirements and future technology development. While also providing insight in regulatory considerations,
this review offers what prospective surgical telementoring participants need to know about the underlying technology with
a specific focus on safety, reliability, transmission quality, ease of use, and cost.

Methods Content experts from around the world, in minimally invasive surgery, surgical mentoring and telementoring,
surgical education, business development, healthcare innovation, and regulation were invited to attend a 2-day summit in
Los Angeles, USA to outline the current state of surgical telementoring and chart the challenges and opportunities going
forward. This article summarizes the discussion, conclusions, and recommendation of the technology group with regard to
telementoring technology.

Results This article reviews the technical requirements which can be divided into the following categories: (1) safety, (2)
reliability, (3) transmission quality, (4) ease of use, and (5) cost.

Conclusion Telementoring applications are technology driven. Given the pace of change of technology, guiding principles in
technology design and selection are warranted (Table 4). Telementoring technologies require two basic components, video
capturing and display devices at the transmitting and receiving end, and a telecommunication link between them. Many
additional features can be added to this basic setup including multiple cameras or video sources, remote camera zoom and
pan, recording and storage of videos and images, and telestration capabilities to mention just a few. In general, the cost of
these technologies is feature driven. The education framework for each specific application should determine the need for
these features (Schlachta in Surg Endosc https://doi.org/10.1007/s00464-016-4988-5).
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In 2015, The Society of American Gastrointestinal and
Endoscopic Surgeons (SAGES) defined Telementoring as
“a relationship, facilitated by telecommunication technol-
ogy, in which an expert provides guidance to a less experi-
enced learner from a remote location” [1]. As this concept
of virtual surgical teaching has become a reality, SAGES
convened the Project 6 Summit in Los Angeles, California.
At Project 6, five focus groups were established to review
the state of the art and develop guiding principles for mov-
ing forward with this promising platform. The Technology
working group (Table 1) reviewed the telementoring tech-
nology that currently exists and defined recommendations
for technology requirements and future development.
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Table 1 Project 6 Summit
technology opportunities
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Etai Bogen, MD Co-Lead
Ozanan Meireles, MD Co-Lead

Ted Trus, MD Co-Lead
Marc Schwachter, MD
Paul Szotek, MD
Helena Mentis, MD
Moji Ghodoussi, PhD
Leslie Landrum

University Hospital of Northern Norway

Massachusetts General Hospital
USA

Dartmouth—Hitchcock Medical Center
GlobalCastMD

IU Health

Health IT and Human-Centered Computing
Intouch Health

Karl Storz

Methods

Content experts from around the world, in minimally inva-
sive surgery, surgical mentoring and telementoring, surgi-
cal education, business development, healthcare innovation,
and regulation were invited to attend a 2-day summit in Los
Angeles, USA to outline the current state of surgical tel-
ementoring and chart the challenges and opportunities going
forward. This article summarizes the discussion, conclu-
sions, and recommendation of the technology group with
regard to telementoring technology.
IRB approval is not needed for this paper.

Results

Description for the desired telementoring device.

Technical requirements can be divided into the following
categories: (1) safety, (2) reliability, (3) transmission quality,
(4) ease of use, and (5) cost.

Safety and data security

Any device that is taken into the operating room and used in
a clinical setting requires several levels of approval to ensure
patient and staff safety and uphold strict data security. The
two main regulatory vehicles in charge of this in the US are
the Food and Drug Administration (FDA) and Health Insur-
ance Portability and Accountability Act (HIPAA).

FDA classification for medical devices

The FDA’s mission includes protecting the public health by
assuring the safety, efficacy, and security of medical devices
[2]. This mission is expansive, and the FDA takes a corre-
spondingly expansive approach in its regulation of medical
devices in order to achieve it. The FDA regulates medical
devices based on the risk and innovation associated with
the device. Under this scheme, the FDA designates devices
as Class I (lowest risk), Class II (moderate risk), or Class

III (highest risk). These classes correspond with the level
of regulation that applies to the device. Generally, Class I
devices can enter the market without any pre-approval or
clearance by FDA, while Class II devices must comply with
premarket notification requirements including a 510(k) sub-
mission. This is in addition to other regulatory requirements
such as quality system requirements and medical device
reporting among others. Finally, Class III devices must sub-
mit and obtain approval for a premarket approval applica-
tion (“PMA”) before they can be sold in the marketplace. In
general, a PMA takes longer duration, is more expensive,
and requires more clinical data than a 510(k) submission [3].

FDA has classified many patient monitoring devices as
Class II devices, including general hospital and personal
use monitoring devices, anesthesiology monitoring devices,
obstetrical and gynecological monitoring devices, and car-
diovascular monitoring devices. Telemedicine devices
with similar patient monitoring uses (e.g., telestroke, tele-
ICU, among others) also are typically regulated as Class
II devices. Current telementoring technology devices are
developed only by handful manufacturers and are classified
as a Class II device [3]. Certification for a Class II medical
device is a tedious process which is both time consuming
and incurs high costs.

Regulation of mobile health technologies The FDA regula-
tions for telemedicine devices and software are very similar
to the HIPAA requirements but more specific for telemedi-
cine [3].

Medical device data systems (MDDS): In February 2011,
FDA issued a regulation for MDDS devices, it is defined
as “A device that is intended to provide one or more of the
following uses, without controlling or altering the functions
or parameters of any connected medical devices: (i) the
electronic transfer of medical device data; (ii) the electronic
storage of medical device data; (iii) the electronic conversion
of medical device data from one format to another format
in accordance with a preset specification; or (iv) the elec-
tronic display of medical device data.” MDDS are devices
through which medical device data are passively transferred
or communicated. They do not modify, interpret, or add
value to the data or the display of the data. Importantly,
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MDDS devices may include software or electrical hardware
but do not include devices intended to be used in connection
with active patient monitoring. A device that involves active
patient monitoring is any device that

¢ isintended to be relied upon in deciding to take immedi-
ate clinical action;

e involves detection, measurement, or recording of patient
data and other functions of a patient monitoring device;
and

e transmits, stores, converts, or displays medical device
data that are intended to be relied upon in deciding to
take immediate clinical action or that are to be used for
continuous monitoring by a healthcare professional, user,
or the patient.

For example, a telemedicine device used in conjunction
with scheduled, routine patient care where immediate clini-
cal action is not required could be regulated as a Class I
MDDS device. To the extent that such a device uses two-
way audio/video technology merely to capture and transmit
patient-specific data, the device would maintain its Class I
designation. However, where the manufacturer intends for
the device to be used in active patient monitoring, a higher
classification would be required. The FDA applies the
MDDS regulation to anyone who manufactures an MDDS
device, including healthcare facilities—e.g., a hospital, phy-
sician practice, or clinical—acting as manufacturers [3].

Mobile Medical Applications: After finalizing the MDDS
regulation, the Agency expanded its efforts to other aspects
of mobile health and telemedicine. In July 2011, the FDA
published a draft guidance on the regulation of mobile medi-
cal applications, in which the Agency described its current
thinking on the regulation of software designed for a mobile
platform and intended for use in the diagnosis, treatment, or
prevention of disease [3].

Types of regulated mobile apps include the following:

e Apps that “connect to”” one or more medical device(s) for
purposes of controlling the device(s) or displaying, stor-
ing, analyzing, or transmitting patient-specific medical
device data.

e Apps that transform the mobile platform into a medical
device by using attachments, display screens, or sensors
or by including functionalities similar to those of cur-
rently regulated medical devices.

e Apps that use algorithms that output a patient-specific
result, diagnosis, or treatment recommendation to be
used in clinical practice.

Clinical decision support software: The FDA also has

begun to explore regulation of clinical decision support
(CDS) software. Though not yet officially defined, the
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Agency has described CDS as “Any software, whether
designed as a mobile application, web-based service or
desk top application, that uses an individual’s information
from various sources (electronically or manually entered)
and that converts this information into new information that
is intended to support a clinical decision” [3].

The FDA has given examples of CDS to include look-
up databases, comparison algorithms, and simple calcula-
tors (e.g., software that produce an index or score based
on known formulae). This expansive meaning suggests that
FDA believes it can regulate any software that interprets any
“actionable information” from virtually any source if the
information or the result of the interpretation is intended to
be used in the clinician’s decision-making process [3].

Health Insurance Portability and Accountability Act (HIPAA)
requirement and regulations Guidelines on telemedicine
are very clear on how sensitive patient information should
be transferred and handled during a remote session from
any distance. The HIPAA regulations cover three main
areas: physical, administrative, and technical. In order to be
HIPAA-compliant, it is required that communication of pro-
tected health information at distance must be fully compli-
ant in each of these categories [4].

The physical HIPAA guidelines on telemedicine concern
the security of the computer systems at both ends of the
line on which encrypted health information is maintained
and the environment in which the computer systems are
located. Responsibilities included in the physical require-
ments involve establishing an alternative/redundancy plan
in the event of a crisis or emergency situation and imple-
menting validation procedures to limit physical access to
the computer systems [3].

The administrative HIPAA requirements call for system
administrators to be appointed in each medical facility to
develop formal best practices for the selection and imple-
mentation of a secure messaging solution. Administrators
are responsible for introducing appropriate policies to guide
the conduct of healthcare professions using the secure mes-
saging solution and for monitoring usage of the solution to
identify any potential breach of sensitive patient data [3].

This fechnical requirement covers the processes and con-
trols that have to be put in place in order to protect sensitive
patient data while in transit. These include the following:

1. Each healthcare professional that is authorized to use the
secure messaging platform must be issued with a unique
username and password in order to authenticate their
identity when accessing or communicating protected
health information at distance.

2. The secure messaging platform must be configured in
such a way that communications can only be transmitted
within a defined private network (VPN) and that sensi-
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tive patient data contained within the communications
cannot be copied, pasted, or forwarded.

3. The secure messaging platform must be able to moni-
tor activity by authorized users and have the facility to
remotely delete and/or retract any transmitted commu-
nication that may result in the compromise of sensitive
patient data.

Data security and data encryption recommendations There
is a diversity of local security requirements of the different
institutes across the world. Several solutions can be com-
bined to meet the high security demands of both of the regu-
latory bodies and local institutes:

1. Simple ways to increase data security should be consid-
ered at first. For example, enabling WPA2 encryption
on a wireless device enhances the security of informa-
tion transmitted over wireless networks, but it must be
enabled on the mobile device, tablets, and mobile PCs
[5].

Alternatively or in addition to securing the wireless
network a VPN (Virtual Private Network) or end-to-end
secure tunnel is a highly secure way to assure that only
authorized individuals connect and access the video/
audio transmission. This also reduces the possibility for
unauthorized access to the network and for disruption
the transmission. VPNs are currently used frequently by
Internet and eHealth communities [6].

2. Encryption of data is a key component of security that
allows for the protection and preservation of anonymity,
but it must precede the transfer of data. According to

Table 2 Bandwidth for common communication technology

Federal HIPAA and HITECH Act regulations, this key
must contain 128 bits for sufficiency security (Depart-
ment of Health and Human Services 2013) [5].

3. Authentication protocols ensure that the connection is
made with the correct participants, that only author-
ized individuals have access to data and tools, that only
valid and protected devices are used, and that data are
sent through authorized channels. The use of two-factor
authentication, such as with a pin/password and a token/
smart card/dongle is one recommended solution [5].

Reliability and stability

The reliability of all telementoring systems regardless of the
type or manufacturer depends on the availability and qual-
ity of the network connection. This can be divided into two
main categories: (a) bandwidth and (b) latency.

Since telementoring systems facilitate transmission of
high-quality video and audio, the bandwidth requirements
are high. In networks, bandwidth is defined as the bit rate
of available or consumed information. This capacity is typi-
cally expressed in metric multiples of bits per second. As
shown in Table 2, the minimum bandwidth for telemen-
toring should be around 40 megabits per second (Mbits/s)
as found in a T3 line. Telementoring can be achieved with
lower bandwidth but high-quality audio and video might lag
and be choppy.

Another aspect of reliability of telementoring systems is
latency. Latency is defined as the time interval a package of
data travels between two points and back or, from a more
general point of view, a time delay between the cause and the

Bandwidth Example of facilitating devices Suitability for telementoring

56 kbit/s Modem/dialup Not suitable for telementoring

1.5 Mbit/s ADSL

1.544 Mbit/s T1/DS1

10 Mbit/s Ethernet

11 Mbit/s Wireless 802.11b

24 Mbit/s ADSL2+

44.736 Mbit/s T3/DS3 Recommended bandwidth for telementoring

54 Mbit/s Wireless 802.11 g

100 Mbit/s Fast ethernet (most common)

600 Mbit/s Wireless 802.11n

1 Gbit/s Gigabit ethernet

1.3 Gbit/s Wireless 802.11ac

2.5 Gbit/s Optical carrier 48 Recommended for institutes with multiple telementoring systems
5 Gbit/s USB 3.0 and simultaneous transmissions / for support in HD/4K future
10 Gbit/s 10 Gigabit ethernet, USB 3.1 systems

100 Gbit/s 100 Gigabit ethernet

kbit/s: kilobits per second, Mbit/s: megabits per second, Gbit/s: gigabits per second
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effect of some physical change in the system being observed.
From a technology point of view, the latency can be divided
into the following three main categories:

Latency generated by the device

This latency is a constant. It is generated by the hard-
ware itself and cannot be controlled, modified, or influ-
enced. Latency generated by hardware is typically very
low (<50 ms) and is not counted in the overall latency
calculations. The hardware latency expected from low end
devices is usually quite high and results in a lag in the
local display of the images in the operating room.

Latency generated by the network

The network latency depends on many factors such as
network type, number of users using the network in a
specific time, the number of devices connected, and the
type and volume of data packages sent in a given moment.

Latency generated by software

Telementoring similar to video conferencing depends on
a codec to compress and decompress the video. This will
be discussed in further detail later.

Low latency is crucial in telementoring live cases so
that mentors can be temporally aware and potentially able
to counsel against evolving intraoperative complications.
Based on the experience of the Technology Working Group,
it is recommended that total latency does not exceed 450 ms.

SAGES recommendation

For live telementoring with annotation, we recommend a
total latency < 450 ms.

Transmission quality
Resolution

One of the first concepts to understand when comparing
standard definition (SD) and high definition (HD) is resolu-
tion (Table 3). “Resolution is defined as the maximum num-
ber of distinct pixels that can be displayed in an image”’[7].
Pixels are the smallest point or dot that display color in an
image.

Frame rate

In motion pictures, television, and in computer video dis-
plays, the frame rate is the number of frames or images that
are displayed per second. Several factors affect the actual
frame rate one observes on a computer. For example, a per-
sonal computer processor or graphics hardware may only be
capable of playing 10-15 frames per second without hard-
ware acceleration.

Codec

A codec is a device or software for encoding and/or decod-
ing a digital data stream or signal. A codec compresses the
data so that it requires less bandwidth. There is a trade-off
between codec speed and bandwidth which is balanced by
adjusting the video resolution and frame rate.

In North America, SD resolution is 640 x 480 pixels and
HD resolution is either 1280 % 720 or 1920 x 1080 pixels.
Video quality can be affected by how the image is scanned
and displayed. Interlaced video divides horizontal lines
across images into odd and even that refresh alternately,
whereas progressive video displays lines in sequence from
top to bottom to create a sharper picture. Consequently, the
letter “i”” or “p” is often added to dimensions to define reso-
lution further (e.g., 1280 %720 p) [8]. The most widely used
coding structures today is H.264/AVC encoder, namely x264

[9].

Table 3 Tllustration of frame

. . Transport band- Resolution Frame rate
rate, bandwidth compression width required
rato Uncompressed Compressed
Standard definition (SD) 9 Mbps 128 kbps QCIF (176 x 144) 15 tps
36 Mbps 384 kbps SCIF (256 192) 30 fps
71 Mbps 512 kbps 4CIF (512x384) 15 fps+
144 Mbps 768 kbps 4CIF (512x384) 30 fps
High definition (HD) 332 Mbps 1 Mbps HD720 (1280 720) 15 fps+
664 Mbps 2 Mbps HD720 (1280 720) 30 fps
1.4 Gbps 3 Mbps HD720 (1280 720) 60 fps
1.5 Gbps 4-6 Mbps HD1080 (1920 x 1080) 30 fps
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Table 4 Summary of recommendations for telementoring technology

Telementoring systems and solution should comply with FDA Class II device and HIPAA regulation

Wireless networks should be enabled with WPA2 encryption and in addition a VPN (Virtual Provider Network) or end-to-end secure tunnel is a
highly secure way for the appropriate authorized personal to high-sensitive data

A minimum 128-bit encryption and Authentication protocols to ensure that the connection made is associated with the correct participants

The minimum bandwidth for telementoring should be around 40Mbit/s

Video transmission and distribution should be of low latency without packet losses that might lead to choppiness and pixilation. Accepted total

latency should be <450 ms

Standard definition (SD) resolution is suited and sufficient for telementoring, a minimum, a resolution of 480 lines of progressive scan resolution
(480 p) at 15 frames per second (standard definition) but ideally a resolution of 1080 progressive scan (1080 p) at 30 frames per second

Telestration and annotation are desired features and essential for surgical education

Telementoring system should be portable and affordable

Increasing either resolution or frame rate increases the
network traffic burden. Although video compression algo-
rithms do a good job of reducing bandwidth consumption,
they create latency since compressing and decompress-
ing the data takes time. Some solutions use specific hard-
ware that handle this task and reduce the latency. Finding
a good telementoring system means finding a system that
can balance bandwidth with resolution, frame rate, and
compression/decompression.

Recommendation

The ideal image quality depends on the specific telemen-
toring application. A resolution of 480 lines of progressive
scan resolution (480 p) at 15 frames per second (SD) is the
minimal requirement but may not allow appreciation of
fine detail. Ideally, a resolution of 1080 progressive scan
(1080 p) at 30 frames per second should accommodate the
most sophisticated telementoring application.

Ease of use
Interactive capability

Telementoring without the ability to point on the screen is
inadequate. Telestration (tele-illustration) and video annota-
tion are technologies that allow the mentor to virtually draw
on the mentees video screen to enhance communication.

SAGES recommendation Any surgical telementoring tech-
nology should have telestration capability [10].

Portability

Integrated suites with built in telementoring capabilities
are a luxury item and should be considered in new OR
design. Telementoring systems that are easily portable from
one operating room to another will allow smaller, budget

conscious centers to utilize one unit in service of several
operating rooms.

Video recording

Although not necessary for telementoring, reviewing,
debriefing and coaching with recorded surgery has an impor-
tant role in the learning process. Video recording capabilities
should be built into any telementoring system.

Cost

Telementoring system prices are variable. Prices can be as
low as $3000 USD to as high as $100,000 USD. The return
on investment of telementoring is currently not well defined.
It is an ongoing challenge to justify large investments in
telementoring systems. Sophisticated and expensive systems
are widely available. Low-cost systems that will be HIPAA
compatible and FDA compliant are most needed for small
institutes or developing nations where telementoring for
advanced surgical techniques are also needed.

Conclusion

Telementoring applications are technology driven. Given the
pace of change of technology, guiding principles in technol-
ogy design and selection are warranted (Table 4).

Telementoring technologies require two basic compo-
nents, video capturing and display devices at the transmitting
and receiving end, and a telecommunication link between
them. Many additional features can be added to this basic
setup including multiple cameras or video sources, remote
camera zoom and pan, recording and storage of videos and
images, and telestration capabilities to mention just a few. In
general, the cost of these technologies is feature driven. The
education framework for each specific application should
determine the need for these features [1].
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