Science & Justice 59 (2019) 166-171

journal homepage: www.elsevier.com/locate/scijus e

Contents lists available at ScienceDirect

Science & Justice

science

Strategic choice in linear sequential unmasking™ R

Roger Koppl

Department of Finance, Syracuse University, 721 University Avenue, Syracuse, NY 13244, USA

Check for
updates

1. Introduction

Without forensic science, more innocent persons would be falsely
convicted and more guilty persons would escape conviction. Without
forensic science, in other words, there would be higher rates of Type I
and Type II errors in the criminal justice system. Forensic science im-
proves the criminal justice system by reducing these error rates. It is
therefore desirable to employ all available tools to minimize such errors
while, of course, recognizing the possibility of a tradeoff between them.
At least one such tool has been underutilized: descriptive mathematical
decision theory.

This study uses descriptive decision theory to evaluate crime lab
protocols. By way of illustrative application, it asks whether confidence
attributions would help to make linear sequential unmasking [1] an
improvement on sequential unmasking [2]. The study is innovative
because it puts forensic scientists into the model of forensic science. We
need to be sure proposed protocols, procedures, and practices will have
their intended effects. We cannot be sure of such effects, however,
without including in our analysis a model of how the proposed process
would be applied by forensic scientists who share the universal human
tendency to respond to incentives.

No prior analysis has used descriptive decision theory to evaluate
linear sequential unmasking (LSU). Doing so leads to an unexpected and
potentially important conclusion about the role of confidence attribu-
tions in LSU. The consequences of confidence attributions depend on
the organizational context, which influences the costs and benefits of
different examiner choices.

Dror et al. [1] tentatively call for the use of confidence attributions
to discourage forensic scientists from changing their determinations.
The decision theoretic analysis of this paper will address only these
confidence attributions. It does not address other mechanisms “to im-
pose limits and restrictions for when examiners are permitted to revisit
and alter their initial analysis of trace evidence” [1] or any other aspect
of LSU. The analysis raises an important caution on one potential LSU
mechanism: confidence attributions. And it illustrates an important
approach to evaluating many issues in the organization of forensic
science, including other potential LSU mechanisms. The descriptive
decision theoretic analysis of this paper finds that one candidate for

achieving the stated end of LSU depends sensitively upon an important
element of the crime lab's operation and culture, an element which may
be called the lab's “error tolerance regime.” The value of any measure
such as LSU is highly dependent on the organizational context, which
influences the costs and benefits of different examiner choices. Con-
fidence attributions may be informative or meaningless depending on
the error tolerance regime. No proposal to reduce bias and error in
forensic science should neglect the organizational determinants of the
error tolerance regime.

This study illustrates the value of one approach to studying crime
lab protocols that has so far been underutilized, descriptive decision
theory. No suggestion is made, however, that other approaches are
somehow inferior. We need to draw on all available sources of knowl-
edge and insight. It seems plausible to suggest that the link here drawn
between the error tolerance regime and the value of confidence attri-
butions would have been hard to find with other techniques of analysis.
Each technique will have its strengths and weaknesses, however, and
we should use multiple techniques to uncover the truth. The value of
descriptive decision theory may be greater when we are entering a
relatively new area with correspondingly little empirical evidence.
While the general phenomenon of blinding or unmasking has been
studied quite a bit [3], less is known about how to apply the general
principle of masking to the particular problems of forensic science.
Lockhart and Satya-Murti are probably right to say of forensic science,
“Research examining blinding approaches is still rather novel” [4].

Although this study employs mathematical decision theory, it is self-
contained and uses only some basic algebra and probability theory. It
draws a perhaps surprising conclusion about the importance of error
tolerance regimes. It thereby suggests that the innovative way in which
it uses decision theory may have value for examining and perhaps
improving forensic science.

2. Methods

Mathematical decision theory is based on the somewhat humdrum
insight that people generally try to maximize benefits net of costs as
those costs and benefits are subjectively perceived. Sometimes costs and
benefits are monetary, but often they are not. When choosing between a
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bookkeeper's job at a grocery store and a bookkeeper's job at a phar-
macy, the main issue may well be pay. Who pays more? When choosing
between a job as bookkeeper and fuel tank cleaner, however, money
may be a relatively minor consideration. The great discomfort asso-
ciated with cleaning fuel tanks is a cost of such work that may be
perceived (subjectively) as very high. The costs and benefits discussed
below are subjectively perceived by forensic examiners whether or not
they have anything to do with money.

Bernoulli [5] is commonly cited as the earliest example of mathe-
matical decision theory of the sort described here. Bernoulli [6] is an
English translation. His 1738 article attempted to resolve the St. Pe-
tersburg Paradox. Imagine a casino that offers to flip a fair coin until
tails come up for the first time. As long as heads come, they will keep
flipping. Once tails come up, they stop flipping. If tails come up for the
first time on the first flip (T), the casino will pay $2.00. If tails come up
for the first time on the second flip (HT), the casino will pay $4.00. If
tails come up for the first time on the third flip (HHT), the casino will
pay $8.00. And so on. The payoff is $2", where n is the number of the
flip in which the coin first comes up tails. The probability of getting all
heads until the nth flip is zin Thus, the expected value is ) | ($2" X zin)
or Y,  $1, which is infinite. The paradox is that no one would be
willing to pay more than a relatively small sum to play this game even
though it has an infinite expected value.

Bernoulli resolved the paradox by postulating that the utility
(emolumentum) of a person's winnings rises with the logarithm of those
winnings. With this assumed utility function, the expected utility of the
gamble is finite, and a prospective gambler would be willing to pay only
a relatively low price to play. Menger [7] subjected this problem to a
penetrating examination. Menger [8] is an English translation. Menger
showed that Bernoulli's solution did not wipe out all paradox. Given an
unbounded utility function, one can always find a gamble with an in-
finite expected utility that, nevertheless, no one would pay more than a
relatively small sum to play. In a book first published in 1944, von
Neumann and Morgenstern [9] greatly refined Bernoulli's general ap-
proach in the context of developing the mathematical theory of games.
Building on this book, Abraham Wald developed modern decision
theory as the theory of solitary individuals playing “games” against
“nature.” Thus, as DeGroot [10] explains, the modern decision theory
used in this paper was in “many respects. .. an outgrowth, and a special
case, of the theory of games,” and it “was developed mainly by Abraham
Wald during the 1940s.”

Decision theory has been applied to forensic science. Usually, Bayes'
theorem is central to such applications, and the theory may be called
“Bayesian decision theory.” In the relatively narrow context of this
paper, Bayes' theorem does not arise. In the broader context of decision
theoretic forensic science, Bayes' theorem is an important tool. The
earliest example of Bayesian decision theory in forensic science might
be Lindley [11]. The Bayesian decision theoretic tradition in forensic
science is associated, though not exclusively, with the School of Crim-
inal Justice at the University of Lausanne. Taroni et al. [12] is an im-
portant book length treatment. Contributions to this tradition include
Taroni et al. [12], Biedermann et al. [13], Gittelson et al. [14], Gittelson
et al. [15], and Gittelson et al. [16]. The probabilities used in Bayesian
decision theory are usually interpreted as subjective degrees of belief.
Taroni et al. [12], for example, say, “Bayesian epistemology claims that
the tools in the basket of scientific method, whatever they might be,
must surely satisfy the standard of pragmatic coherence for combining
and changing degrees of belief: therefore, the fundamental tool of sci-
entific method is Bayes' theorem” (p. 43, emphasis in original).

Decision theory may be “descriptive” or “normative.” Sabine [17]
says, “The general division of sciences into descriptive and normative
has long been one of the commonest devices used in classification.” The
difference between descriptive and normative is the difference between
“is” and “ought.” A theory is “descriptive” if it describes what is. A
theory is “normative” if it tells us what we should do or how we should
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do something. Decision theory in forensic science is usually considered
normative. For example, Gittelson et al. [15] say, “Decision theory
provides a normative model for making rational decisions under un-
certainty.” But decision theory can be used descriptively. Becker [18],
for example, gives a decision theoretic account of crime. He “assumes
that a person commits an offense if the expected utility to him exceeds
the utility he could get by using his time and other resources at other
activities.” This expected utility depends on factors such as the “prob-
ability of conviction” and the “income available in legal activities.”
Becker's analysis is descriptive and not normative.

The normative use of decision theory in forensic science requires a
scientifically appropriate model of the underlying phenomena. The
normative use of Bayesian decision theory to guide forensic DNA ana-
lysis, for example, requires an appropriate model of the human genome.
The forensic scientist's model of the human genome must imply that an
individual is either homozygous or heterozygous at a given locus. A
person has either one or two alleles at a given locus, not zero, three, or
more than three.

In descriptive analysis, it is possible, though certainly not required,
that the decision maker believes a false theory. Consider, for example,
Lentini's [19] demonstration that crazed glass is not a reliable indicator
of exposure to rapidly increasing temperature. This result excludes
crazed glass from the normative use of decision theory in fire in-
vestigation. But in a descriptive decision theoretic analysis of fire in-
vestigation, the use of crazed glass as an arson indicator might be le-
gitimate and important. We cannot understand how the fire
investigation went wrong unless we recognize that the fire investigator
thought crazed glass was a reliable indicator of exposure to rapidly
increasing temperature.

The normative use of decision theory also requires that the forensic
scientist's preferences be free of inappropriate elements. The scientist's
utility function should not, for example, be influenced by a desire to
vindicate the police theory of a case or the desire to abuse or oppress
ethnic minorities. Normative analysis requires that the forensic scien-
tist's preferences or utility be free of such inappropriate biases. Lindley
[20] says that the forensic scientist's “utility” is “imposed by society.”
Taroni et al. [21] seem to take a more individualistic approach to uti-
lity. They favorably cite Lindley [22] saying, “The value[s] inserted for
the utilities and probabilities are in no sense correct and any other
values wrong. They represent the decision-maker's individual pre-
ferences and may be modified by him.” (Lindley [22] as quoted in
Taroni [21]). Citing Lindley [20], Gittelson et al. [15] say the “utility
function is imposed by the objectives and preferences of society.” Git-
telson et al. [16], however, take a more individualistic approach. They
say that peak-height thresholds in DNA analysis depend in part on “the
scientist's objectives (i.e., preferences regarding false exclusions and
false inclusions). These parameters vary in function of the case, the
scientist and the laboratory.” They say, “[Tlhe scientist's preferences
will vary from one scientist to another, and may also vary from one case
to another in function of the severity of the case.”

The analysis of this paper is descriptive and not normative. It does
not attempt to represent the problems forensic scientists should solve or
how they should solve them. These normative questions are important.
For that very reason, however, it is also important to ask whether a
given proposal for laboratory protocols will or will not bring us closer to
the normatively correct ideal. The following analysis addresses an im-
portant issue of descriptive analysis. Will LSU confidence attributions in
fact improve forensic science relative to sequential unmasking (SU)?
The following analysis suggests that a positive answer is contingent on
the overarching organization of the crime laboratory in general and its
error tolerance regime in particular. The treatment of and attitude to-
ward error in a crime lab is important to determining the consequences
of using confidence attributions to achieve the goals of linear sequential
unmasking.
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3. Results and discussion

It was noted earlier that forensic science serves an error correcting
role within the criminal justice system. A kind of autonomy, therefore,
is desirable for forensic science: To the extent possible, forensic science
determinations should depend on scientific factors alone and not sci-
entifically irrelevant factors such as the identity of the suspect or the
nature of the suspected crime. When task-irrelevant, case specific in-
formation influences the scientific interpretation of evidence, the final
disposition of the criminal case may deviate from the scientifically
corrected outcome and toward the outcome that would occur without
forensic science. To the extent that such deviations occur, forensic
science is not performing its error-correction function. Masking proce-
dures such as sequential unmasking [2] and linear sequential un-
masking [1] have been recommended to minimize them. These mea-
sures are meant to reduce “observer effects.”

Observer effects exist when extra-scientific considerations influence
a forensic examiner's scientific judgment, if only unconsciously.
Observer effects are biases and errors of observation caused by the state
of the observer. Forensic scientists observe evidence and make decisions
about what they have observed. Those decisions may be biased or er-
roneous if the observations are biased or erroneous. The state of the
observer may induce errors and biases in the observation. In such a
case, the state of the observer is the cause and the error or bias in ob-
servation is the effect. Thus, the bias or error in observation is the effect
of the state of the observer, and we may speak of observer effects.

The distinction between observation and decision has been em-
phasized quite strongly by Dror [23] who explains and documents this
distinction in great detail. His “Hierarchy of Expert Performance” (HEP)
ramifies the distinction into four aspects of expert performance relating
to observations and four aspects of expert performance relating to
conclusions.

As Koppl et al. [24] note, the “three keys to observer effects in
forensic science” are “the analyst's state of expectation, the analyst's
state of desire, and the degree of ambiguity in the evidence being ex-
amined.” In this paper, the degree of ambiguity of the evidence is given
outside the analysis. The paper thus focuses on the analyst's state of
expectation and, especially, desire. Forensic examiners make choices
and those choices are influenced by desires. In decision theory, as we
have seen, desires are somewhat blandly labeled “preferences” or
“utility.” The theory examines how a person with given preferences (or
a given “utility function”) chooses when the outcome of that choice
depends on contingencies that the person cannot control.

Krane et al. [2] proposed sequential unmasking as “a means of
minimizing observer effects” in forensic science. Sequential unmasking
is an administrative control process similar to that used in double-blind
research studies. It prevents forensic scientists from learning potentially
biasing information until after they have made the decisions that might
be so biased. Some potentially biasing information, including the re-
ference sample, must be observed to complete a forensic analysis. Krane
et al. [2] suggest that potentially biasing, but task-relevant information
be sequenced such that potentially biasing information is not released to
the forensic examiner until after they have made the decisions that
might be biased by that information. A case manager who is privy to all
case information sequences information for the examiner. Importantly,
Krane et al. [2] propose, “sequencing the laboratory workflow such that
evidentiary samples are interpreted, and the interpretation is fully
documented, before reference samples are compared.” In the case of
DNA typing, forensic examiners should “call the alleles” before seeing
the reference sample.

At each stage, the examiner could change earlier determinations as
long as all such changes are fully documented. (This possibility is as-
sumed but not stated in Krane et al. [2].) Each bit of task-relevant, but
potentially biasing information is initially masked from the examiner.
In sequential fashion, however, such information is unmasked, until all
task-relevant information is available to the examiner, and this
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procedure is called sequential unmasking.

Although sequential unmasking applies broadly, it was originally
proposed in the context of forensic DNA testing, which “is not immune
to bias, especially when subjective interpretation is involved” [25].
Jeanguenat, Budowle, and Dror [25] have recently developed an im-
portant account of the surprising variety of ways in which cognitive
bias may enter DNA analysis. They propose a suite of measures to
combat such bias including, but not restricted to masking protocols
such as sequential unmasking and linear sequential unmasking.

Krane et al. [2] explain that unwanted observer effects are most
likely “when the underlying data are ambiguous and the scientist is
exposed to domain-irrelevant information.” Dror et al. [1] address this
role of ambiguity in creating observer effects by proposing “linear se-
quential unmasking” (LSU) as a refinement of sequential unmasking. At
each stage in the sequential unmasking process, examiners would be
required to “specify their confidence” in each of the determinations
made. Somewhat tentatively, Dror et al. [1] propose a color system with
“green for certainty,” ‘yellow for low certainty,” and ‘red for question-
able.” This procedure is meant to constrain examiners' ability to revise
their earlier determinations, thereby creating a better “balance between
restrictive procedures that forbid analysts from changing their opinion
and those that allow unlimited and unrestricted changes.”

Dror et al. [1] explain that sequential unmasking and linear se-
quential unmasking are both “linear in the sense that one must begin
with the trace evidence before being exposed to and working with the
reference material, thus working from the evidence to the suspect, ra-
ther than from the suspect to the evidence.” One may conjecture that
linear sequential unmasking is more “linear” than sequential unmasking
because it is intended to discourage changes to earlier determinations,
and such changes might invoke the idea of a spiral rather than a straight
line.

Dror et al. [1] seem to imagine that forensic examiners will apply
the confidence attributions green, yellow, and red without calculating
the costs and benefits of different confidence attributions. Everyday
experience, however, confirms that one's confidence in a judgment
depends on the consequences of that judgment being wrong. For ex-
ample, you may have more confidence that a rickety table can support a
bag of dog food than an infant child of the same weight. A forensic
examiner's confidence in a judgment will typically depend in part on
the consequences of that judgment being reversed later in the process of
linear sequential unmasking. But if that is so, then LSU confidence at-
tributions must be viewed as variables subject to strategic choice by
forensic examiners. They are strategic variables. Therefore, it is both
possible and necessary to subject the choice of confidence attribution to
a decision-theoretic analysis.

Dror et al. [1] say, “Clearly, there is a difference between revisiting
and revising prior analysis decisions that an examiner initially per-
ceived as only suggestive (low confidence) versus revisiting and re-
vising analysis decisions that an examiner perceived as obvious and
certain (high confidence).” Presumably, then, the examiner experiences
the need for revision as a (subjective) cost, and the cost is higher the
greater the confidence attribution. If so, then (by virtue of the logical
symmetry of costs and benefits) it is also a subjective benefit to the
examiner if a determination of theirs does not require revision. It is a
benefit if it is supported by subsequently unmasked information. And
this benefit is higher the greater the confidence attribution. We should
therefore recognize that confidence attributions must be chosen by the
examiner and are, therefore, strategic variables whose value will be
chosen as the outcome of a cost-benefit calculation.

After looking at the crime-scene sample the examiner will estimate,
if only implicitly, the probabilities of the different statements they
might make about the sample. Let us consider one such statement: “The
peak labeled ‘12’ at locus ‘D3S1358’ is an artifact.” Let p be the sub-
jective probability that the statement will be reversed at the end of the
analysis. Thus, p is what Koppl et al. [24] call “reversal risk.” It might
be expected that the examiner would include the statement in their
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Table 1
An illustrative payoff matrix.
Subsequently unmasked information tends to support statement Subsequently unmasked information tends to undermine statement
Green 3 -6
Yellow 2 -4
Red 1 -2

The rows represent confidence levels. The examiner must pick one of the rows. The columns represent the tendency of the subsequently unmasked information to
support or undermine the examiner's statement. Each box contains a number showing the cost or benefit to the examiner of the subsequently unmasked information
given the chosen level of confidence associated with the statement.

Table 2
Choosing the optimal statement.
0<p<i T<p<? 2<pz1
Determine that peak is an Choose confidence attribution Green and Choose confidence attribution Red and Choose confidence attribution Red and receive
artifact receive the payoff 3 — 9p, which ranges receive the payoff 1 — 3p, which ranges the payoff 1 — 3p, which ranges between —2
between 0 and 3 for these p values. between —1 and O for these p values. and — 1 for these p values.
Determine that it cannot be No confidence attribution can be made in this  No confidence attribution can be made in No confidence attribution can be made in this
decided whether the peak is  case. Receive the payoff 0. this case. Receive the payoff 0. case. Receive the payoff 0.
an artifact
Determine that peak is not an Choose confidence attribution Red and Choose confidence attribution Red and Choose confidence attribution Green and
artifact receive the payoff 3p — 2, which ranges receive the payoff 3p — 2, which ranges receive the payoff 9p — 6, which ranges
between —2 and — 1 for these p values. between —1 and O for these p values. between 0 and 3 for these p values.

The rows represent alternative determinations about the peak at locus D3S1358. The examiner must pick one of the rows. The columns represent ranges of p, the
examiner's subjective reversal risk for the determination that the peak is an artifact. The subjective reversal risk for the determination that the peak is not an artifact is
1 — p. Each box indicates 1) what confidence attribution (if any) would maximize the examiner's payoff, 2) what that payoff would be as a function of p and, finally,
3) the range of possible payoffs for that contingency. If 0 < p < é, the examiner will determine that the peak is an artifact and choose confidence attribution Green for
that determination. If % <p< %, the examiner will determine that it cannot be decided whether the peak is an artifact. If % < p < 1, the examiner will determine that
the peak is not an artifact and choose confidence attribution Green for that determination.

Table 3
A more general payoff matrix.
Subsequently unmasked information tends to support statement Subsequently unmasked information tends to undermine statement
Green 3 -3y
Yellow 2 —20
Red 1 -p

The rows represent confidence levels. The examiner must pick one of the rows. The columns represent the tendency of the subsequently unmasked information to
support or undermine the examiner's statement. Each box contains a number or expression showing the cost or benefit to the examiner of the subsequently unmasked
information given the chosen level of confidence associated with the statement.

initial analysis if the reversal risk is less than one half, p < 0.5. As we determination. The forensic examiner's statement may, however, be
shall see, however, the threshold value for p may well be < 0.5 and in undermined by the subsequently unmasked context information. They
some cases, substantially less. would experience that undermining as a subjective cost. That perceived
If the forensic scientist is to make the statement affirming an artifact cost is greater the higher the level of confidence the examiner attached
at locus D3S1358, they must also choose a confidence attribution to the determination.
(Green, Yellow, Red) to associate with it. After making the statement The examiner will choose the confidence attribution that maximizes
and picking a confidence attribution they will be exposed to some their expected payoff. The payoff to choosing Green will be 3 if the
contextual information, such as the reference sample. That context may statement holds up, and —6 if it reversed. The subjectively perceived
tend to support the statement or it may tend to undermine the state- reversal risk is p and, therefore, the examiner's subjective probability
ment. Thus, if the examiner makes the statement, they would face a that the statement will not be reversed is 1 — p. Thus, 3(1 — p) is the
payoff matrix such as the one shown in Table 1. The assumed costs and prospective benefit of choosing confidence attribution Green and 6p is
benefits will be modified later to provide a more general analysis. But it the prospective cost. The net prospective benefit of choosing confidence
is helpful to first review a relatively simple example that produces a attribute Green is therefore 3(1 — p) — 6p, which is 3 — 9p. Similar
surprising result. The simple example is merely illustrative. It shows calculations can be made for Yellow and Red. The expected net benefits
that costs and benefits influence both the determinations made and the are:
confidence attributions associated with those determinations. This ex-
. L. . Green:3 — 9p
ercise sets the stage for the more careful and, perhaps, realistic analysis
that follows. This more complete analysis points to the importance of Yellow:2 — 6p
organizational design in establishing a desirable error tolerance regime.
Table 1 reflects the principles about examiner preferences, which, as Red: 1 — 3p
we have seen, were invoked by Dror et al. [1]. It is better for the ex-
aminer (it is a subjective benefit) if their statement is supported by the If p< %: Green is the confidence attribution with the highest net
subsequently unmasked context information. That perceived benefit is benefit. If p = %, the three confidence attributions all have the same net
greater the higher the level of confidence the examiner attaches to the benefit, which is 0. If p > é’ Red is the confidence attribution with the
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highest net benefit. From the analysis so far, it seems that the examiner
will rarely or never pick confidence level Yellow.

From the analysis so far, we may conclude that if the examiner
chooses to make the statement that the peak at D3S1358 is an artifact,
then they will choose confidence attribution Green if p < %and Red if

D> % The forensic examiner will choose Green if they perceive the
reversal risk to be low, and Red if they perceive reversal risk to be high.
But will they make that statement? They can also state that the peak is
not an artifact or that it is not possible to determine whether it is an
artifact. To complete our analysis we need to consider the costs and
benefits of making each of these statements.

Consider the statement that the peak is not an artifact. The case here
is perfectly parallel to the one considered above. Thus, if the examiner
chooses to make the statement that the peak at D3S1358 is not an ar-
tifact, then she will choose confidence attribution Green if the reversal
risk, g, for that statement is low, and she will choose confidence attri-
bution Red if it is high. The expected net benefits are:

Green:3 — 9q
Yellow:2 — 6q
Red: 1 — 3q

But ¢ =1 — p. When expressed in terms of p, therefore, the ex-
pected net benefits are:

Green:9p — 6
Yellow:6p — 4
Red: 3p — 2

Thus, if the examiner chooses to make the statement that the peak at
D3S1358 is not an artifact, then they will choose confidence attribution
Green if p > % and Red if p < %

If the examiner states that it is not possible to determine whether
the peak is an artifact, then their determination cannot be sustained or
reversed. For this determination, therefore, it is impossible to acquire
the benefit of the statement being supported by subsequent analysis,
and it is impossible to suffer the cost of the statement being reversed by
subsequent analysis. Thus, the payoff for this statement is 0.

We can now determine which statement has the highest value to the
examiner. Table 2 shows the payoff to each statement as a function of p,
the subjectively perceived reversal risk for the determination that the
peak at D3S1358 is an artifact. The examiner can always ensure a
payoff of at least 0 by making the determination that it cannot be
decided whether the peak is an allele. If p is low enough, however, the
examiner will determine that the peak is an artifact and choose con-
fidence attribution Green for that determination. If p is high enough,
the examiner will determine that the peak is not an artifact and choose
confidence attribution Green for that determination. The examiner will
never choose the confidence attributions Yellow and Red.

If LSU created the costs and benefits for forensic examiners given in
Table 1, we would only rarely find examiners choosing confidence at-
tributions other than Green. While this result is merely illustrative, it
shows that in some circumstances the confidence attributions of LSU
could be meaningless. As we shall see, the reality could be very far from
this result or, instead, close to it, depending on the error tolerance re-
gime.

The analysis so far has taken examiner preferences as given.
Examiner preferences depend, however, on the overall organization of
the crime lab. In sequential unmasking and linear sequential un-
masking, the examiner is asked to characterize the unknown sample
before seeing the reference sample. Information revealed subsequently
may induce the examiner to change their determinations. Such a
change could be construed as showing that the earlier determination
was an error. How will such an “error” be treated within the lab? Will it
be viewed as normal or a “monster” in the sense of Lakatos [26]?
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James Reason [27] has argued, “It is now widely held among human
reliability specialists that the most productive strategy for dealing with
active errors is to focus upon controlling their consequences rather than
upon striving for their elimination.” Reason suggests making organi-
zations “error tolerant” in part by building in “redundancies.” As
Reason uses the term, it is the organization or system that is error
tolerant, not any individual. But an organization or system cannot be
error tolerant if those who make errors are afraid of being caught in an
error from fear of blame, scorn, dismissal or the like.

In an error-tolerant organization, individuals are not subject to
blame and opprobrium when errors are discovered. Rather, they are
taught how to cope with errors to minimize their harmful con-
sequences. As Rouse and Morris [28] have put it, “Errors are not in-
herently unacceptable; however, it may be that the consequences of
error are unacceptable. From this perspective, one may be able to tol-
erate errors as long as consequences can be controlled.”

Not all organizations, however, are error tolerant. Indeed, it seems
fair to say the most crime labs in the US are error intolerant. Blame
becomes an important category in error intolerant organizations. Pyrek
[29] decries the “destructive, fatalistic blame game” in forensic sci-
ence.”

A crime lab, then, can create an error tolerant or an error intolerant
environment, which we may call the “error tolerance regime.” And the
error tolerance regime largely determines the examiner's subjective
costs and benefits of making different determinations and choosing
different confidence attributions to associate with those determinations.
Linear sequential unmasking relies on the common-sense intuition that
it will seem worse to revise a determination the higher the confidence
attribution associated with that determination. The error tolerance re-
gime influences how steep the curve is. It influences how rapidly the
costs of reversal rise with confidence attribution.

To achieve a more general analysis than that given above, three new
variables are introduced to reflect the error tolerance regime. These
variables can be adjusted to reflect different assumptions about how
rapidly the cost of reversal rises with confidence attribution. Table 3
shows the payoff matrix with these variables included. Assume
0<ps<sv<=ylIfp=0v=y=2, then Table 3 reduces to Table 1. In that
case, the costs of reversal rise linearly with confidence attributions, and
confidence attributions become meaningless. If costs rise more than
linearly, however, confidence attributions may be more meaningful.
Consider the case in which p = 0 and v = y = 2. In this case, the ex-
aminer can always guarantee themself a payoff of 1 — p by choosing
confidence attribution Red. In this case, they will choose Red if
%<p<%andGreenifp<%.

With the particular costs of reversal used in the last example, Yellow
is never chosen. Unfortunately, we cannot simply choose the three re-
versal-cost variables. If we could, then we could engineer the values of p
for which each confidence attribution would be chosen. We could
shrink the range for Green to any arbitrarily small interval by picking a
sufficiently large value for v. It can be shown that Yellow will be chosen
over Red if p < ﬁ, which we could make as big or small as we
want by picking p and v appropriately. To enlarge the range for Red,
decrease p or increase v. To enlarge the range for Yellow, increase p or
decrease v. To see this, let v = p. In this case, Yellow will be chosen over
Red if p < ﬁ Red will never be chosen if we set v < 1. As we in-
crease v, the value of p that pushes us into the Yellow range shrinks to
as small an interval as we may wish. In general, the more steeply the
costs of reversal rise with confidence attribution, the greater the in-
centive to choose a lower confidence attribution.

The consequences of confidence attributions in linear sequential
unmasking depend on the error tolerance regime. If the error tolerance
regime causes the costs of reversal to rise steeply, confidence attribu-
tions will tend to be low. If it causes them to rise slowly, confidence
attributions will tend to be high. In all cases, confidence attributions are
strategic variables. In extreme cases, confidence attributions are
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meaningless. It is not sufficient, therefore, to include confidence attri-
butions in a crime lab's LSU protocols. Crime labs must also be error
tolerant organizations with well-designed error tolerance regimes.
Unfortunately, it is not clear how that is to be done. Further research is
required, then, to learn how to create desirable error tolerance regimes
in modern crime laboratories.

Using descriptive decision theory to analyze linear sequential un-
masking has led us to unexpected conclusions that might be difficult or
impossible to reach by other methods. It thus seems plausible to suggest
that there may be other, perhaps many other, fruitful applications of
descriptive decision theory in forensic science.
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