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CASE SCENARIO

A 42-year-old man arrives for treatment of a dermatologic zebra condition, which you successfully
treat with a novel medication. You publish a case report with nonidentifying photos of your patient’s
trunk. Shortly after publication, your Internet savvy patient returns to your office angry that photographs
of him were used for this publication. Upon review of his chart, you see that at his initial visit, he signed a
photography consent form that allowed for use of the photographs for teaching or publication
purposes. When you show him the form, he becomes even more upset, stating that he was asked to sign
a bunch of forms that he did not have a chance to read or understand. He also notes that the publication

updates

What do you do next?

B.

photographs have already been published.

contains photographs from follow-up visits during which he was not asked to sign any forms.

A. Retract the images. He did not properly consent to use of photographs.

Discuss with the patient that the publication will help the dermatology community treat others
with similar diseases, offer an apology for any discomfort experienced by him as a result of the
misunderstanding, and clearly state that there is nothing else that can be done since the

C. Consult your risk management team.

D. Emphasize that the photos are nonidentifiable. Show the patient the consent forms again and
point out the clause that states that the image consent is valid for all patient visits, unless it is
revoked in writing.

DISCUSSION risks to patients’ rights to autonomy and privacy.'’

Clinical photography is rapidly becoming a
routine aspect of health care, particularly in visually
oriented fields such as dermatology.' ™ These clinical
images generally are used for 3 broad categories:
publication, education, and clinical documentation.”
While modern bedside photography has enhanced
documentation, medical and patient education, and
communication between treating clinicians, it poses

Central to this is the issue of informed consent.
Informed consent, defined as the “legal
embodiment of the concept that each individual has
the right to make decisions affecting his or
her health,” is a vital and legal part of the
patient—physician relationship. Failure to adhere to
informed consent laws can constitute medical
negligence or legal battery and is one of the most

From the David Geffen School of Medicine, University of California,
Los Angeles®; and Department of Dermatology, Warren Alpert
Medical School of Brown University, Providence.”

Funding sources: None.

Conflicts of interest: None disclosed.

Reprints not available from the authors.

Correspondence to: Kachiu C. Lee, MD, MPH, Department of
Dermatology, Warren Alpert Medical School of Brown

1172

University, Rhode Island Hospital, 593 Eddy St, Ambulatory
Patient Center 10th Floor, Providence, Rl 02903. E-mail:
kachiu_lee@brown.edu.

J Am Acad Dermatol 2019;80:1172-4.

0190-9622/$36.00

© 2018 by the American Academy of Dermatology, Inc.

https://doi.org/10.1016/j.jaad.2018.01.006


Delta:1_given name
Delta:1_surname
Delta:1_given name
http://crossmark.crossref.org/dialog/?doi=10.1016/j.jaad.2018.01.006&domain=pdf
mailto:kachiu_lee@brown.edu
https://doi.org/10.1016/j.jaad.2018.01.006

] AM ACAD DERMATOL
Vorume 80, NUMBER 4

common reasons for lawsuits.” Although there are
standardized informed consent processes for
procedures such as surgeries and blood transfusions,
documentation of consent for clinical photography
varies by institution. Furthermore, there are no
uniform laws or regulations regarding clinical
photography consent across jurisdictions.

In addition to issues of consent, the increasing
prevalence of clinical photography raises another
question: who owns the image? In nonclinical
photography, whoever creates the photograph
owns the copyright and, by extension, the
photograph. The same concept applies to medical
photography in that the photographer, and
subsequently the journal’s publisher in the case of
publication, owns the clinical photo—however, the
great distinction in medical photography is that the
patient actually owns the data contained in the
images (barring any legal agreement stating
otherwise) and the physician may not capitalize on
the use of the clinical photos without explicit
permission from the patient. Furthermore, the
Health Information Portability and Accountability
Act (HIPAA) of 1996 directly references full facial and
other comparably identifiable photographs. As such,
identifiable images fall under the privacy regulations
of HIPAA.”

The importance of obtaining informed consent
before both the taking and wuse of clinical
photographs cannot be overemphasized. This holds
true even for situations in which the patient is not
identifiable.” Although there is no uniform blueprint
for obtaining consent for clinical photography, there
are specific good practice standards that should be
followed: the physician should provide informed

ANALYSIS OF CASE SCENARIO

Choice A, retracting the images, is the most
ethical course of action. It is unclear if this
patient ever received informed consent for his
clinical photography in a manner that
would be in line with the good practices
and minimum components of consent as
outlined above. When a patient signs consent
paperwork without reading the contents of it, it
is the responsibility of the physician and staff to
make sure that the patient truly understood the
nature of the paperwork. Further, as the patient
himself pointed out, he did not provide
consent for photographs that were taken at
subsequent follow-up appointments. His right
to autonomy and privacy were violated by the
publication of those images. Furthermore,
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consent for each use of the image before
photography takes place; the patient should be
informed that consent can be withdrawn at any
time even after signing a consent form; the
photographer should respect the dignity of the
patient at all times and capture the minimum
required body parts; the face should only be
photographed when essential to the image; the
consent should specifically state the number of visits
or time period for which it applies; and images
should be stored in a secure location with regulated
access.'”

In obtaining consent, physicians should, at the very
minimum, explain the purpose of the clinical
photography, the reason for the consent process,
and the confidentiality of the photos. Furthermore, it
is imperative that patients understand that refusal will
have no bearing on their care, they may revoke
consent for any or all photos at any time, and, perhaps
most crucially, if images are published for educational
or publication purposes, those images can become
part of the public domain and may become
impossible to remove.” Of note, though proper
documentation of informed consent will minimize
the risk of legal consequences, patients have the right
to revoke consent for publication in the future, and
this request should be honored to the best of the
physician’s  capabilities. The patient—physician
relation is, at its core, dependent upon trust, and by
failing to obtain consent in a transparent and accurate
manner or not honoring a patient’s desire to revoke
consent, physicians violate this trust, thereby
jeopardizing the patient—physician relationship,
neglecting ethical codes of conduct, and ultimately
increasing the risk for legal consequences.'~

patients have the right to revoke consent at
any time. Even if a patient had been provided
with informed consent in an appropriate
manner for all photographs, a request to
withdraw the photographs at a later time
should be honored, if feasible. In such a
case, it is the ethical and moral, though
perhaps not the legal, duty of the physician
to honor the privacy and autonomy of the
patient. It should be noted, however, that
while we feel that choice A is the best answer,
it is incomplete. A further discussion
should take place with the patient explaining
that once an image is printed or published
online, it becomes part of the public domain
and might be difficult or even impossible to
retract.
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Choice B, justifying your actions, might
appear reasonable; however, it is not strictly
truthful and fails to respect the privacy and
autonomy of the patient. Discussing the
benefits and educational value of the
publication can be an appropriate response if
the patient is willing to engage in that
conversation, especially if an apology for any
misunderstanding is proffered. However,
stating that nothing can be done and essentially
washing one’s hands of the matter is morally
and ethically objectionable as it dismisses the
psychologic harm done to the patient and
transgresses the patient—physician trust. The
physician should offer at the very least to
contact the journal and request a retraction of
the images, even if that means retracting the
article as a whole.

Choice C, consulting risk management, is
inappropriate as a first step as it ignores the
patient’s concerns and focuses solely on
the physician’s worry regarding litigation.

BOTTOM LINE

Clinical photography, while an invaluable asset
for education, publication, and the patient’s own
medical record, can often be at ethical, moral, and
even legal crossroads with patient privacy and
autonomy. The patient—physician relationship
might be irrevocably damaged by misuse or mishan-
dling of patient images. A clear and thorough
informed consent process is necessary for obtaining
clinical photography. Patients should be made aware
that they might revoke consent at any time; however,
once images are published, it might be impossible to
remove them from the public domain.
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However, having the advice of seasoned risk
management professionals and some time to
ponder it, might help the physician handle the
patient’s concerns constructively, ethically,
and with empathy, necessary steps in maintain-
ing the physician—patient relationship and
avoiding litigation. Regardless, meeting with
the risk management team at a future date
might be prudent to review how to avoid such
situations and improve the consent process.

Choice D, highlighting the anonymity of the
photos while emphasizing that consent for their
use was previously provided, might appear
enticing but is ethically wrong. This option
violates the good practice standards of clinical
photography by failing to honor that consent
must be obtained in a clear and transparent
fashion and, more importantly, that it may be
revoked at any time. This option perpetuates the
breach in the patient’s privacy and autonomy
and further weakens the patient—physician
relationship.
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