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HEALTHCARE
CYBER ATTACKS

Every wonder what goes
on behind the scenes in the
cyber world? Healthcare or-
ganizations are under con-
stant surveillance in
protecting all patient health-
care information. Any breach
in patient information can
significantly impact a health-
care organization’s reputa-
tion. Ransomware is a type
of malware preventing healthcare organizations from accessing
parts of their electronic healthcare record (EHR) by encrypting
files in return for money.1 When this happens, this can negatively
impede patient carewhereby causing delay in care and potentially
harming patients. After encryption into an EHR, cybercriminals
demand monetary compensation in return for release of protected
information. If not paid, there is a threat to publically release pro-
tected information, leaving no choice but to pay. Even after pay-
ment, it is not guaranteed, cybercrimainals will release the
encryption key. According to Spence et al (2018), it was esti-
mated in 2016 more than $1 billion has been paid in ransomware.

There are four risk categories for concern with ransomware:
medical malpratice, data privacy, property and reputation, and
cost and expense. Medical malpractice increases when EHR
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systems are inaccessible, thus increasing the risk of medication
errors potentially causing an adverse effect to patients.1 Data pri-
vacy is a huge concern as healthcare systems can potentially
violate Health Insurance Portability and Accountability
(HIPPA).1 Property and reputation becomes a challenge for future
business negotiations and partnerships, as trust in an organization
is perceived as turbid. Lastly, cost and expense can pose a finan-
cial hardship for healthcare institutions paying cybercriminals. In
addition, healthcare institutions are held responsible for
continued monitoring of patient information and credit moni-
toring.1

As healthcare providers, we are all ambassadors in protecting
our patients and our healthcare organization. Cybercrimimals are
well aware of the high vulnerability in healthcare and low
threshold for payment; thus healthcare organizations are an
easy target. I encourage all to report any breach concerns and
continue awareness, as proper risk mitigation and disaster recov-
ery plan is everyone’s responsibility.

Jasmiry Bennett, DNP, RN, ACNP-BC
Editor-in-Chief
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