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Abstract
In e-healthcare paradigm, the physiological signals along with patient’s personal information need to be transmitted to remote 
healthcare centres. Before sharing this sensitive information over the unsecured channel, it is prerequisite to protect it from 
unauthorised access. The proposed method explores ECG signal as the cover signal to hide patient’s personal information 
without disturbing its diagnostic features. Chaotic maps are used to randomly select the embedding locations in the non-QRS 
region while excluding the sensitive QRS region of ECG train. Optimum Location Selection algorithm has been designed 
to select the embedding locations in non-QRS embedding region. The proposed algorithm is thoroughly examined and 
the distortion is measured in terms of statistical parameters and clinical measures such as PRD, PRDN, PRD1024, PSNR, 
SNR, MSE, MAE, KL-Divergence, WWPRD and WEDD. The robustness of the algorithm is verified using the parameters 
such as key space and key sensitivity. The implementation has been extensively tested on all the 48 records of the standard 
MIT-BIH Arrhythmia database, abnormal databases [CU-VT, BIDMC-CHF and PTB (leads I, II and III)] and self-recorded 
data of 20 subjects. The algorithm yields average PRD, MSE, KL-Divergence, PSNR, WWPRD and WEDD of 4.7 × 10−3, 
1.13 × 10−5, 1.29 × 10−5, 50.28, 0.15 and 0.04 at an average maximum EC of 0.45(96876 bits) on MIT-BIH Arrhythmia 
database and 0.016, 3.38 × 10−5, 1.8 × 10−4, 46.03, 0.13 and 0.03 respectively at an average maximum EC of 0.47 (102571 
bits) on self-recorded data which clearly reveals the competency of the proposed algorithm in comparison with the other 
state of the art ECG steganography approaches.

Keywords  ECG steganography · Chaotic maps · Embedding capacity (EC) · Key sensitivity · Wavelet based weighted 
percentage root mean square difference (WWPRD) · Wavelet energy based diagnostic distortion (WEDD)

Introduction

The advancement in technology has helped the medical 
industry to reduce the barriers of remote healthcare moni-
toring and provides assistance to home bound patients [1, 2]. 
These e-healthcare solutions are more reliable in emergency 
services as patients’ medical information which includes 
biological signals such as electrocardiogram (ECG) or 
electroencephalogram (EEG) can be immediately sent to 

the doctors and appropriate actions can be taken without 
any delay. Along with the signal it is requisite to transmit 
additional information namely the patient’s personal details, 
his/her clinical reports and medical history for the purpose 
of identification and early diagnosis. But transmitting this 
vital information over the insecure channel is risky. As per 
the U.S. Health Insurance Portability and Accountability Act 
(HIPAA) privacy rule and the Affordable Care Act (ACA) 
also, it is mandatory to protect individuals’ confidential 
medical information [3]. Therefore the prime concern in 
e-healthcare systems is to protect patient’s sensitive infor-
mation from unauthorized access. There are different ways 
for hiding this information viz. cryptography, steganogra-
phy, watermarking [4, 5], but steganography is preferred in 
which the secret information is interleaved in the cover sig-
nal without making any distinguishable change in it so that 
any doctor can diagnose the stego-signal but only an author-
ized administrative personnel can extract the hidden secret 
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information [6]. In this paper, ECG signal has been used 
as a cover media and secret information includes patient’s 
personal details (e.g., his age, DOB, sex, identity number, 
phone number, thumb impression), pathological reports 
(e.g., blood pressure, glucose level, body temperature) and 
his medical history (medication, allergies etc). Though steg-
anography causes irreversible degradation in the cover sig-
nal but the main aim in ECG steganography is to retain the 
diagnostic features intact despite of deterioration.

Related work

Although, tremendous research has been done in field of 
steganography, but very few researchers addressed steg-
anography in ECG signals. In [7, 8] medical images such as 
angiogram, positron emission tomography (PET) and X-ray 
images were used to interleave the patient’s details. Ibaida 
et al. [9] suggested data hiding in ECG signal using spatial 
domain where secret bits were embedded in ECG samples 
according to some special range of numbers. The results 
show that for embedding 32 secret bits, the number of pos-
sible locations were 2.1475 × 109 with percentage residual 
difference (PRD) of 0.0247% and EC of 2500 bits in 2500 
ECG samples. Later in 2013, same author proposed ECG 
steganography in transform domain [10] using Haar wavelet 
and the encrypted secret bits were embedded in the subbands 
of wavelet coefficients. The average PRD for Normal, Ven-
tricular Tachycardia and Ventricular Fibrillation ECG seg-
ments of 10 s comes out to be 0.47129, 0.27599 and 0.56718 
respectively with data size of 2.4 kb. The method required 
specific transmitter/receiver pairs to decrypt the secret infor-
mation which resulted in additional hardware complexity. In 
[11], Chen et al. opted three transform domains i.e., discrete 
Fourier transform (DFT), discrete cosine transform (DCT) 
and discrete wavelet transform (DWT) to implement the 
quantized ECG based watermarking technique. Further, a 
group of researchers developed 2D based ECG steganog-
raphy techniques using different transforms [12–14]. Jero 
et al. applied DWT and singular value deposition (SVD) 
approach to decompose and to embed the secret information 
in a selected subband respectively. The method was applied 
on 76,800 ECG samples from Massachusetts Institute of 
Technology-Beth Israel Hospital (MIT-BIH) Arrhythmia 
database with payload of 350 bytes achieved PRD, peak 
signal to noise ratio (PSNR) and Kullback Leibler Diver-
gence (KL-Divergence) of 0.0059, 50.44 and 0.15 respec-
tively at zero bit error rate (BER) [12]. The method has 
very low embedding capacity (EC). Later in 2015 [13], the 
same research group presented discrete curvelet transform 
based ECG steganography using coefficient identification. 
The method achieved PSNR 43.44dB, PRD 0.0132, KL-
Divergence 0.1448 and mean square error (MSE) 2.94 with 
zero BER at payload of 502 bytes when experimented on 

128 trains from normal sinus rhythm (NSR) database. In 
another work [14], they proposed continuous ant colony 
optimization (CACO) based ECG steganography technique 
to identify multiple scaling factors that improves the trade-
off between PSNR and robustness. Yang and Wang [15] pro-
posed two methods of data hiding in ECG signal based on 
coefficient alignment. The Lossy method has average signal 
to noise ratio (SNR) of 56.34 dB and payload of 7.5 kb with 
bundle size equal to 4 whereas the reversible data hiding 
method has average SNR and mean absolute error (MAE) 
of 42.27 dB and 1.84 with payload of 14.7 kb for lead I and 
SNR and MAE of 46.31 dB and 1.49 respectively with pay-
load of 14.5 kb for lead II. The SNR and MAE calculated 
is without taking into account the side information. Pandey 
et al. [16] presented integrated approach using chaotic maps 
and sample value differencing where difference between the 
sample values was used to hide the secret bits and chaotic 
maps were used to determine the embedding locations. The 
method achieved PSNR of 55.49 at PRD and wavelet based 
weighted percentage root mean square difference (WWPRD) 
of 0.26 and 0.10 respectively for ECG signal of 20 min.

The key trait of steganography is trade-off amongst sig-
nal degradation, EC and security. The above discussed tech-
niques are marked with progress either in EC or in lowering 
the signal degradation that also lacks in the security features. 
The proposed method is designed to conciliate among all the 
attributes of steganography. P, QRS, T and U waves are key 
features of an ECG signal [17, 18]. The above mentioned 
approaches exploits the whole ECG (QRS as well as non-
QRS region) to embed the secret information to increase the 
EC but exploiting the QRS region for secret data embedding 
degrade the clinical features and increases distortion. There-
fore, in this work, the pivotal QRS region is completely 
excluded from embedding the secret information and clini-
cally insignificant non-QRS region is explored to embed the 
secret information. The excellence of the algorithm is that 
albeit embedding secret information in the non-QRS region 
its impact is minimum on P and T waves, thus reduces the 
risk of diagnostic error. Further, to strengthen the attributes 
of imperceptibility and security, mathematical tools such as 
chaotic maps are involved. The chaotic maps are the non-
linear functions that produce random signals having features 
of ergodicity, unpredictability and sensitivity to initial con-
ditions and control parameters [19–23] which makes them 
suitable in the design of steganographic algorithms. In this 
paper, a new method of ECG steganography is proposed 
that assures secure embedding of patient’s confidential 
data along with the patient’s physiological signal. The pro-
posed technique works in the spatial domain where random 
embedding locations are identified in non-QRS region by 
thresholding the R-peaks. The threshold values are also 
inserted in the ECG signal as side information along with 
the secret bits to extract the correct embedding locations at 
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the receiver. Despite adding side information in embedded 
ECG, the technique affirms negligible diagnostic distortion. 
The chaotic maps are used to randomly select the locations 
and amplitudes for embedding the secret bits which intensi-
fies the security of the confidential information.

The rest of the paper is organized as follows: “Preliminar-
ies” section discusses the preliminaries that includes the cha-
otic properties of logistic, sine and coupled chaotic maps and 
the ECG database used for analysis of proposed technique. 
“Proposed methodology” section describes the proposed 
methodology of ECG steganography. Experimental results 
and embedding performances are analysed and evaluated in 
“Results” section and finally discussion and conclusion is 
mentioned in “Discussion and conclusion” section.

Preliminaries

Chaotic maps

Chaotic maps can be classified into two categories: one-
dimensional and multi-dimensional. Multi-dimensional 
chaotic maps have complex structures, more hardware/soft-
ware requirements and more computational complexity [19]. 
Hence in this paper, one-dimensional chaotic maps are used 
that have simple structures and are easy to implement. In the 
subsequent section, 1D logistic, sine and combined logistic-
sine (CLS) maps are briefly discussed and their behaviours 
are analysed with the help of bifurcation diagrams (to verify 
their chaotic range) and statistical tests (to check the amount 
of randomness).

Logistic map

The mathematical equation of logistic map is:

(1)
flogistic(x1, ro, l) ∶ xn+1 = roxn

(
1 − xn

)
; n = 1, 2, 3,… l

where ro is the control parameter, x1 is its initial value 
[19–21] and l is the length of the sequence. The bifurcation 
diagram of logistic map given in Fig. 1a can be expressed as

Sine map

The mathematical equation for sine map of length l is [20]

The sine map shows similar behaviour as logistic map 
with chaotic range varies between [3.5, 4] as shown in 
Fig. 1b. Both these seed maps have a drawback of limited 
chaotic range. To overcome this limitation, these maps are 
combined together to generate coupled chaotic sequence [19, 
23] that exhibits excellent chaotic behaviour over the entire 
range of ro within (0, 4].

Combined logistic‑sine (CLS) map

The mathematical expression for CLS map is:

The bifurcation diagram in Fig. 1c illustrates uniform 
chaotic distribution over the entire range of ro.

Beside bifurcation diagrams, the maps are also examined 
using the National Institute of Standards and Testing (NIST) 

0 ≤ ro < 1; insignificant,

1 ≤ ro < 3; non-trivial fixed point,

3 ≤ ro < 3.57; periodic doubling,

3.57 ≤ ro ≥ 4; pure chaotic behaviour.

(2)fsin e(x1, ro, l) ∶ xn+1 = ro sin
(
�xn

4

)

(3)
CLS(x1, ro, l) ∶ xn+1 =

(
roxn

(
1 − xn

)
+
(
4 − ro

)
sin

(
�xn

4

))
mod 1
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Fig. 1   Bifurcation diagram of a logistic map, b sine map, c CLS map
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Statistical Test Suite to quantify the amount of randomness. 
These tests help to determine whether the sequences exhibit 
all those attributes that a random sequence must possess. 
NIST is a well-known statistical package which provides 
quantitative measure of the randomness [24]. It consists 
of 15 tests that are sufficient to test the randomness of the 
binary sequence. These tests are performed on the sequences 
generated with logistic, sine and the CLS map with identical 
initial conditions and control parameters. The results com-
piled in Table 1 reveals that logistic and sine maps failed 
in certain tests and hence behaves non-randomly at some 
regions whereas randomness in sequences generated with 
CLS maps is effusively confirmed. The magnificent results 
displayed by CLS map encouraged us to apply this map in 
our work.

ECG database

Though the ultimate goal is to apply the steganographic 
algorithm on real time ECG signals acquired under clinical 
environment but for the purpose of performance compari-
son it is required to use standard databases. Various stand-
ard databases as well as self-recorded database used in this 
work to evaluate the performance of the proposed algorithm 
includes [25]:

Massachusetts Institute of Technology‑Beth Israel Hospital 
(MIT‑BIH) Arrhythmia database

It contains 48 ECG records, approximately 30 min two-
channel ambulatory ECG recordings, obtained from 47 sub-
jects studied by BIH Arrhythmia Laboratory. ECG signal 
is recorded with 11-bit resolution over 10 mV range with 
sampling frequency of 360 Hz per channel. The performance 
is evaluated on the first channel of all the 48 records of this 
database.

Creighton University Ventricular Tachyarrhythmia (CU‑VT) 
database

CU-VT database includes 35 8-min ECG recordings of 
human subjects who experienced episodes of sustained 
ventricular tachycardia, ventricular flutter and ventricular 
fibrillation. Record cu01 was obtained from a long-term 
ECG (Holter) recording while the other recordings were 
digitized in real time high level (1 V/mV nominal) analog 
signals from patient monitors. The analog ECG signals are 
sampled at 250 samples per second with 12-bit resolution 
over a range of 10 mV. Each record contains 127,232 sam-
ples (slightly less than 8.5 min).

Beth Israel Deaconess Medical Centre (BIDMC) Congestive 
Heart Failure (BIDMC‑CHF) database

BIDMC-CHF database comprises of long term ECG record-
ings of 15 subjects (11 men aged (22–71), and 4 women aged 
54–63) with severe congestive heart failure. Each recording 
is about 20 h in duration and contains two ECG signals, 
digitised at 250 samples per second with 12-bit resolution 
over a range of ± 10 mV.

Physikalisch‑Technische Bundesanstalt (PTB) database

PTB database contains 549 records from 290 subjects (209 
men with mean age 55.5, 81 women with mean age 61.6 and 
the age of 1 woman and 14 male men was not recorded). 
Each record includes 15 simultaneously measured signals (I, 
II, III, avr, avl, avf, v1, v2, v3, v4, v5, v6) with each signal is 
digitized at 1000 samples per second with 16 bit resolution 
over the range of ± 16.384 mV. The ECGs in this collec-
tion were obtained using a non-commercial PTB prototype 
recorder.

Self‑recorded database

The ECG signals were recorded using lead II from the local 
population in the Biomedical Signal Processing laboratory 
at Department of Electronics and Communication Engineer-
ing, Dr B.R. Ambedkar National Institute of Technology, 
Jalandhar using BIOPAC® MP150 under standard condi-
tions in a quiet room, at comfortable light and temperature 
levels. The recorded signals were A/D converted at 500 Hz 
sampling frequency, 12-bit resolution and then stored. The 
informed written consent of 100 different subjects was taken 
prior to the recording.

Proposed methodology

The architecture of proposed ECG steganography is shown 
in Fig. 2. It includes pre-processing of ECG signal, ciphering 
of patient’s personal information, hiding secret bits in ECG 
signal and finally transmitting the stego-ECG signal. The 
major steps involved in performing the ECG steganography 
include.

R‑peak detection

The raw ECG signal acquired is processed to detect R-peaks 
from the cover ECG signal (ECGc). There are enormous 
methods in the literature to perform this operation [26–28], 
however in this work Pan Tompkins algorithm for QRS 
detection has been employed to find location (loc_RR) and 
amplitude (amp_RR) of R-peaks [26]. The proposed method 
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is dependent on the amplitude and locations of R-peaks, 
hence it is important to detect correct R-peaks from the sig-
nal. False R-peak detection results the data embedding in 
QRS segments hence increases the PRD and signal distor-
tion. Selectivity (Se) and positive predictivity (+ P) are the 
measures that evaluates the accuracy of R-peak detection 
and are given as [29]

(4)Se (%) = TP/(TP + FN)

(5)+P (%) = TP/(TP + FP)

 where true positive (TP) is the number of correctly detected 
R-peaks; false negative (FN) is the number of undetected 
R-peaks and false positive (FP) is the number of falsely 
detected R-peaks. Se (%) is the percentage of correctly 
detected heartbeats and +P (%) is the percentage of real true 
heartbeats.
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Fig. 2   Proposed procedure of secret data a embedding and b extraction in ECG signals
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Sorting based quantization of chaotic maps

The random sequence generated using CLS map lies in the 
range of (0, 1). In order to obtain integer values, the cha-
otic sequence is quantized using sorting based approach. 
The samples of the chaotic sequence are sorted in ascend-
ing order and their original positions (i.e. locations before 
sorting) are retained which are used as the random sequence. 
The chaotic sequence C generates the sorted quantized 
sequence CX as:

The procedure to generate quantized chaotic sequence is 
mentioned in Algorithm 1.

Quantize_ch ∶

{
Q = sorted values of C

CX = orignal positions of sorted sequence

Ciphering the confidential information

Though protection of the hidden data is always the prime 
focus of steganography but in this work, additional measures 
have been taken to safeguard patient’s crucial information by 
performing XOR operation between confidential information 
and the chaotically generated values before interleaving it 
into the cover signal. The information acquired from dif-
ferent sources is accumulated in an array I (ASCII) prior 
to ciphering. Algorithm 2 explains the steps to perform the 
ciphering operation.
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Embedding location identification in non‑QRS 
region

The choice of optimal locations to hide the secret bits is an 
important factor that affects the performance of steganogra-
phy and minimizes the chance of brute force attack. In the 
present work a novel method of ECG steganography has 
been proposed to select maximum possible locations that can 
act as effective hosts for hiding the secret bits. The Optimum 
Location Selection (OLS) algorithm has been designed to 
identify ECG sample pairs in non-QRS region having mag-
nitude lies between thresholded amp_RR (th0* amp_RRi and 
th1* amp_RRi) and embedding is done in next three ECG 
locations. The sensitive QRS region is excluded from con-
fidential information embedding. Figure 3 illustrates the 
detailed view of the embedding and non-embedding regions 
in first and second ECG trains of record 100 of MIT-BIH 
Arrhythmia database along with the locations identified by 
OLS algorithm for interleaving the ciphered bits. As per 
the proposed algorithm if locations Li,j (jth sample of ith 
ECG train) and Li,j+1 satisfies the OLS condition, then the 
sites Li,j+2, Li,j+3 and Li,j+4 are suitable for embedding secret 

bits. The process of threshold selection and recognizing 
the embedding sites is explained in Algorithm 3. Figure 4 
illuminates the implementation of Algorithm 3 and dem-
onstrates the process of selection of embedding and non-
embedding locations at calculated threshold values along 
with the regions for embedding the side information for 
10 min long ECG record 100 of MIT-BIH Arrhythmia data-
base. The amplitude of ECG signal is initially normalised 
by dividing it to its maximum value. As shown in Figs. 3 
and 4 the first and second R-peaks are detected at locations 
78 and 371 respectively, therefore the regions 78 ± 30 and 
371 ± 30 i.e. locations 48–108 and 341–401 are not included 
for embedding secret bits. Hence OLS algorithm selects pos-
sible locations to embed confidential information amongst 
the first and second R-peaks lying within locations 109–340 
and the side information is inserted in the non-significant 
locations from 48 to 54 and 102–108 around first R-peak 
and 341–347 and 395–401 around the second R-peak of the 
QRS-region. Confidential data is embedded in chaotically 
selected locations amongst these possible locations as given 
in Algorithm 4.

Fig. 3   The detailed view of the embedding and non-embedding regions in an ECG train of record 100
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Fig. 4   Description of embedding and non-embedding regions for record 100 of MIT-BIH Arrhythmia database
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Embedding process of secret information

In steganography, this stage requires special measures to 
ensure high data security. In the proposed algorithm the 
chaotic maps are engaged, firstly to identify the embed-
ding positions and secondly, to generate chaotic values as a 
substitute of ECG samples at selected embedding locations 

(Embed_loc) according to 0’s and 1’s of the secret bits. 
Since the values of both ECG samples and chaotic maps 
lies between 0 and 1 hence the amplitudes inserted at the 
embedding sites also lies between 0 and 1 only, hence the 
problem of underflow or overflow does not arises in the pro-
posed algorithm. Moreover, with respect to each embedding 
site, three bits are stored in three consecutive ECG samples, 
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the security is boosted by using different chaotic maps for 
each bit. The embedding process is thoroughly discussed in 
Algorithm 4.

along with stego-ECG signal. In the proposed technique, this 
side information is entrenched into the chaotically selected 
ECG beats using least significant bit (LSB) method of data 

Embedding of the side information

Since the threshold values computed by OLS algorithm 
are essential at the receiver to identify the confidential data 
embedding locations, it is indispensable to send these values 

hiding [31] as explained in Algorithm 5. The imbedding 
is done cautiously in the insignificant QRS region in order 
to avoid any overlapping with samples carrying secret bits.
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Extraction process

At the receiver, the embedded bits are extracted following 
the reverse procedure of the transmitter side. To extract the 
correct bits, the receiver should have the same key which 
includes initial parameters of chaotic maps and scaling factor 
z1 and z2. The extraction stage follows the following steps: 

1.	 Determine the locations (loc_RRs) and amplitude 
(amp_RRs) of R-peaks of stego-ECG signal using Pan–
Tompkin algorithm.

2.	 Regenerate chaotic sequences 

3.	 Follow algorithm 5 to retrieve the threshold values from 
the LSBs of the locations lying in the non-significant 
QRS-region of chaotically selected R-peaks using cha-
otic map CX3. 

4.	 Apply OLS algorithm to recover the embedding loca-
tions (Emb_loc). //follow Algorithm 3.

C1 = CLS (xn1,ro1,Ln)

C2 = CLS (xn2,r02,Ln)

C3 = CLS (xn3,r03,Ln)

CX1L = Quantize_ch
(
C2,L

)
CX2L = Quantize_ch

(
C3,L

)
CX3L = Quantize_ch

(
C1,L

)
CX3 = Quantize_ch(C3,N)

Φ = CX3(i)

Th0_left(i) ← loc_RRF − nR

Th1_right(i) ← loc_RRF + nR

5.	 Extract the hidden bits from ECG samples. The decision 
rule to retrieve 0 or 1 is 

6.	 Perform XOR operation between the recovered bits and 
the binary equivalent of the values of chaotic map (CX1) 
to recover the original secret bits.

Results

Imperceptibility and undetectability are the key issues that 
need to be addressed in steganography. The proposed tech-
nique of ECG steganography has been applied on normal and 
abnormal ECG databases to evaluate its performance. Statis-
tical error evaluation parameters such as PRD, Normalised 
PRD (PRDN), PRD1024, MSE, SNR, PSNR, MAE and KL-
Divergence (“Appendix”) distributes the error equally over 
whole ECG signal [32, 33] that misleads the diagnostic inter-
pretation. Hence clinically robust measures; WWPRD and 
wavelet energy based diagnostic distortion (WEDD) (Appen-
dix) are also employed to assess the stego-ECG by monitoring 
the local distortion and estimating the weighted significant 
features [32–35]. Moreover, the amount of bits that can be 
imbedded into the signal and rate at which these bits got cor-
rupted while extracting are also the important measures of 
steganography and are evaluated in terms of EC and BER.

Figure 5 shows the amount of error incurred after insert-
ing 1 kb of secret data in first 2500 samples of normal (100) 

if ECGs

(
Embed_locs

)
== Avg ∕∕ follow Algorithm 4

bit embedded = 1

else

bit embedded = 0
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and abnormal (117 and 119) records of MIT-BIH Arrhyth-
mia database. Visual inspection of original and stego-ECG 
signals confirm the imperceptibility of two signals. The error 
signal clearly indicates that there is no distortion in the QRS 
region while the error is negligible in the non-QRS region. 
This error is too subtle to alter the diagnostic features of an 
ECG signal.

Tables 2 and 3 shows the complete results of statisti-
cal, clinical and embedding performance measures in all 
48 records of MIT-BIH Arrhythmia database and in the 
self-recorded dataset respectively of 10 min duration after 
embedding secret information to the maximum EC of the 
signal. Average PRD, PRD1024, PRDN, MSE, SNR, PSNR, 
MAE, KL-Divergence, WWPRD and WEDD observed are 
0.004, 0.0517, 0.0672, 1.13 × 10−5, 46.88, 50.28, 2.06, 
1.29 × 10−5, 0.15 and 0.04 respectively for MIT-BIH 
Arrhythmia database and 0.016, 0.029, 0.055, 3.38 × 10−5, 
36.51, 46.03, 6.43, 1.8 × 10−4, 0.13 and 0.037 respectively 
for the self-recorded dataset. These results are achieved at 
average EC and amount of bits embedded of 0.45 and 96,876 
& 0.47 and 102,571 respectively for the two datasets which 
reveals that the proposed method based on optimal location 
selection is capable to host plethora of secret information at 
nominal error. The large value of standard deviation in bits 
embedded (Tables 2, 3) shows that the EC is effected by 
the morphological features of ECG signals. Although the 
MIT-BIH Arrhythmia database includes both normal and 
abnormal ECG records but to guarantee balanced results, 
the performance has been evaluated on abnormal; CU-VT, 
BIDMC-CHF and leads I, II and III of PTB database. 
Table 4 displays the average PRD, PRD1024, PRDN, MSE, 
SNR, PSNR, MAE, KL-Divergence, WWPRD and WEDD 
obtained from 30,000 ECG samples of all records in these 
databases. Average PRD, PSNR and bits embedded in first 
30,000 ECG samples of lead 1 of BIDMC-CHF, CU-VT and 
leads I, II and III of PTB databases is measured as 0.015, 
44.72 and 9049; 0.019, 45.29 and 6580; 0.026, 41.65 and 
9465; 0.018, 42.43 and 9930; 0.014, 43.06 and 8882 respec-
tively. These results signifies that the proposed method is 
equally competent on aberrant ECG signals also. The per-
formance of the proposed method depends upon the duration 
and morphological features of the ECG signal. To assess 
the effect of these factors we have evaluated the proposed 
method in terms of (i) effect of embedding on stego-ECG 
and (ii) effect of ECG duration on EC.

Effect of ECG duration on EC

The degradation in the quality of ECG signal due to embed-
ding confidential information and side information is probed. 
For this, the secret information upto the maximum EC of an 
ECG signal is evaluated for 8 different durations varying 
from 1 min to 30 min on all 48 ECG records of MIT-BIH 
Arrhythmia database as illustrated graphically using box-
plots in Fig. 6.

Although the average number of bits embedded in ECG 
signal proportionally increases with ECG duration but the 
average EC is found to be nearly same. Moreover, other 
evaluation parameters are also least effected with variation 
in signal duration. The versatility of the proposed technique 
lies in the fact that duration of ECG signal can be selected 
in accordance with the amount of secret information with-
out affecting its performance. The outliers in the box plot 
shows the dependence of EC and other parameters on the 
morphology of ECG signal hence justifies the large values 
of the standard deviation. Table 5 demonstrates the variation 
in the distortion parameters by varying the cover ECG signal 
duration from 1 to 30 min when averaged over all 48 records 
from MIT-BIH Arrhythmia database.

Effect of EC on stego‑ECG

The amount of distortion in the stego-ECG is measured by 
varying the secret data size embedded in all 48 records of 
MIT-BIH Arrhythmia database of 10 min duration. The 
average PRD, PSNR, KL-Divergence, WWPRD and WEDD 
in case of (i) low EC (1 kb) is 0.00015, 72.96, 8.66 × 10−9, 
0.00049 and 0.00012 (ii) medium EC (20 kb) is 0.0010, 
56.61, 1.15 × 10−7, 0.0091 and 0.0021 (iii) high EC (50 kb) 
is 0.0019, 52.80, 5.93 × 10−6, 0.017 and 0.0084 respectively.

Effect of LSB based side information embedding

Embedding side information in the ECG signal can reduce 
the quality of the stego-signal, but in the proposed method, 
the threshold values are inserted in the insignificant regions 
such that its impact is unnoticeable in the stego-ECG. It is 
demonstrated in Fig. 7 that interleaving threshold values in 
the stego-ECG signal is trivial and causes nominal degrada-
tion in overall signal quality.

Effect of scaling factor (z1 and z2)

Scaling factors z1 and z2 are significant in regulating the 
variation in amplitudes of the two signals. The method to 
embed secret bits (Algorithm 4) includes two variables R1 
and R2 that defines the range of chaotic values required to 
choose a magnitude for substituting secret bit and the vari-
ables R1 and R2 are dependent on z1 and z2. The values of 

Fig. 5   First 2500 samples of original, stego and error signals of ECG 
records: a 100, b 117 and c 119 of MIT-BIH Arrhythmia database 
after inserting 1 kb of secret bits

◂



126	 Australasian Physical & Engineering Sciences in Medicine (2019) 42:111–135

1 3

Table 2   Performance evaluation metrics of the proposed method for 48 records from MIT-BIH Arrhythmia database of 10 min duration

Record PRD PRD
1024

PRDN MSE SNR PSNR MAE KL-Divergence WWPRD WEDD BER Bits embed EC

100 0.0028 0.0366 0.0690 4.29 × 10−6 51.1634 53.6768 1.4151 3.63 × 10−6 0.1448 0.053 0 101,055 0.4678
101 0.0044 0.0515 0.0690 7.95 × 10−6 47.1554 50.9962 1.9687 9.46 × 10−6 0.1599 0.0438 0 104,646 0.4845
102 0.0037 0.0561 0.0898 7.59 × 10−6 48.6974 51.2003 1.6694 6.71 × 10−6 0.1522 0.0552 0 101,361 0.4693
103 0.0037 0.0461 0.0567 6.31 × 10−6 48.6061 51.9998 1.9100 6.67 × 10−6 0.1282 0.0401 0 103,032 0.477
104 0.0106 0.1419 0.1486 5.32 × 10−6 39.5259 42.7402 3.3853 5.6 × 10−5 0.2474 0.0628 0 95,724 0.4432
105 0.0044 0.0564 0.0671 9.32 × 10−6 47.1001 50.3040 2.0698 9.58 × 10−6 0.1795 0.0428 0 98,322 0.4552
106 0.0054 0.0685 0.0701 1.24 × 10−5 45.4247 49.0623 2.6793 1.39 × 10−5 0.1547 0.052 0 103,464 0.479
107 0.0075 0.0430 0.0398 2.19 × 10−5 42.5165 46.5869 2.7985 2.82 × 10−5 0.1002 0.0304 0 75,932 0.3515
108 0.0035 0.0546 0.0713 6.84 × 10−6 49.1898 51.6524 1.3253 5.97 × 10−6 0.1766 0.0427 0 82,284 0.3809
109 0.0043 0.0434 0.0457 9.5 × 10−6 47.2387 50.2229 2.1275 9.19 × 10−6 0.1383 0.0333 0 97,008 0.4491
111 0.0037 0.0609 0.0663 7.85 × 10−6 48.7020 51.0521 1.8277 6.59 × 10−6 0.1881 0.0426 0 90,522 0.4191
112 0.0039 0.0191 0.0724 7.87 × 10−6 48.2907 51.0407 1.6403 7.19 × 10−6 0.1647 0.0444 0 99,191 0.4592
113 0.0059 0.0629 0.0513 1.47 × 10−5 44.5612 48.3138 2.6852 1.66 × 10−5 0.122 0.0456 0 102,501 0.4745
114 0.0058 0.1318 0.1957 2.13 × 10−5 44.6826 46.7131 1.2863 1.78 × 10−5 0.2936 0.0905 0 84,729 0.3923
115 0.003 0.0230 0.0398 3.64 × 10−6 50.4231 54.3858 1.5186 4.47 × 10−6 0.0767 0.0267 0 105,627 0.4890
116 0.007 0.0259 0.0462 1.38 × 10−5 43.0844 48.6016 2.9295 2.5 × 10−5 0.0897 0.0326 0 109,174 0.5054
117 0.0037 0.0182 0.0677 8.79 × 10−6 48.5942 50.5593 1.6387 6.82 × 10−6 0.1677 0.0381 0 96,117 0.4450
118 0.0073 0.0325 0.0679 1.74 × 10−5 42.7222 47.6070 3.0515 2.65 × 10−5 0.1582 0.039 0 100,413 0.465
119 0.006 0.0255 0.0464 1.17 × 10−5 44.4666 49.3257 2.4563 1.83 × 10−5 0.1203 0.0315 0 109,464 0.5068
121 0.003 0.0153 0.0479 4.33 × 10−6 50.3279 53.6351 1.4424 4.56 × 10−6 0.1581 0.0182 0 106,323 0.4922
122 0.0047 0.0218 0.0517 1 × 10−5 46.5599 49.9992 2.1105 1.11 × 10−5 0.1438 0.0328 0 98,265 0.4549
123 0.0046 0.0233 0.0679 7.68 × 10−6 46.7512 51.1485 2.1385 1.04 × 10−5 0.1496 0.0453 0 110,460 0.5114
124 0.0036 0.0161 0.0306 4.19 × 10−6 48.7813 53.7732 1.6041 6.83 × 10−6 0.084 0.0151 0 105,285 0.4874
200 0.0067 0.0755 0.1015 1.99 × 10−5 43.5097 47.0025 2.3073 2.28 × 10−5 0.2005 0.0457 0 88,191 0.4083
201 0.0025 0.0492 0.0623 3.94 × 10−6 52.0533 54.0460 1.2669 2.96 × 10−6 0.1606 0.0425 0 97,575 0.4517
202 0.0036 0.0406 0.0694 6.83 × 10−6 48.7870 51.6556 1.9778 6.44 × 10−6 0.2004 0.047 0 107,226 0.4964
203 0.0068 0.0593 0.0549 1.48 × 10−5 43.3974 48.3112 2.4860 2.36 × 10−5 0.1059 0.0304 0 79,782 0.3694
205 0.0027 0.0346 0.0690 4.44 × 10−6 51.3406 53.5288 1.2766 3.6 × 10−6 0.1305 0.0436 0 93,846 0.4345
207 0.0042 0.0463 0.0415 8.1 × 10−6 47.4551 50.9155 0.7409 1.01 × 10−5 0.143 0.021 0 52,750 0.2442
208 0.005 0.0511 0.0492 1.14 × 10−5 45.9378 49.4372 2.4192 1.3 × 10−5 0.1356 0.0352 0 91,563 0.4239
209 0.0048 0.0779 0.0869 1.2 × 10−5 46.3391 49.2097 2.2235 1.15 × 10−5 0.1705 0.0668 0 104,462 0.4822
210 0.0044 0.0734 0.0768 1.13 × 10−5 47.0637 49.4676 1.7163 9.86 × 10−6 0.1913 0.0466 0 91,230 0.4224
212 0.0081 0.1105 0.1130 3.13 × 10−5 41.8337 45.0468 3.8671 3.27 × 10−5 0.23 0.0577 0 94,287 0.4365
213 0.0082 0.0569 0.0588 2.41 × 10−5 41.7147 46.1767 3.7849 3.40 × 10−5 0.1304 0.0418 0 98,079 0.4541
214 0.005 0.0516 0.0489 1.03 × 10−5 46.0396 49.8921 2.2863 1.28 × 10−5 0.1416 0.0323 0 98,295 0.4551
215 0.0064 0.1012 0.1087 1.79 × 10−5 43.8707 47.4739 2.8737 2.05 × 10−5 0.211 0.0505 0 89,010 0.4121
217 0.0058 0.0464 0.0401 1.49 × 10−5 44.7242 48.2804 2.4830 1.66 × 10−5 0.1002 0.0329 0 88,058 0.4077
219 0.0046 0.0268 0.0426 8.1 × 10−6 46.7839 50.9169 1.9831 1.09 × 10−5 0.0605 0.0301 0 100,449 0.4650
220 0.0035 0.0247 0.0510 5.07 × 10−6 49.2102 52.9516 1.6942 5.72 × 10−6 0.083 0.0363 0 107,530 0.4978
221 0.0036 0.0517 0.0513 6.49 × 10−6 48.8304 51.8745 1.8482 6.53 × 10−6 0.1479 0.0365 0 98,193 0.4546
222 0.003 0.0689 0.0928 5.86 × 10−6 50.3696 52.3225 1.4350 4.46 × 10−6 0.1762 0.0686 0 91,620 0.4242
223 0.0034 0.0249 0.0425 4.9 × 10−6 49.3629 53.0952 1.5624 5.76 × 10−6 0.1032 0.0265 0 95,985 0.4444
228 0.0049 0.0607 0.0615 9.27 × 10−6 46.2698 50.1215 2.0920 1.21 × 10−5 0.2018 0.0297 0 102,436 0.4742
230 0.0037 0.0473 0.0533 6.03 × 10−6 48.7308 52.1933 1.8346 6.7 × 10−6 0.1167 0.0359 0 102,033 0.4724
231 0.0035 0.0531 0.0641 5.74 × 10−6 49.1898 52.4102 1.8928 5.72 × 10−6 0.1317 0.0442 0 110,289 0.5106
232 0.0034 0.0793 0.1047 7.74 × 10−6 49.3413 51.1120 1.4943 5.67 × 10−6 0.2202 0.0452 0 92,231 0.4270
233 0.0063 0.0552 0.0541 1.69 × 10−6 43.9897 47.7287 2.4735 2.02 × 10−5 0.141 0.0371 0 94,651 0.4382
234 0.0032 0.0420 0.0466 4 × 10−6 49.8732 53.9775 1.6213 4.92 × 10−6 0.1102 0.0283 0 99,360 0.46
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scaling factors are kept near to but less than 1 with z2 greater 
than z1. The right choice of z1 and z2 results in less deviation 
in amplitude at the embedding location in the stego signal. 
This is demonstrated in Fig. 8 for three sets of scaling factors 

which proves that the larger the difference between z1 and z2, 
the more is the deviation between original and stego-ECG 
signal at embedding locations.

Table 2   (continued)

Record PRD PRD
1024

PRDN MSE SNR PSNR MAE KL-Divergence WWPRD WEDD BER Bits embed EC

Average 0.0048 0.052 0.0672 1.13 × 10−5 46.8872 50.2864 2.0692 1.29 × 10−5 0.1509 0.0411 0 96,876 0.4485
SD 0.0017 0.0271 0.0290 8.44 × 10−6 2.82 2.52 0.6426 9.98 × 10−6 0.0459 0.0134 0 10,031 0.05

SD standard deviation

Table 3   Performance evaluation metrics of the proposed method for 20 records of self-recorded data of 10 min duration

Record PRD PRD
1024

PRDN MSE SNR PSNR MAE KL-Divergence WWPRD WEDD BER Bits embed EC

1 0.0146 0.0189 0.0566 2.48 × 10−5 36.7 46.05 8.84 1.2 × 10−4 0.1612 0.0414 0 91,854 0.42
2 0.0186 0.0115 0.0302 1.48 × 10−5 34.61 48.31 4.34 3.15 × 10−4 0.0418 0.0215 0 105,108 0.49
3 0.0208 0.0182 0.0616 4.3 × 10−5 33.63 43.66 4.79 2.53 × 10−4 0.1588 0.0470 0 105,840 0.49
4 0.0271 0.0347 0.0489 3.54 × 10−5 31.32 44.51 8.1 5.54 × 10−4 0.0540 0.0367 0 93,414 0.43
5 0.0097 0.0171 0.0256 8.29 × 10−6 40.26 50.81 3.78 5.69 × 10−5 0.0630 0.0180 0 106,779 0.49
6 0.0114 0.0165 0.0373 1.44 × 10−5 38.84 48.42 3.58 7.29 × 10−5 0.0976 0.0271 0 106,155 0.49
7 0.0204 0.0325 0.0898 7.67 × 10−5 33.77 41.15 7.89 2.25 × 10−4 0.1978 0.0474 0 105,984 0.49
8 0.0194 0.0268 0.0600 3.8 × 10−5 34.23 44.2 6.45 2.09 × 10−4 0.1360 0.0385 0 102,945 0.48
9 0.0238 0.1019 0.139 1.49 × 10−4 32.47 38.26 16.81 3.04 × 10−4 0.3351 0.0663 0 95,394 0.44
10 0.0116 0.0278 0.0296 9.33 × 10−6 38.67 50.3 6.85 7.54 × 10−5 0.0623 0.0205 0 110,799 0.51
11 0.0115 0.0277 0.0296 9.15 × 10−6 38.02 50.4 6.65 7.51 × 10−5 0.0623 0.0203 0 110,543 0.51
12 0.0146 0.0421 0.0469 2.47 × 10−5 36.71 46.07 7.75 1.14 × 10−4 0.1095 0.0344 0 101,751 0.47
13 0.0085 0.0402 0.0620 2.03 × 10−5 41.34 46.93 4.9 3.87 × 10−5 0.1607 0.0472 0 105,897 0.49
14 0.0073 0.0369 0.0562 1.42 × 10−5 42.65 48.47 4.22 2.66 × 10−5 0.1284 0.0413 0 111,582 0.52
15 0.0057 0.0105 0.0544 7.81 × 10−6 44.85 51.07 5.96 1.67 × 10−5 0.1390 0.0367 0 102,864 0.48
16 0.0163 0.0175 0.0514 2.41 × 10−5 35.72 46.19 4.06 1.45 × 10−4 0.1176 0.0381 0 101,352 0.47
17 0.0208 0.0182 0.0616 4.3 × 10−5 33.63 43.66 4.79 2.53 × 10−4 0.1588 0.0470 0 105,840 0.49
18 0.0236 0.0318 0.0608 5 × 10−5 32.52 43.01 7.75 3.31 × 10−4 0.1616 0.0443 0 100,851 0.47
19 0.0162 0.0345 0.0535 3.1 × 10−5 35.79 45.09 6.38 1.4 × 10−4 0.1469 0.0372 0 102,852 0.48
20 0.0202 0.0227 0.0472 3.83 × 10−5 33.89 44.17 4.47 3.02 × 10−4 0.1167 0.0331 0 83,361 0.39
Average 0.0161 0.0295 0.0552 3.38 × 10−5 36.51 46.03 6.43 1.8 × 10−4 0.1305 0.0372 0 102,571 0.47
SD 0.0057 0.0185 0.0236 3.06 × 10−5 3.51 3.21 2.79 1.29 × 10−4 0.063 0.0124 0 6627 0.031

Table 4   Average of performance evaluation metrics of all records of first 30,000 ECG samples of CU-VT, BIDMC-CHF and leads I, II and III of 
PTB database

Database PRD PRD 1024 PRDN MSE SNR PSNR MAE KL-Divergence WWPRD WEDD BER Bits EC

BIDMC-CHF 0.015 0.017 0.090 7.1 × 10−5 38.44 44.72 2.615 1.8 × 10−4 0.194 0.059 0 9049 0.30
CU-VT 0.019 0.058 0.083 1.07 × 10−4 37.58 45.29 6.21 8.7 × 10−5 0.152 0.054 0 6580 0.23
PTB-I 0.026 0.045 0.077 8.7 × 10−5 33.04 41.65 9.10 3.4 × 10−4 0.230 0.038 0 9465 0.31
PTB-II 0.018 0.042 0.061 7.2 × 10−5 35.64 42.43 8.69 9.3 × 10−5 0.182 0.028 0 9930 0.37
PTB-III 0.014 0.028 0.055 5.6 × 10−5 38.01 43.06 6.31 4.2 × 10−4 0.169 0.025 0 8882 0.29
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Fig. 6   Box-plot representation of average: a EC, b bits embedded, c PRD, d MSE, e PSNR, f KL-Divergence, g WWPRD, h WEDD versus 
duration of ECG signal for all 48 ECG records of MIT-BIH Arrhythmia database for different durations
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Security analysis

The security of the patient’s personal information is the key 
feature of steganography and the security performance of 
the proposed method is analysed on the basis of key space 
and key sensitivity.

Key space analysis

Key space is defined as the length of the key used for steg-
anography and for a good stego-system it should be wider 

atleast more than 2128 [23]. In the proposed algorithm, CLS 
map is used to generate three chaotic sequences with differ-
ent initial conditions and control parameters. Thus the key 
generated composed of (i) initial parameters of these chaotic 
maps (ii) scaling factor (z1 and z2). If the initial parameters 
of chaotic maps are set to the precision of 14 decimals and 
z1 and z2 are set to 3 decimals then according to IEEE 754 
standard [36], the keyspace of the proposed algorithm is 
264×6+64+32×2 ≈ 2484 bits which is sufficiently large to resist 
the brute attack force. The structure of the key is given in 
Fig. 9.

Table 5   Average variation in distortion and EC measuring metrics by varying ECG signal durations for all 48 ECG records of MIT-BIH 
Arrhythmia database

Metrics Duration (min)

1 2 5 10 15 20 25 30

EC 0.4166 0.4368 0.4441 0.4485 0.4455 0.4487 0.4450 0.4404
Bits embedded 9066 18,871 47,971 96,876 144,302 193,842 240,351 285,420
PRD 0.0039 0.0045 0.0046 0. 0047 0. 0044 0.00489 0.00482 0.00473
PSNR 52.035 50.62 50.39 50.28 50.30 50.2 50.189 49.80
MSE 1.06 × 10−5 1.12 × 10−5 1.12 × 10−5 1.13 × 10−5 1.03 × 10−5 1.34 × 10−5 1.39 × 10−5 1.18 × 10−5

KL-Divergence 1.10 × 10−5 1.15 × 10−5 1.22 × 10−5 1.29 × 10−5 1.39 × 10−5 1.4 × 10−5 1.42 × 10−5 1.46 × 10−5

WWPRD 0.13084 0.1450 0.1454 0.1508 0.1576 0.1563 0.1579 0.15633
WEDD 0.0392 0.0424 0.0428 0.04102 0.0419 0.04396 0.04403 0.0448

Fig. 7   Variation in amplitude of 
ECG signal after inserting side 
information in QRS region
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Key sensitivity analysis

Key sensitivity defines the amount of change that occur in 
the extracted secret information with a small change in the 
key. It is an important security measure to estimate the sen-
sitivity of the key which in turn measures the strength of the 
developed algorithm. Since chaotic maps are very sensitive 
to initial conditions and control parameters, a minute change 
at 14th precision level can modify the chaotic sequence com-
pletely resulting in retrieval of incorrect information. The 
findings are well illustrated with the help of an example in 
Fig. 10 where 1 kb of secret information is embedded in 
2500 samples of record 100 of MIT-BIH Arrhythmia data-
base. The correct key extracts the secret information with 
zero BER whereas the incorrect key surges the erroneous 
information with BER of 0.4998. It is exhibited from the 
findings that the impact of using incorrect key is significant 
on the secret information, however it does not influence the 
quality of stego-signal.

The key structure consists of {x01, r01, x02, r02, x03, r03, 
Ln, z1, z2}

Key K = {0.897655762990, 3.9953461356011, 
0.933453564978, 3.886954532619, 0.994357334262, 
3.973256778521, 500000, 0.998, 0.999}

The confidential information consists of name, patient 
ID, age, sex, phone no, blood pressure, body temperature, 
glucose level is stored as

Confidential Information ∶ ‘Neetika Soni, 123456789,

37, F, 9876543210, 130/80, 99.1F, 100 mg/dL’

Comparison of the proposed method with existing 
steganography techniques

Table 6 shows the comparison of the proposed method of 
ECG steganography with the recently published approaches 
over various metrics to measure the quality of the stego-
ECG. The proposed method outperforms the existing tech-
niques in terms of EC at low values of PRD, KL-Diver-
gence, MSE, RMSE and rRMSE. As compared to 2800 bits 
embedded at 0.59% PRD using DWT and SVD approach 
suggested by Jero et al. [12], the proposed technique embeds 
32,032 bits at 0.4% PRD on 76,800 ECG samples of 48 
records of MIT-BIH Arrhythmia database. Average EC 
achieved in [11] on first 4096 samples of 10 ECG records 
of same database was only 0.078 at average RMSE and 
rRMSE = 18.83 and 0.151 respectively. Whereas the aver-
age EC achieved by the proposed method is 3.67 at aver-
age RMSE and rRMSE of 4.22 and 4.3 × 10−3 respectively. 
The number of bits embedded, KL-Divergence and MSE 
obtained with the proposed approach are 5790, 1.02 × 10−4 
and 4.86 × 10−5 respectively as compared to 4016, 0.1448 
and 2.94 respectively obtained by Jero et al. [13] on MIT-
BIH NSR database. Furthermore, inspite of embedding the 
side information, the SNR = 47.62 achieved by the proposed 
algorithm is higher than SNR = 42.27 achieved by coeffi-
cient alignment approach [15] on 30, 000 ECG samples 
of MIT-BIH Arrhythmia database. The proposed method 
achieve EC = 0.45 at low PRD = 4.8 × 10−3 as compared to 
EC = 0.4 at PRD = 0.26 as achieved by Pandey et al. [16]. 
Hence it is evident from the performance obtained that the 
proposed method transcends over the other state of the art 

(a) (c)(b)

ECGc ECGs

Fig. 8   Variation in amplitude of stego-ECG with respect to cover-ECG at embedding location for different values of z1 and z2: a 0.9 and 0.99, b 
0.95 and 0.99, c 0.998 and 0.999

Fig. 9   Structure of the key 
space
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steganography techniques in terms of higher EC and low 
PRD, MSE, rRMS, KL-Divergence etc. thus confirming the 
efficacy of the proposed method.

Discussion and conclusion

A chaotic map based technique of ECG steganography to 
embed patient’s confidential information in spatial domain 
is proposed by exploring the non-QRS region of ECG signal. 
OLS algorithm has been formulated to select the random 
embedding location pairs using chaotic maps by R-peak 
magnitude based adaptive thresholding of ECG trains. This 
formulated approach outperformed other ECG stegano-
graphic techniques by achieving high EC, PSNR and lower 
PRD, MSE and KL-Divergence. Moreover clinically robust 

measures; WWPRD and WEDD have also been evaluated 
to examine the performance of proposed method. Typically 
for 10 min duration of ECG signal of MIT-BIH Arrhyth-
mia database, average PRD, MSE, PSNR, KL-Diver-
gence, WWPRD and WEDD are 4.7 × 10−3, 1.13 × 10−5, 
50.28, 1.29 × 10−5, 0.15 and 0.04 respectively have been 
achieved with average maximum payload of 96,876 bits 
and for 30 min ECG durations the results are 4.73 × 10−3, 
1.18 × 10−5, 49.80, 1.46 × 10−5, 0.156 and 0.0448 at average 
maximum payload of 285,420 bits. Performance of the pro-
posed method has also been evaluated at varying ECG signal 
durations. Besides standard database, self-recorded data of 
20 subjects has also been employed to verify the versatility 
of the proposed approach. An average PRD, MSE, PSNR, 
MAE, KL-Divergence, WWPRD and WEDD for ECG dura-
tion of 10 min observed are 0.016, 3.38 × 10−5, 46.03, 6.42, 

Fig. 10   a Secret information 
extracted with correct key 
(K1), b original ECG, c ECG 
recovered with correct key, d 
ECG recovered with incorrect 
key (K2), e secret information 
extracted with incorrect key

(a)

(b)

(c)

(d)

(e)
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1.8 × 10−4, 0.13 and 0.037 respectively have been achieved 
with average payload of 102,571 bits. To ensure its imple-
mentation in case of irregular ECGs, the algorithm is also 
tested on database with abnormal ECG records such as 
CU-VT, BIDMC-CHF and PTB (leads I, II and III). Three 

coupled chaotic maps used in the proposed approach induce 
sufficiently large key space. Furthermore, key sensitivity 
analysis has also been performed to evaluate the hiding capa-
bility and sensitiveness to the key parameters. The novelty 
of the proposed approach lies in its capability to protect 

Table 6   Comparison of the proposed method with the existing techniques

Technique used Database used Parameters studied Existing/proposed method

DWT and SVD Jero et al. [12] MIT-BIH Arrhythmia 76,800 ECG samples (on 48 records) Payload (bytes) 350/4004
PSNR 50.44/50.42
PRD% 0.59/0.4
KL-Divergence 0.15/1.22 × 10−5

Record no. Bits embedded (bits) 
existing/proposed 
method

RMSE exist-
ing/proposed 
method

rRMSE existing/
proposed method

Amplitude similarity 
existing/proposed 
method

Transform domain 
quantization Chen 
et al. [11]

MIT-BIH Arrhythmia 
4096 ECG samples 
of 10 records 
(100–109)

100 32/1782 14.907/2.3672 0.054/2.4 × 10−3 100/99.94
101 32/1878 18.197/3.3835 0.132/3.5 × 10−3 100/99.93
102 32/1809 14.583/3.404 0.080/3.5 × 10−3 99.92/99.9394
103 32/1767 22.847/3.5063 0.53/3.5 × 10−3 99.96/99.948
104 32/1521 21.987/6.2986 0.45/6.2 × 10−3 99.8/99.93
105 32/1665 21.130/3.6854 0.076/3.7 × 10−3 99.93/99.936
106 32/1749 15.671/6.4604 0.024/6.4 × 10−3 99.96/99.942
107 32/1125 17.488/7.1109 0.087/7.2 × 10−3 99.96/99.94
108 32/35 16.678/1.2015 0.01/1.3 × 10−3 99.94/100
109 32/1689 24.879/4.9024 0.067/5.2 × 10−3 99.94/99.96

Parameters studied Existing/proposed method

Curvelet transform Jero et al. [13] MIT-BIH NSR PSNR 43.44/45.75
PRD 0.0132/0.013
Payload (bits) 4016/5790
KL-Divergence 0.1448/1.02 × 10−4

MSE 2.94/4.86 × 10−5

Parameters studied Existing/proposed method

DWT with SVD and CACO Jero et al. [14] MIT-BIH NSR (on all 18 records) PSNR 34.46/43.4
PRD 0.06/0.02
Payload (kb) 3.07/4.4
KL-Divergence 2.04/5.93 × 10−4

Parameters studied Existing (without side informa-
tion)

Proposed method (with side 
information)

Coefficient alignment Yang 
and Wang [15]

MIT-BIH Arrhythmia 
30,000 ECG samples 
(on 48 records)

EC 0.48/0.44
SNR 42.27/47.6207
MAE 1.84/1.89

Parameters studied Pandey et al./Proposed method

CMSaVD Pandey et al. [16] MIT-BIH Arrhythmia 20 min ECG 
samples (on all the 48 records)

PRD 0.26/4.8 × 10−3

KL-Divergence 3.34 × 10−6/1.4 × 10−5

EC 0.4/0.45
PSNR 55.49/50.2
WWPRD 0.10/0. 15
WEDD 0.02/0.04
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the morphological features of ECG signal despite high EC. 
Hence the proposed method is recommended as a highly 
effective and reliable approach for ECG steganography.
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Appendix

Performance evaluation metrics

Statistical parameters

•	 PRD is the measure of acceptable fidelity and degree of 
distortion and it is given as [10, 37]: 

where xc(n) is the nth sample of original ECG signal; 
xs(n) the nth sample of stego-ECG.

•	 PRD1024 is similar to PRD, but in this base value of 
1024 is removed which was added in MIT-BIH Arrhyth-
mia database [37]. 

•	 The normalised PRD (PRDN) does not depend upon the 
mean of signal value [37]. 

•	 PSNR represents the measure of peak error and expressed 
in terms of logarithmic decibels (dB) [12] 
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•	 SNR is a measure of degree of noise energy introduced 
in decibel (dB) scale [15]. 

•	 MSE measures the difference between the original and 
stego-ECG signal as [35] 

•	 MAE is defined as [15] 

•	 KL-Divergence measures the distance between the histo-
grams of the cover and stego signals. It can be expressed 
as [13] 

 where D is the KL-Divergence, pc is the probability of 
the cover signal and ps is the probability of the stego-
ECG signal.

Clinical measures

•	 WWPRD is method of finding error based on the weight-
ing criteria where the subbands of the transformed ECG 
signal are multiplied with the computed weights [10, 35]. 
It is given as 

wj are the weights computed from ECG signal, j = 0 rep-
resents the approximate subband, j = 1 to L represents the 

PSNR = 20 log10
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detail subband, nj is the number of wavelet coefficient in 
the jth subband, aj is an original coefficient within jth 
subband.

•	 WEDD [35, 37] calculates the energy of the wavelet coef-
ficients is utilized to compute the dynamic weight of each 
subband. It is given as 

•	 EC is defined as the hiding capacity of the signal and 
expressed as the ratio between the total number of hidden 
secret bits and the total number of samples in the ECG 
signal.

•	 BER gives the measure of percentage of data loss [12] 
and can be written as. 
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