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A B S T R A C T

Over the past decade, the potential impact of cognitive bias in forensic science has instigated much discussion
and debate between academics, scientists and those in the justice sector. Evidence of bias influencing subjective
decision-making across a range of forensic disciplines has been described in the literature. Forensic service
organisations are being urged to address cognitive bias in subjective decision-making by designing processes or
procedures to limit access to (irrelevant) contextual information or reduce dependence on cognitive functions.
Although some laboratories have implemented bias mitigating strategies, with varying impact on operational
efficiency, there has been no systematic assessment of the risk posed by cognitive bias. Forensic Science SA
assessed the potential impact of bias on forensic interpretations across multiple disciplines, using a risk man-
agement framework. This process proved useful in assessing the effectiveness of existing bias mitigating stra-
tegies and identified the latent level of risk posed. While all forensic organisations should seek to implement bias
limiting measures that are simple, cost-effective and do not adversely impact efficiency, using a risk-based
approach has contextualised the limited benefit of introducing resource hungry measures, as postulated in the
literature. That is not to suggest that forensic organisations should dismiss the potential influence of cognitive
bias but they need to strike an appropriate balance between risk and return, as they do with any business risk.

1. Introduction

Compared to other witnesses in legal proceedings, expert witnesses
occupy a privileged position insofar as they are able to present opinion
evidence to the court. Courts may blindly accept a forensic scientist's
expert testimony as trustworthy and accurate [1], no doubt in-part, due
to the difficulties non-scientists have in fully comprehending highly
technical evidence, exacerbated by the often referred “CSI effect”. It is
therefore crucial that evidence presented by a forensic scientist is valid,
accurate and as free as reasonably possible from bias.

Cognitive bias is a widely accepted phenomenon amongst the
broader scientific community but, pre-2009, relatively few publications
described cognitive bias in forensic science e.g. [2–10]. Forensic sci-
entists largely chose to ignore this literature, some believing, as im-
partial witnesses, they were not susceptible to cognitive bias influen-
cing their subjective decision-making [11–14]. It took the mounting
evidence of wrongful convictions and high-profile blunders in forensic
science in the US [15,16], and the 2009 National Academy of Science
(NAS) report [17], to spark a flurry of research demonstrating forensic
scientists were not immune to influencing bias across a range of dis-
ciplines [18–28]. With this mounting evidence, authors and forensic

science bodies globally, began recommending approaches to mitigate
the impact of cognitive bias in forensic science [14,18,19,29–39].

If the legal fraternity were not already aware of the NAS report and
evidence in the literature, legal academic Gary Edmond and colleagues'
2014 Australia Bar Review paper, How to cross-examine forensic scien-
tists: A guide for lawyers [40] focussed their attention on the importance
of questioning forensic scientists about the influence of cognitive bias
and contextual effects on their interpetations. Edmond et al. [41] then
delved further into this topic with the stated aim of educating and
stimulating awareness of the effect of human cognition and bias in
forensic science. More recently, the 2016 US President's Council of
Advisors on Science and Technology (PCAST) report encouraged courts
to “assess the measures taken to mitigate bias during casework” [42],
pg 101. If forensic scientists choose to ignore the potential influence of
cognitive bias on subjective decision-making, they risk having their
evidence deemed inadmissible in court or, of greater concern, adversely
affecting a justice outcome.

Many of the bias mitigation strategies proposed in the literature
reduce or eliminate exposure of forensic scientists to potentially biasing
information or practices, however, as has been found during some re-
cently published trials [43,44], in practice these approaches can be
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resource intensive. Forensic science organisations have many com-
peting stakeholder expectations, including high quality scientific ana-
lysis and interpretation to meet the standard of proof, timely reporting,
cost-effective operations and accountable and transparent practices.
Tension forms when existing resources make it difficult to adequately
accommodate all of these priorities, creating risks for forensic science
organisations. It is therefore imperative that organisations utilise a risk
management system to understand their appetite for risks, such as those
posed by cognitive bias [45].

Risk management involves a systematic process of risk identifica-
tion, control and treatment. A clearly defined risk can have its con-
sequence and likelihood assessed, in light of existing mitigation stra-
tegies. This process establishes the latent level of risk and, if this
exceeds organisational risk appetite, treatments are proposed to miti-
gate the risk to a tolerable level. Organisations then contemplate the
investment necessary to treat the risk, in light of stakeholder expecta-
tions. This process of assessing the risk-return relationship determines
whether organisations proceed with risk treatment or choose to accept
the risk.

We describe below a risk-based approach to the potential influence
of cognitive bias on subjective decision-making at Forensic Science SA
(FSSA). The purpose of this paper is not to provide an exhaustive list of
risks identified across FSSA, although by discussing some of the more
globally-recognisable risks, we demonstrate our endeavours to address
the potential impact of cognitive bias on our expert interpretations. The
utility of applying a risk management framework to practically address
potential risk posed by cognitive bias in forensic science is presented
and we hope that it provides the basis for other forensic organisations to
contextualise risk-return relationship of cognitive bias mitigation stra-
tegies.

1.1. Relevant background information about Forensic Science SA

The following narrative describes relevant historical and opera-
tional influences for our discussion about cognitive bias at FSSA. While
brief, we hope it provides the reader with insight into the environment
in which FSSA operates, to better contextual the approaches we have
taken, when applying the risk management framework.

Prior to 1982, forensic science in South Australia was controlled by
South Australia Police (SAPOL). The 1984 Royal Commission Report
concerning the conviction of Edward Charles Splatt [46] included criti-
cisms of bias created by the influence SAPOL had over forensic science
at the time “The methods which were followed in this case arising from
the relationship between Sergeant Cocks and the forensic scientists
highlighted all the danger signs for “unconscious bias” ” [46, pg 51].

To mitigate the impact of the unconscious bias described in Splatt,
the report recommended minimum requirements of a forensic science
laboratory, stating “there should be a clear and unbroken demarcation
between the investigating police and the scientists” [46, pg 51].
Through the subsequent formation of what is now FSSA, forensic sci-
ence investigations in South Australia were largely extricated from
police control, reducing the potential exposure to influencing bias.

Today, FSSA is a multi-discipline, independent forensic science la-
boratory, residing within the Attorney-General's Department (AGD).
FSSA offers services from four scientific and medico-legal groups –
Biology, Chemistry, Pathology and Toxicology – providing expertise
across evidence recovery, bloodstain pattern analysis (BPA), textile
damage analysis (TDA), DNA, document examination, trace evidence,
illicit drugs (and clandestine drug laboratories), toxicology, anthro-
pology and pathology. To maintain the viability of each of these dis-
ciplines within existing resources, some staff provide expertise across
multiple disciplines. The provision of other forensic services, in South
Australia are delivered by SAPOL or other agencies.

With the exception of clandestine drug laboratory, pathology and
anthropology services, FSSA staff do not attend crime scenes to collect
evidence, as the remit of this lies with SAPOL. The investigating officer

or SAPOL Crime Scene Investigator creates a manifest of samples or
exhibits for forensic examination and provides this list to FSSA, either
electronically or in-person. FSSA triage staff review the manifest and,
using contextual case information and agreed policies, triage the ex-
hibits to ensure FSSA's scientific resources target samples and exhibits
with the greatest likelihood of generating a result and/or probity to the
investigation. While exhibit triage staff primarily focus on triaging ex-
hibits requiring DNA analysis, senior reporting scientists, from other
disciplines are often separately required to advise on the suitability of
collected exhibits for scientific analysis. In the most serious matters (eg
homicides or cases with a high public profile), reporting scientists, but
not necessarily triage staff, and major crime detectives meet to discuss
and agree exhibits for testing. A laboratory information management
system (LIMS) is used to record all pre-submission correspondence,
including triage decisions.

Accompanying samples and exhibits at submission, is a request for
examination form, completed by the investigating officer. This form
details; offence category, location and date, name, date of birth, sex and
racial origin of the suspect/victim, date results requested by and reasons for
urgency, associated reports, a free text field titled case summary and ad-
ditional information and includes a free text field titled reason for sub-
mitting items for examination.

Depending on the stage of the case at FSSA, pre-submission corre-
spondence, examination request forms and notations, analytical find-
ings and interpretations from analyses conducted are accessible to
analysts working on the matter in the LIMS and/or the casefile (some
exceptions apply). Once the file is allocated to a reporting scientist(s),
enquiries and correspondence between FSSA and the investigator are
generally handled by that reporting scientist.

FSSA's charter is to provide independent, high quality, expert sci-
entific evidence, opinion and information to the justice system and
community of South Australia. The principle of our charter is to ensure,
beyond reasonable doubt, the accuracy of our results and interpreta-
tions. It is therefore implicit that we take the steps necessary in our
operations to achieve the standard of proof. Generally, Government,
independent of client demand for our services, appropriates our
funding. This allows us to take a pragmatic approach in deciding how to
allocate our resources in delivering our charter, whilst also attempting
to satisfy client expectations of efficient and timely services. There re-
mains the possibility that our clients could engage services of other
Australian forensic laboratories, or the very small number of boutique
private forensic service providers, if their service-delivery expectations
are not met however, we feel confident that if we deliver our charter,
our clients will continue to highly value our services.

2. Materials and methods

2.1. Cognitive bias working party

FSSA staff were canvassed to participate in a working party to ex-
amine the influence of cognitive bias on subjective decision-making at
FSSA. Staff self-nominated but included senior experts from all forensic
disciplines across FSSA, including a representative from the exhibit
triage team.

The extent of their exposure to the cognitive bias literature varied,
however several participants had experience implementing bias miti-
gating strategies within their discipline. Prior to commencing their as-
sessment, the working party attended a series of cognitive bias pre-
sentations and a workshop to familiarise themselves with relevant
literature, including recommendations and guidelines relating to miti-
gating the impact of cognitive bias in forensic science.

The working party convened to identify and discuss FSSA-wide
cognitive bias risks, whilst considering discipline-specific cognitive bias
risks individually, or in small groups, between workshops.
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2.2. Risk assessment

The methodology applied by the working party utilised the AGD
Audit and Risk Management Committee approved Risk Management
Procedure [47], adapted from the ISO standard for Risk Management
[48]. This procedure provided guidance in developing, managing and
treating risks, as well as developing and maintaining a risk register.

The working party reviewed all of FSSA's operational activities and
identified processes where cognitive bias could influence interpreta-
tions. A description of each risk cause was captured in the AGD Risk
Assessment template (Appendix I). The working party then determined
the consequence and likelihood of the risk occurring, using the defini-
tions provided on the AGD Risk Matrix (Appendix II), both before and
after the application of existing controls. The effectiveness of the ex-
isting controls determined the residual risk.

2.3. Risk treatment

Treatments were proposed for any risk with a residual risk of High
and any FSSA-wide risk with a residual risk of Moderate, to attempt to
reduce the likelihood of that risk occurring, noting that the con-
sequence was unlikely to be impacted. Formulation of risk mitigation
strategies was influenced by the operational experience of the working
party and awareness of mitigation strategies proposed in the literature.
The effectiveness of each treatment was classified as Low, Medium or
High and included reasoning for each classification to allow appropriate
consideration of the treatment against the impact of implementation.
Each treatment was also designated an owner and a timeline for im-
plementation.

2.4. Recommendations

The working party used the proposed treatments to formulate a
series of recommendations for implementation at FSSA. The re-
commendations were presented to FSSA's Management Group, seeking
endorsement for implementation. The Management Group considered
the recommendations and endorsed the majority of them, after sug-
gesting some minor amendments. The recommendations were then al-
located to their respective owners, to commence implementation.

3. Results

The working party identified 32 risks associated with cognitive bias
across FSSA. Risks 1–10 (described in Appendix III) applied across
multiple disciplines, with further discussion about these “FSSA-wide”
risks detailed below. The remaining 22 risks were relevant to individual
disciplines. For brevity these 22 risks are not articulated further in this
paper but are being considered for publication separately. Numbers in
round brackets in the rest of this section refer to the risk number in
Appendix III.

3.1. FSSA-wide risks

Despite FSSA's independence from police, some investigative in-
formation is freely accessible to scientists and analysts. This informa-
tion can be task-relevant or task-irrelevant, depending on the individual
case and the forensic discipline conducting the examination.
Information detailed by clients on FSSA's request for examination form
is the most likely source of this information although, exchanges be-
tween FSSA staff and investigators during case management meetings,
exhibit triage, case communications or reporting intelligence, creates
opportunities for exposure to potentially biasing task-irrelevant in-
formation. Risks 1–5 capture circumstances where staff may be exposed
to task-irrelevant information. These instances have the potential to
influence decisions made during exhibit triage (1), exhibit selection (2),
when sampling an exhibit (3), when performing analytical

interpretations (4) and when determining a need for exhibit reanalysis
(5). The working party acknowledged that there are complexities in
determining what is task-relevant and task-irrelevant in all cases, but
particularly in Pathology cases where circumstantial information sur-
rounding the death of an individual is an essential and integral part of
the diagnostic and interpretative process. The working party accepted
that Pathology would consider this as part of their discipline-specific
risks. This highlights the need to focus on individual disciplines and
tasks when considering the potential for cognitive bias, as what may be
considered irrelevant (and potentially biasing) for one discipline or
task, may be relevant (and potentially biasing, or not) for a different
discipline or task.

Multi-disciplinary cases present additional challenges at FSSA. A
risk of unconscious bias influencing interpretations occurs when the
same analyst conducts examinations in two separate scientific dis-
ciplines or when information is exchanged between staff working on the
same matter in different disciplines. A result in one discipline has the
potential to unconsciously bias an analyst's interpretation in another
discipline. Even when the specific result of the analytical finding/in-
terpretation is unknown, the mere association may be biasing. By way
of an example, when a DNA analyst identifies DNA on a balaclava found
at the scene of a break and enter where a window was broken to gain
access and that analyst informs a trace evidence expert that the bala-
clava requires searching for glass fragments, the trace expert may make
the inference that the suspect's DNA has been identified on the bala-
clava. Risk 6 captures scenarios such as these, where the potential ex-
posure to task-irrelevant information from completed analyses in an-
other discipline or from intelligence work at FSSA could bias
subsequent decision-making.

Risks 7 and 8 describe base-rate regularities and/or task irrelevant
information causing an expectation that samples are the same (7), or
that a particular result from an exhibit/sample is likely (8). Examples of
these risks include the use of a presumptive test result to guide the
analytical strategy applied (7), a specific request for a test to be applied
to a particular sample/exhibit (8) or, because the sample/exhibit source
is from the police and its significance to that matter has been assessed
through triaging, it is expected to match the known (7) or produce an
evidentiary result (8). This is likely to have the greatest influence when
it is expected that two samples are the same (e.g. a crime scene sample
and a control/standard).

A base-rate regularity is also caused when an analyst unconsciously
discounts inclusions or exclusions from computer generated database/
library search matches. This bias is caused when the most successful
match is presented to the analyst at the top of the list, together with the
degree of success of that match. This scenario is described by risk 9 in
the risk assessment.

Reports issued by FSSA are administratively and technically re-
viewed prior to release to clients (some exceptions apply). Aside from
having the interpretations of the reporting scientist accessible in the
text of the report, the reviewer also has access to information detailed
in the LIMS, notations made during the examination and annotated
analytical results in the case file. Risk 10 describes the confirmation
bias caused by exposure to this information during the technical review
of a report. The risk description also captures the potential for re-
viewers to be unconsciously biased towards interpretations of reporting
scientists due to their position or prominence. The working party again
agreed that this risk needed to be considered separately in Pathology
(who practice a multi-stage peer review process) [49] because of the
need to review anatomical findings described in the report.

The working party assessed each of the risks associated with cog-
nitive bias, to determine the potential overall impact of the bias. In
doing so, the working party agreed that the risks described fell into two
distinct categories. The first category was where the bias might influ-
ence selection decisions but, any interpretations of the subsequent
analytical results obtained from the selected item would not be influ-
enced. The reported result would therefore be accurate, perhaps just not
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as probative as a result generated from an unbiased decision. These
risks were described in the risk description as …favouring one party over
another. The second category of risk was where the bias could directly
impact or cascade bias [21,50] to the result/interpretation used as
evidence in court or may influence other aspects of evidence in the
matter e.g. the results of scientific examinations could subsequently
influence a witness statement. The biased result/interpretation there-
fore could cause a miscarriage of justice and, relevant to the risk matrix
(Appendix II), potentially a lengthy term of imprisonment. While seen
as an improbable set of circumstances that matters potentially resulting
in a lengthy term of inprisonment would rely solely on one critical
forensic result/interpretation, precedence exists [for example see
15,46,51]. These risks were described in the risk description as …con-
tributes to a miscarriage of justice.

3.2. Risk assessment

Using the guiding notes describing consequence scenarios in the risk
matrix (Appendix II), the working party agreed that a potential ex-
posure category of Major was appropriate for risks (4, 6–10) where the
risk …contributes to a miscarriage of justice. Where the risk (1–3, 5) re-
sulted in …favouring one party over another, the potential exposure was
considered to be Minor.

It is clear that the likelihood of risks categorised as …favouring one
party over another could occur in most instances and therefore these
risks were allocated a likelihood of Likely (to occur in most circum-
stances). We do not know with any certainty the frequency of instances
where cognitive bias has influenced the processes described by the risks
categorised as…contributes to a miscarriage of justice at FSSA. We are left
to make an estimate based upon consideration of the circumstances
necessary for this outcome to occur, which, as mentioned previously,
we view as an improbable set of circumstances albeit, not without
precedence. We therefore arrived at a likelihood of Possible (to occur in
most circumstances), which we feel is neither too conservative nor too
prevalent.

With the exception of risk 10, risks allocated with a potential ex-
posure of Major had existing controls mitigating the risk that were ei-
ther Substantially Effective (4, 7–9) or Partially Effective (6). These con-
trols resulted in the likelihood of the risk occurring being Unlikely (4, 6,
7) or Rare (8, 9), which, using the risk matrix, created an overall
Moderate level of risk for FSSA. While this level of risk is generally
tolerable, the risk treatment option proposed by the working party for
risks 4, 6 and 7 was Change the likelihood, as the working party felt that
treatments could further reduce the likelihood of occurrence. FSSA
decided to accept the risk posed by risks 8 and 9.

Risk 10 was the final FSSA-wide risk deemed to have a Major po-
tential exposure for FSSA. It was apparent to the working party that,
excluding measures in questioned documents, there were no controls in
place to mitigate against this risk. The likelihood of this risk occurring
was therefore categorised as Possible, resulting in an overall High level
of risk. Risk 10 therefore required treatments to be proposed to mitigate
against the likelihood of it occurring.

The risk of exposure to task irrelevant information from in-
vestigators or other FSSA staff, unconsciously biasing exhibit; triage (1),
selection (2), sampling (3) or reanalysis (5) was designated as having
Minor consequences to FSSA. The decisions described in risks 1–3 occur
numerous times daily however, the likelihood of these risks occurring
are offset by some Partially Effective existing controls. The working
party determined that, despite the existing controls, their likelihood of
occurrance was still Likely. Using the risk matrix, the overall level of
risk for these four risks was Moderate. Again, this is level of risk is
usually tolerable but, the working party felt that the likelihood could be
reduced by considering relevant treatments.

Of the 22 discipline-specific risks not detailed in this paper, only
two were considered by the working party to have a latent level of risk
as High, with the remaining risks within the risk tolerance of FSSA.

Treatments were proposed to reduce the likelihood of the two dis-
cipline-specific risks rated High.

3.3. Risk treatment

The objective of risk treatment is not to eliminate every risk iden-
tified in the risk assessment. The process of identifying potential
treatments is to establish the effectiveness of the treatment against the
risk-return relationship, when resourcing and competing shareholder
priorities are considered.

The treatments proposed by the working party for the eight FSSA-
wide risks posing a High or Moderate risk to FSSA are detailed in
Appendix IV. Many of the treatments proposed are formulated from
bias mitigating recommendations within the literature or from inter-
national forensic science bodies [14,18,19,29–39]. Between four and 14
potential treatment options were proposed by the working party for
each of these eight risks. Through this process, it quickly became ap-
parent that many of the 22 discipline-specific risks would also be mi-
tigated by the treatments proposed for the FSSA-wide risks. The dis-
cipline-specific risks did however, have isolated treatments proposed,
which are not described further here.

It was rapidly acknowledged by the working party that some
treatments were impractical, mainly due to the significant resources
required for implementation. It was obvious to the working party that
these treatments would create new separate risks for FSSA and there-
fore, where a treatment had an obvious significant detrimental impact
on resources or created a new risk, the treatment was not recommended
by the working party for implementation. Examples of the mitigation
strategies not recommended by the working party included having two
independent analysts report a case and later compare findings (significant
detrimental impact on resourcing) and limit opportunities for investigators
to include task-irrelevant information (creates a new risk). In instances
where the efficiency of a treatment was recognised as having a detri-
mental impact on resources but, it was highly effective at treating the
risk, the treatment was still recommended by the working party, with a
caveat acknowledging the potential consequence of implementation.
The working party felt it was outside the project scope to make a de-
cision on allocation of resources to the proposed treatments, which was
the purview of FSSA's Management Group.

Further restricting the effectiveness of some of the proposed treat-
ments was the small pool of appropriately qualified staff in some dis-
ciplines. The number of experts capable of reporting BPA/TDA, docu-
ment examination, trace evidence and advanced DNA interpretations at
FSSA is insufficient for implementation of some of the recommenda-
tions. For example, given the number of experts available, it would be
virtually impossible for an expert from one of these disciplines who was
involved in triaging a case, to not have any further involvement with
that case. Similarly, in document examination and trace evidence cases
which may have more than one evidence type requested in a matter, it
is unlikely that more than one expert can be assigned to make inter-
pretations of each evidence type (e.g. handwriting and signatures, or
paint and fibres, respectively), for reasons of resources, continuity and
efficiency.

3.4. Recommendations

From the proposed treatments, the working party produced 13 re-
commendations for consideration by FSSA's Management Group. The
recommendations were allocated across three broad categories of;
Raising awareness of cognitive bias, Limiting access to task irrelevant in-
formation and Reducing expectation bias.

3.4.1. Raising awareness of cognitive bias

1. Introduce annual cognitive bias awareness sessions highlighting:

• During discussions about cases between staff, exchange of task-
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irrelevant information should be limited, given that task-relevant
information in one discipline or examination may be task-irrele-
vant in others,

• reports generated in other disciplines are not be accessed, unless it
is task-relevant or required for operational purposes.

2. Introduce new staff to cognitive bias at induction and annually as-
sess understanding of cognitive bias amongst existing staff.

3. Generate a guidance document on how to mitigate cognitive bias in
FSSA's operational processes.

3.4.2. Limiting access to task irrelevant information

4. Where possible, the discipline expert attending a case management
meeting does not have any further involvement with the examina-
tion, analysis, reporting or review of the case and minutes from case
management meetings are not accessible to discipline experts.

5. Where resourcing allows, staff performing triaging do not have any
further involvement with the examination, analysis, reporting or
review of a case they have triaged.

6. Staff performing exhibit triage redact task-irrelevant information on
the request for examination form submitted by the client.

7. FSSA reviews the effectiveness of implementation of recommenda-
tions 5 and 6 after a trial of no more than twelve months and then
considers implementing a case manager.

3.4.3. Reducing expectation bias

8. Where possible, and where it does not negatively affect efficiency,
the discipline expert does not perform analyses or reviews across
multiple disciplines in the same matter.

9. Enhance FSSA's LIMS to prevent access to task irrelevant results/
reports generated in other disciplines.

10. Where possible, and where it does not negatively affect efficiency,
the interpretation of the evidence from the crime scene is com-
pleted and documented prior to being exposed to and working with
the reference material.

11. FSSA considers options to introduce blind known tests to counter
expectation bias.

12. FSSA Management Group consider options to limit access to an-
notations relating to opinions made by the analyst, when the case
file review is conducted.

13. A trial to assess the impact of reviewing case files without initial
access to the report and interpretations of the reporting scientist is
undertaken.

3.5. Management group support

Ten of the 13 recommendations were supported by the Management
Group. Recommendations 9 and 12 were not supported because the
Management Group felt these would be adequately addressed through
the strategies targeting increasing awareness of cognitive bias amongst
staff.

Recommendation 13 was not supported because it was deemed too
inefficient to implement. One recent study has shown the value of blind
verification in BPA [43], despite it being resource intensive, while an-
other has shown that blind verification procedures significantly in-
crease the duration of the verification process through additional time
for both the verification procedure and to blind relevant material before
the verification [44]. FSSA deemed that the resources required to im-
plement this strategy were not in keeping with elements of our charter

relating to cost-effective operations and timely reporting.

4. Discussion

The impact of cognitive bias on decision-making processes at FSSA
has been assessed using a risk management approach. This revealed 32
cognitive bias risks, of which 29 carried a level of risk within the risk
appetite of FSSA, meaning these risks did not to require treatment to
further mitigate the risk. Despite this, processes involving more than
one discipline with a Moderate risk, and the three processes with a High
risk, had treatments recommended to reduce the likelihood of the risk
occurring. The majority of the recommendations were endorsed by
FSSA's Management Group and could be implemented within a risk-
return relationship that considered existing resources and our charter to
produce valid, accurate and unbiased interpretations to the justice
system of South Australia and meet the standard of proof. FSSA is now
working through the implementation of the endorsed recommenda-
tions.

The risk management framework presented above demonstrates the
utility of using such a process to contextualise the practical impact of
potential sources of cognitive bias on decision-making. We acknowl-
edge that this risk process may not be directly applicable or translatable
to other forensic science organisations because FSSA;

• Operates independently of police control,

• Is a multi-disciplinary forensic science laboratory,

• Operates within an adversarial justice system in Australia, and

• May have a different risk appetite to other organisations.

There is one obvious limitation inherent in conducting an internal
risk assessment, which, coincidentally, introduces bias to the metho-
dology. By utilising the services of forensic experts to conduct the risk
assessment, their intimate business process knowledge is crucial how-
ever, their own pre-existing biases may mean that their assessments of
potential bias, its potential impact and the success of existing bias mi-
tigating strategies, is likely to be less subjective than an independent
external assessment. By publishing our assessment, we encourage cri-
tiquing and commentary, in the hope that it will not only improve our
assessment but aid those laboratories interested in adopting a similar
approach.

Regardless of the limitations and applicability issues detailed above,
we urge other forensic science organisations to adapt this framework
and refine the FSSA-wide risks presented here, for their environment.
We view this as the commencement of a more balanced and active
response from forensic science organisations to the potential impact of
cognitive bias in forensic science. It allows organisations to prioritise
their response to cognitive bias against the risk-return relationship of
shareholder expectations and resources, and in light of other risks fa-
cing their organisation.

Declarations of interest

None.

Novelty statement

This is the first time a risk management tool has been utilised to
assess the impact of cognitive bias in forensic science and the material
presented can be adapted by other laboratories to assess the influence of
cognitive bias on subjective decision-making.
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Appendix I. Risk assessment template [47]

Level of risk

Risk description Risk
cause

Potential expo-
sure

Existing
controls

Control effectiveness Consequences Likelihood Level of risk Risk treatment
option

Owner

A structured state-
ment con-
taining four e-
lements: sour-
ces, events,
causes and c-
onsequences

What
will
cause
the risk
to
occur?

The maximum
plausible impact
arising from a
risk without re-
gard to controls
(insignificant,
minor, mod-
erate, major or
severe)

A measure
that is cur-
rently mod-
ifying risk

A measure of the
adequacy and effec-
tiveness of existing
controls;
Totally ineffective -
virtually no credible
control,
Largely ineffective -
significant control
gaps because either
controls do not treat
root causes or they do
not operate at all ef-
fectively,
Partially effective -
while the design of
controls may be lar-
gely correct in that
they treat most of the
root causes of the
risk, they are not
currently very effec-
tive or some of the
controls do not seem
correctly designed in
that they do not treat
root causes, those
that are correctly de-
signed are operating
effectively,
Substantially effec-
tive - most controls
are designed correctly
and are in place and
effective,
Fully effective -
nothing more to be
done except review
and monitor the ex-
isting controls.
Controls are well-de-
signed for the risk,
address the root
causes and they are
effective and reliable
at all times.

The outcome of
the risk event
after taking into
account the ef-
fectiveness of ex-
isting controls
(insignificant,
minor, mod-
erate, major or
severe)

The likelihood of
something hap-
pening and
leading to the
assessed level of
consequence
(rare, unlikely,
possible, likely
or almost cer-
tain)

The magnitude of
risk remaining after
taking into account
the effectiveness of
existing controls.
Level of risk is a
factor of the conse-
quence and likeli-
hood (low, mod-
erate, high or
extreme)

The option to
modify the
risk;
Do something
different - e.g.
decide not to
start or con-
tinue with the
activity that
gives rise to the
risk,
Change the
likelihood -
reduce or in-
crease the risk
by changing
the likelihood,
Change the
consequence -
reduce or in-
crease the risk
by changing
the conse-
quence,
Share the risk
- share the risk
with another
party or parties
(including con-
tracts and in-
surance),
Accept the
risk - retain the
risk by in-
formed deci-
sion

Discipline
the risk ap-
plies to

Appendix II. Risk matrix [adapted from [47]]

Consequence Likelihood

Rare
May occur but only in rare
and exceptional circum-
stances

Unlikely
Unlikely to occur in
most circumstances

Possible
Possible to occur in
most circumstances

Likely
Is likely to occur in
most circumstances

Almost Certain
Almost certain to
occur in most cir-
cumstances

Severe
Social/People - Fatality or irreversible severe dis-
ability or impairment: long term workforce or com-
munity harm
Service Delivery – State-wide cessation of multiple s-
ervices or programs
Reputation & Image – Agency reputation irreparably
damaged; Ministerial resignation

Moderate High High Extreme Extreme

Major
Social/People – Extensive injuries, permanent partial
disability or time lost from work of one day/shift or
more
Service Delivery – State-wide cessation of a number of
services or programs

Moderate Moderate High High Extreme
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Reputation & Image – Sustained adverse publicity;
Chief Executive resignation/removal

Moderate
Social/People – Significant non-permanent injury with
limited period of disability, where medical treatment is
required
Service Delivery – State-wide disruption to a number
of services or programs
Reputation & Image – Significant adverse publicity

Low Moderate Moderate High High

Minor
Social/People - Insignificant non-permanent injury/i-
llness, where treatment administered by first aider
Service Delivery – Some disruption to services or pr-
ograms
Reputation & Image – Localised adverse publicity

Low Low Low Moderate Moderate

Insignificant
Social/People – Report only – no injury/illness
Service Delivery – No disruption to services or pro-
grams
Reputation & Image – Minimal adverse local publicity

Low Low Low Low Low

Appendix III. Risk assessment

Level of risk

Risk
#

Risk description Risk cause Potential
exposure

Existing controls Control effec-
tiveness

Conse-
quences

Likelihood Level of
risk

Risk treat-
ment op-
tion

Risk owner
(discipline)

Exposure to task irrelevant information at case management meetings, through correspondence with investigators, on the request for examination form or through discussions with
other FSSA staff, … favouring one party over another

1 ...prior to performing
exhibit triage influ-
ences triage decisions,
…

Staff are exposed to
task irrelevant infor-
mation by investiga-
tors or other FSSA
staff

Minor • Acceptance criteria
for DNA exhibits is
generally based on
policies informed by
success rates

• Acceptance criteria
for DNA and trace
evidence exhibits is
generally based on
the exhibits that pro-
vide the most proba-
tive information

Partially effec-
tive

Minor Likely Moderate Change the
likelihood

Triage & Trace

2 ...influences the selec-
tion of an exhibit, in-
cluding requesting
submission of items
not previously sub-
mitted, for analysis,
…

• Selection criteria for
DNA exhibits is gen-
erally informed by
success rates

• Selection criteria for
DNA and trace evi-
dence exhibits is
generally based on
the exhibits that pro-
vide the most proba-
tive information

Biology &
Trace

3 ...influences the sam-
pling strategy on an
exhibit, …

• Triage staff not in-
volved in searching
exhibits (DNA only)

• Photographs of some
exhibits searched
and notes detailing
the searching per-
formed are retained
in case file for inde-
pendent review

Evidence
Recovery,
BPA/TDA,
Biology &
Trace

4 ...influences interpre-
tations, resulting in a
different result being
reported, which con-
tributes to a miscar-
riage of justice.

Major • Sequential un-
masking in place in
Document
Examination,

• BPA & TDA analysts
attempt to minimise
the information they
access prior to con-
ducting an examina-
tion

• Identification of un-
known is governed
through mass spec-
tral acceptance

Substantially
effective

Major Unlikely Moderate BPA/TDA,
Biology, Trace,
Document
Examination,
Toxicology,
Illicit Drugs &
Anthropology
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criteria and retention
time matched to
contemporaneously
run standard in Illicit
Drugs, Toxicology
and Ignitable Liquid
Residue Analysis

• STRMix automates
the matching criteria
in DNA

• Refractive index of
each recovered glass
fragment is measured
and grouped indivi-
dually prior to mea-
suring the control

• All differences be-
tween the recovered
material and the re-
ference material,
however slight, are
noted in the file and
an explanation and
reasoning included
for fibres and paint
analyses, respec-
tively

• Identification of GSR
requires presence of
at least two of three
characteristic ele-
ments

• Findings are re-
viewed by an inde-
pendent scientist
during the scientific
review of the file

5 ...influences the ana-
lyst to re-examine/re-
analyse an item/
sample when it other-
wise would not have
been resulting in a
different result being
reported, … .

Minor • None N/A Minor Likely Moderate Change the
likelihood

BPA/TDA,
Biology &
Trace

Knowledge of analytical results from other exhibits in the matter
6 Knowledge of the

completed analyses
from intel exhibits or
exhibits analysed in
other disciplines in-
fluences interpreta-
tions, resulting in an
incorrect result/inter-
pretation being re-
ported, which contri-
butes to a miscarriage
of justice.

Access to/knowledge
of the results of other
analytical work

Major • Pathology reports are
not accessible to
other groups at FSSA
via the LIMS

• Identification of un-
known is governed
through mass spec-
tral acceptance cri-
teria and retention
time matched to
contemporaneously
run standard in Illicit
Drugs, Toxicology
and Ignitable Liquid
Residue Analysis

• STRMix automates
the matching criteria
in DNA

• Refractive index of
each recovered glass
fragment is measured
and grouped indivi-
dually prior to mea-
suring the control

• All differences be-
tween the recovered
material and the re-
ference material,
however slight, are
noted in the file and
an explanation and
reasoning included
for fibres and paint

Partially effec-
tive

Major Unlikely Moderate Change the
likelihood

BPA/TDA,
Biology, Trace,
Document
Examination,
Toxicology,
Illicit Drugs &
Anthropology
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analyses, respec-
tively

• Identification of GSR
requires presence of
at least two of three
characteristic ele-
ments

• Findings are re-
viewed by an inde-
pendent scientist
during the scientific
review of the file

Analyst accepts a match or dismisses/explains away minor exclusionary information because it is…, resulting in a different result being reported and a miscarriage of justice
7 ...expected that two

samples are likely to
match…

Base-rate regularities
and/or task irrelevant
information

Major Those listed at Risk 6
and;

• Person reading DNA
profile does not have
access to biasing in-
formation in file
when performing in-
terpretations

Substantially
effective

Major Unlikely Moderate Change the
likelihood

Biology, Trace,
Documents &
Illicit Drugs

8 ...expected that a par-
ticular result will be
obtained because of a
pre-existing result (eg
presumptive test), the
source of the samples
(eg police submission)
or specific request for
analysis (eg by
Pathologist) …

Base-rate regularities
and/or task irrelevant
information

Major Major Unlikely Rare Accept the
risk

Biology, Trace,
Illicit Drugs &
Toxicology

Computer generated database/library search matches
9 Analyst accepts the

top match at the ex-
pense of reviewing
other matches or dis-
misses / explains
away minor exclu-
sionary information
resulting in a different
result being reported,
which contributes to a
miscarriage of justice.

Base-rate regularity
caused by automated
hit-lists presenting al-
gorithmically gener-
ated most likely
match at the top of
the list and analyst
not reviewing other
matches

Major • Identification of un-
knowns is governed
through mass spec-
tral acceptance cri-
teria and retention
time match to con-
temporaneously run
standard in Illicit
Drugs, Toxicology
and Ignitable Liquid
Residue Analysis.

• In Illicit Drugs, mass
spectral/retention
time similarities
known and contin-
gencies in place ie
derivatisation and si-
multaneous running
of known inclusion
standard

• Mass spectral data
generated is pre-
sented to an inde-
pendent reporting
officer for review
prior to reporting

• Mass spectral data
reviewed by an inde-
pendent scientist
during the scientific
review of the file

Substantially
effective

Major Rare Moderate Accept this
risk

Illicit Drugs,
Toxicology,
Paint, Fibres &
Ignitable
Liquid Residue

Casefile review
10 Casefile reviewer ac-

cepts incorrect inter-
pretations of re-
porting officer
resulting in a different
result being reported,
which contributes to a
miscarriage of justice.

Confirmation bias
caused by the status of
the reporting officer
or the casefile re-
viewer having access
to the report and an-
notated analytical re-
sults in casefile whilst
conducting the review

Major • Reviewer considers
questioned material
before looking at
comparison material,
and forms their own
opinion based on the
material before
reading the reporting
officer's notes or re-
port in Document
Examination

Largely inef-
fective

Major Possible High Change the
likelihood

All excluding
pathology

Appendix IV. Risk treatment

Risk Treatment Effectiveness (reasoning)

1 Exhibit triage
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• Allow SAPOL to make more triage decisions Low (returns more control over what is/isn't tested to SAPOL, which was a criticisms
in the Splatt Royal Commission report [46])

• Change the request for analysis form to limit opportunity for investigators to
include task-irrelevant information

Low (not recommended for implementation - each case circumstance is different and
some information that is task-irrelevant to some disciplines is task-relevant in others
and therefore eliminating this information may create new risks)• Educate SAPOL about the potential influence of cognitive bias from task-irrelevant

information on decision making

• Further educate FSSA staff about the potential influence of cognitive bias from
task-irrelevant information on decision making

Medium (easy and cost-effective to implement but may have a limited duration of
effectiveness)

2–5 Exhibit selection/sampling/interpretation/reanalysis (treatments in 1 plus)

• Case Manager allocated who liaises with clients (including attendance at case
management meetings and performs all correspondence with clients) and FSSA
staff, conceals task irrelevant information on the request for examination form and,
if necessary, creates a worklist

High (may impact on job satisfaction of staff who are not aware of the circumstances
of offending and could be costly to implement because it requires some structural
change, training, knowledge of what information is relevant to different groups
across FSSA and potentially impacts on existing resources and efficiency)

• Staff attending the case management meeting do not examine exhibits in the same
matter

Medium (may not be enough staff in some disciplines to separate this function)

• Triage scientist does not have further involvement with a case they have triaged
and conceals task-irrelevant information on the request for examination form,
indicating when it can be revealed (sequential unmasking)

Medium (may not be enough staff in some disciplines to separate this function,
requires training, knowledge of what information is task-irrelevant and potentially
impacts on existing resources and efficiency)

• Triage scientist does not have further involvement with a case they have triaged Medium (may not be enough staff in some disciplines to separate this function)

• Triage scientist conceals task-irrelevant information on the request for examination
form indicating when it can be revealed (sequential unmasking)

Medium (may not be enough staff in some disciplines to separate this function,
requires training, knowledge of what information is task-irrelevant and potentially
impacts on existing resources and efficiency)

• Report contains a statement outlining what information was known before
decisions were made

Low (does not reduce the potential for bias but is required for the courts in assessing
how interpretations were formed)

6 Knowledge of results from other items in the matter

• Different analysts independently complete work of different evidence types High (may not be enough staff in some disciplines to separate this function,
potentially impacts on existing resources and efficiency)

• Further educate staff about the risk of task-irrelevant information on decision
making

Medium (easy and cost-effective to implement but may have a limited duration of
effectiveness)

• LIMS is configured so that it is not possible to view results/reports of work
completed in other disciplines

Medium (staff already aware that they should not routinely access casework
completed in other disciplines)

7 Expectation that two samples are the same (treatments in 1–5 plus)

• Introduce known blind non-matches to counter the base-rate expectation High (may be difficult to conceal the inclusion of these amongst legitimate casework
samples)

• Use evidence line-ups so there are multiple samples to compare against High (not recommended for implementation - difficult to implement, client/case
manager would need to have the appropriate samples, impacts efficiency, wait for
automation through AI)

• Analysis and interpretation of the unknown is completed and documented before
analysis of the known and comparison of the two

Medium (not suitable to all analyses – specific to trace evidence disciplines)

• Compare the spectra within the software packages to determine their correlation
(paint and fibre examinations)

Low (low level correlation can be easily explained away i.e. paint smeared is a
mixture, higher levels of solvent still present, degradation of samples)

10 Casefile review

• Two independent analysts report cases and later compare findings High (not recommended for implementation - has a crippling impact on existing
resources and efficiency)

• All casefile notes kept electronically where annotations made can be concealed
from reviewer

Medium (will require significant resources to configure existing software and will
come at a considerable financial cost)

• Annotations removed from casefile notes Medium (not recommended for implementation – National Association of Testing
Authorities, Australia (NATA) independent accreditation relies on notations of
reasoning as to why a conclusion has been made to be included in the file)

• Casefile review conducted blind without initial access to findings/conclusions/
report

High (adversely impacts on existing resources and efficiency)
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