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Abstract

An increase in aging population and the consequent chronic diseases pose not only serious effects to the economy but also
a heavy burden to the medical system. Wireless body area networks (WBANSs) provide a simple and low-cost strategy for
health monitoring and telemedicine of the elderly. Many authentication schemes based on WBAN have been presented to
address the sensitivity and privacy of collected data and the open characteristic of wireless networks. Wu et al. recently
presented an efficient anonymous authentication scheme for WBANS, in which a one-side bilinear pairing methodology
was applied to reduce the burden on the WBAN client side. However, we demonstrate that their scheme suffers from client
impersonation attacks and that the adversary can easily forge a legal client to access the network service. In this paper,
we analyze the limitations of Wu et al.’s scheme and design a novel mutual authentication scheme for WBANS that adopt
asymmetric bilinear pairing to enhance security. Results of security and performance analyses reveal that the new scheme
offers more effective security, better performance, and higher efficiency than Wu et al.’s scheme. We also provide a formal
security proof of the protocol by using BAN authentication logic.

Keywords Wireless body area network (WBAN) - Authentication scheme - Security - Anonymity

Introduction than 80 years old [1]. A large number of elderly people
impose a heavy burden on the family, society, and medical
The aging problem worldwide, including our country, has  systems.
been increasingly aggravated given the rapid economic In 1996, Zimmerman [2] first proposed the concept of
development and constant progress in living standards  wireless body area network (WBAN), which has received
and medical technologies. Statistics show that the average @ a great deal of attention in academic and industrial
life expectancy for countries such as Japan, Switzerland, fields. The relevant international standard for WBANSs
Singapore, and more than 20 other countries in 2015 is more communication (i.e., IEEE 802.15.6) has been established
along with four recommended security protocols [3].
However, these schemes still exhibit certain security flaws
and are susceptible to network attacks [4, 5].
WBANS, as a notable application of the Internet of
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Fig.1 A typical medical WBAN application scenario

systems. Owing to serious aging problems at present, the
WBAN technology allows patients to be treated with-
out leaving their homes and enables doctors to diagnose
diseases and treat patients at medical institutions. Thus,
WBAN has a significant application prospect and commer-
cial value.

The completeness and accuracy of these data directly
influence the medical behavior of doctors because the
biological data collected by WBANSs are used for remote
clinical diagnosis. Moreover, the privacy of these data
should be carefully protected [8]. Maliciously tampered
health data may cause doctors to provide inaccurate
assessments and diagnoses, which can lead to serious
consequences. However, data transmission over the network
is vulnerable to network attacks considering the openness
of the network. Therefore, the primary goal of designing
a secure mutual authentication protocol for WBANSs is
protecting user privacy while ensuring data accuracy, data
integrity, and reliable connection.

Related works

Many authentication schemes for achieving this goal have
been presented for WBANS in recent years. These schemes
can achieve mutual authentication between the WBAN
client (C) and the application provider (AP) and create
shared session keys while realizing privacy protection and
guarding the confidentiality and integrity of the data.
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Jang et al. [9] summarized the security requirements
of the WBAN, analyzed its security threats, and proposed
a security framework for the WBAN. The schemes
in [10, 11] are unsuitable for resource-limited sensor
nodes because they are based on traditional public-key
cryptosystems and require complex modular exponentiation
between two communicating parties. Therefore, several
schemes based on identity and elliptic curve cryptosystems
(ECC) have been proposed [12-17]. These protocols
do not require complex operations and user public-key
certificate verification and management by not involving the
public-key infrastructure and certificate authority, thereby
simplifying the key management and computing costs.

However, these schemes are client-server mode authen-
tication schemes (i.e., the network manager (NM) and AP
are the same entity) and are susceptible to network attacks,
thereby suggesting that these schemes are unsuitable for the
application environment in WBANSs.

Many certificateless authentication protocols have been
proposed to enhance the communication security in
WBANSs [18-23]. In 2014, Liu et al. [18] presented two
certificateless authentication schemes that use their own
signature scheme for WBANs. He et al. [24] found that
the schemes in [18] cannot prevent impersonation attacks
and thus put forward a new authentication scheme for
WBANSs with provable security. Another scheme achieves
user anonymity, and revocation was proposed in [19].

Zhao et al. [25] recently presented an ECC-based
authentication protocol without pairing operations and
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authentication tables for WBANSs; however, the pseudo-
identity of users in this scheme is a fixed value and cannot
provide true user anonymity. Wang et al. [26] presented
an improvement scheme that uses bilinear pairing and
claimed that their scheme overcomes the limitations of the
scheme in [25] and achieves user anonymity. However,
an analysis revealed that Wang et al.’s scheme was also
exposed to security flaws. The adversary can launch fraud
attacks that impersonate legitimate C to communicate with
APs, and a legal C can also impersonate another client to
cheat the AP. The AP cannot identify and prevent the two
types of attacks. Wu et al. [27] proposed a new efficient
authentication scheme for WBANS to address these security
drawbacks in [26]. Their scheme adopted one-side bilinear
pairing operation, in which bilinear pairing operation was
performed only on the AP side given the limited energy and
computing power of the client. However, we find that Wu
et al.’s scheme demonstrated numerous secure faults and
that this scheme can neither prevent client impersonation
attacks nor provide mutual authentication. The attackers
could disguise themselves as a legitimate C to communicate
with APs and illegally occupy network resources.

Contributions

The major contributions of this paper include: Firstly,
through careful analysis, we indicate that Wu et al.’s scheme
is still insecure against the impersonation attack. Secondly,
we present an improved authentication scheme that uses
asymmetric bilinear pairing to enhance the security of the
original scheme, and proven its security with the BAN
logic [29]. Finally, the result of comparison and analyses
reveals that the new protocol can achieve many security
features, such as user anonymity, privacy protection,
mutual authentication, and session key establishment, while
effectively withstanding various types of network attacks.
Additionally, the proposed protocol inherits the one-side
bilinear pairing operation of the original scheme, thereby
reducing the computing costs of clients and making this
scheme suitable for the application environment in WBANS.

Organization of this paper

The paper is structured as follows: The “Preliminaries”
section introduces the study. The “Review of Wu et al.’s
scheme” section discusses Wu et al’s scheme and ana-
lyzes its security weakness. The “Proposed authentication
scheme” section describes the presented authentication
scheme for WBANs. The “Security analysis” section
presents the analysis of the security of the new scheme.

The “Performance analysis” section compares the perfor-
mance of the proposed scheme with other recent works. The
“Conclusion” Section draws several conclusions.

Preliminaries
Asymmetric bilinear pairings

Let G; and G> be two cyclic additive groups, while Gr
is a cyclic multiplication group; their order is the same as
the large prime g. Let ¢ : G; x G — G7 be a pairing
map. Thus, e is called a symmetric bilinear pairing (SBP)
if G; = G, or asymmetric bilinear pairing (ABP) if G| #
G». Obviously, SBP is a simplified form of ABP.

Most of the current authentication schemes generally
apply the SBP method considering the simple implementa-
tion of this method. However, the SBP can only be obtained
from Weil and Tate pairings on the supersingular elliptic
curve. The maximum value of the safety factor k is only 6.
The discrete logarithm problem under a certain attack (e.g.,
MOV attack [28]) can be transformed into a discrete loga-
rithm problem over extended finite fields, thereby leading to
a hidden security problem. Therefore, we constructed a new
mutual authentication scheme for WBANSs through ABP.

Related mathematical problems

Diffie-hellman (DH) problem Given P € G| or G; and x P,
compute for x € Z,,.

Computational diffie-hellman (CDH) Problem For unknown
X,y € Z4, xyP € Gy or G should be computed given
PeGiorGyand xP, yP.

co-CDH problem For unknown x, y € Z,, xy P| € G should
be computed given P; € G| or G and x Py, y Ps.

Review of Wu et al.’s scheme

The following lists the notations used in this paper:

® g:alarge prime order of groups;

® Gy, Gy: two cyclic additive group;

e  Gr:amultiplicative group;

e P, Pi:agenerator of G;

e  P,:agenerator of Gj;

e ¢: abilinear pairing map;

® i, hy, hy, h3, hs: one-way hash function;
e  NM: the network manager;

e (C:a WBAN client;

@ Springer



19 Page4of10

J Med Syst (2019) 43: 19

AP: an application provider;
Ency(-)/Deck(-): a symmetric encryption/decryption
algorithm with key k;

System initiation phase

In this process, the NM must complete a few steps to initiate
the entire system:

1. NM first chooses a security parameter k. Let G| be
a cyclic additive group generated by P, and Gt be a
multiplicative group with the order g. Let e : G X
G1 — Gr be a bilinear pairing map. Computes g =
e(P, P). A randomly selected number syy € Zg, as
the master key of NM, then NM calculates Qny =
sym - P asits corresponding public key and then selects
five security hash functions, & : {0, 1}* — Z,, hy :
{0, 1}*x Gy x{0, 1}*x Ve — Zy, ha : {0, 1} x G| —
Zg,h3 {0, 1} — Zy, hy 1 {0, 1} — Z,.

2. The NM publishes the tuple {k,q, P,G1,Gr,e, g,
h,hy, ho, h3, ha, Ony} and keeps the syp undis-
closed.

Registration phase

1. C transfers its identity / D¢ to NM, then NM selects
a random number wec € Z; and computes We =
we - P,hpy = hy(IDc,W¢),oc = wc + hp -
sym after receiving the identity of C. Finally, the NM

sends the private key (W¢, oc) to C through a secure
transmission protocol.
2. AP transfers its identity I D 4 p to NM, the NM generates
a private key sap m - P for the AP
after receiving I D 4 p. Finally, the NM sends the private
key sap to the AP through a secure transmission

protocol.
Authentication phase

The C and AP should perform the following steps to achieve
mutual authentication and generate a shared session key, as
shown in Fig. 2:

(1) C randomly picks a number r¢ € Z,; and a timestamp
Tc, and computes Rc = g'¢, K¢ = rc - P, Vo =
rc - (Onm + h(IDap) - P),hg = hi(IDc || Wc ||
Rc |l Vc),oc = rc + oc - ha( mod q), Authc =
Encr.(IDc || Tc || oc | Kc || Wc). Finally, C sends
the message M| = {Vc, Authc, Tc} to AP.

(2) AP first checks T¢ upon receiving {V¢, Authc, Tc}
and terminates the session if it is invalid. Otherwise,
AP computes Rf = e(sap,Vc) and decrypts
Auth¢ to obtain the (I D¢, Tc,oc, K¢, We). Then
AP computes h; = hi(IDc | We || R¢ || Vo), hy =
ho(IDc || W¢) and verifies oc - P? = K¢ +
hy - (We + Ony - hp). If the result is negative,
then this message is dropped. Otherwise, AP selects
a random number r4p € Z,; and calculates Rap =

Fig.2 The authentication phase
of Wu et al.’s scheme

Chooses: r, € Z;

Computes: R, =g, K =1, P
Ve =1+ @y + h(IDyp) -P)

O, =r,+a,h, modg

Auth, =E, (ID, || T, || 0, | K, ||¥,)

M, ={V,, Auth,.T,}

Checks: 7,
L.=(R,)*
Check

Checks T,

R.= e(sAP,VC),DP\; (Auth,,)

Checks o -P?=K.+h, -WC+ Q1)
Chooses: 7, € Z;

Ryp=g"Lyp= (R::)r‘“

Authyy = hy(Te || Ro |1 R | Ly | T 1 02
M, Skp = (T | RN Ryp | Lo 1 75

e
-~ M, ={T p. Authyp. R}

Auth,? = (T || Re (| Ry | Lo | Ty | 0

Sk =hy (T [|Ro | Ryp | Lo |1 T 0)
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g, Lap = (RE)4F, Authap = h3(Tc || RE |l
Rap || Lap || Tap || oc), and the session key
skap 1 skap = ha(Tc || RE || Rap || Lap || Tap),
where T4 p is the current timestamp. Finally, AP sends
My = {Tap, Authap, Rap} to the C as the response
message.

(3) C first checks the T4p upon receiving the reply
message and terminates the session if it is not valid.
Then C computes Lc = (R4p)"¢ and checks whether
Authpp is equal to h3(Tc || Rc || Rap || L | Tap |l
oc). If the result is equal, then C computes the shared
session key skc = ha(Tc | Rc | Rap | Lc | Tap).

Security weakness of Wu et al’s scheme

Wu et al. [27] stated that their scheme can satisfy many
security requirements. However, we reveal that their scheme
is unsafe and suffers from impersonation attacks. An
adversary could easily impersonate the identity of legal
clients to deceive AP by performing the following steps:

(1) Suppose A is an attacker, he/she randomly selects
an identity I D4, a timestamp T4, and three random
numbers 74, x4, wa € Z;. Then, A performs the
following calculation:

Ry =g Xa=x4-P,Wa=wy-P

Va = ra(Onm +h(IDap) - P)

ha = hi(IDAl|WallRallVa)

hpy = ha(IDa || Wa)

o4 = xpAKa = X4 —ha(Wa+ Onum - hp)
Authp = Encr,(IDa||TalloallKallWa)

(2) Asends M| = {Va, Autha, Ta} to AP.
(3) AP first checks the validation of T4 after receiving M
and computes

R} = e(sap, Va)

1
=el————— P ra h(IDp) - P
e<SNM+h(1DAP) ra-(Onm+h(IDpp) - P)

1
=e (m P,ry- (,YNM+h(1DAP))~P>
NM AP
= (P P)W'VA'(SNM'HTUDAP))

= e(P, P)4
= grA = RA

Then, AP obtains {I Dy, T4, 04, Ka, W4} by encrypting
Authy and computes hp, = ho(IDsg || Wy). Next,
AP computes o4 - P and checks whether it is equal to

Ka + h3(Wa + Onum - hp). If not, then AP rejects the
message.

Note that the message o4 can pass the verification of AP
because

opa-P = x4-P =Xy
Ka+h3(Wa+Onp - hp)=Xa —ha(Wa+Onm-hp)
+hE(Wa 4+ Onm - hp) = Xa

Thus, we can obtain oy - P = Kg + b (Wa + Onm - hp)

Finally, the message M| = {Va, Autha, T4} can
successfully pass the verification. The AP believes that
adversary A is a legal C. Therefore, Wu et al.’s scheme
cannot provide mutual authentication and resistance to
impersonation attacks.

Proposed authentication scheme

From the above analysis, it is shown that the scheme of Wu
et al. cannot resist client impersonation attacks and achieve
mutual authentication. In order to resolve this problem
and provide a better solution, in this section we propose
an improved authentication scheme based on Wu et al.’s
scheme, which inherits and develops the merits of the
original scheme such as symmetric encryption and one-side
bilinear pairing operation.

Furthermore we also introduce ABP which can provide
more secure authentication than SBP, this makes the new
scheme more secure than related works.

System initiation phase

The system initiation phase has the following steps:

1. NM first selects a security parameter k. Let G| and G,
be a cyclic additive group, and their generators are P;
and P,, respectively. Let Gr be a multiplicative group.
G1, Gy, and G1 have the same large prime order g.
Let e : G x G — Gr be a bilinear pairing map
that computes ¢ = e(Py, P). A randomly selected
number syy € Z, as the master key of NM, then NM
calculates PK| = syy - P1, PKy = syy - Py as its
corresponding public key and selects the following hash
functions: i : {0, 1}* — Z,, hy : {0, 1}* x G| — Z,
hoy 1 {0, 1}* x {0, 1}* x G1 x G1 x G| x G2 = Zg,
hs : {0, 1}* x {0, 1}* x G x G| x Gp — {0, 1}*,
hy: Gy x Gy x G x {0, 1}* — {0, 1}*.

2. The NM publishes the tuple {k,gq, Pi, P>, Gy, G2,
Gr.e, g, h,hy, hy, h3, ha, PK{, PK>} and keeps the
sy m undisclosed.
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Registration phase

1.

C transfers its identity / D¢ to NM, then NM picks a
random number wc € Z; and computes We = wc -
Pi,hc = hi(IDc || We),s¢ = wc + sym - he as
the private key of C. Finally, the NM securely sends
(We, sc) to C.

AP transfers its identity I D4 p to NM, the NM generates
SAP = m - Py as the private key of AP. Finally,
the NM securely sends s4 p to the AP.

Authentication phase

An authentication phase is performed when C aims to link
the AP and negotiate a session key. The authentication
process is depicted in Fig. 3. The detailed steps are listed
below:

(1)

2)

Fig.3 The authentication phase
of our scheme

C selects arandom number r¢ € Z,, obtains the current
timestamp T¢, and then computes Rc = g'¢, K¢ =
rc-P1,Ve =rc-h(IDap) - PKa, Qc = ha(IDc ||
Te | We | Re Il Ke I Ve), oc = re + s¢ - @Qc(mod
q), Authc = Encgr.(IDc || Tc || oc || We || Ko).
Finally, C sends M| = {V¢, Authc, Tc} to the AP.

AP first checks T¢ wupon receiving M; =
{Vc, Authc, Tc} and discards the message if it is
invalid. Otherwise, AP calculates Rf. = e(sap, Vc)
and decrypts Authc : Dech (Authc) =
{IDc, Tc,oc, We, Kc}. The AP computes QF. = hy
(IDc | Tc | We || RE |1 K¢ || Vo) and the public key of

C. PKc =Wc+ PKy-hi(IDc| W¢). Then, the AP
verifies oc-P1? = Kc+ P Kc- Q. If the result is neg-
ative, then this message is dropped. Otherwise, the AP
selects a random number r4 p € Z,; and then calculates
Rap =rap-P1,Lap =rap - K¢ and the session key
skap i skap = h3(IDc | IDap | Lap || Rap || RE).
Finally, the AP computesAuthap = ha(Lap || Rap ||
R{ || skap) and sends My = {Rap, Authpp} to the C
as the response message.

(3) The C computes LZ p = rc - Rap and the shared
session key skc = h3(IDc || IDap || L}p |
Rap || Rc) upon receiving the reply message. Then, C
checks if the equation Authap? = ha(L%p || Rap |l
Rc || skc) holds. If they are equal, then the C and
AP complete the mutual authentication, and a secure
communication channel is established using skqap =
skc = h3(IDc | IDap | Lap |l Rap || Re).

Security analysis
We first give the security analysis of the improvement
scheme by using BAN logic [29]. Then, we demonstrate that

the new scheme can achieve higher security features than
those in previous works.

Authentication proof using BAN logic

Some notations are listed below:

AP

Selects: r.eZ"

Computes: R.=g" K.=71.-P
Ve =r.-(h(ID,)- PK})

Oc = hUD N T [|We |l Re | K M1 Ve)

O =1.+5. 0. modgq

Auth. = Enc, (ID. T loc 1 W || Ke)

REQ = {V,., Auth,.,T,}

Caculates: L, =7.-R,,

ske =hy(ID. || ID,, || Ly || Ry || Re)
Auth,,? = hy(Lyy || Ry || R | ske)

@ Springer

REQ Ctlecks T.

Re=e(s,p,Vec)
DecR.‘ (Auth. )={ID.,T.,00.,W.,K_ .}
Oc =D || T, W || Re || Ke 11 V)
PK. =W, +PK, - h(ID. || W)
oc R?=K.+PK.-Q.
Selects: r,, € Z:
Computes: R, =r,,-P,L,, =7, K.
skyp = (ID¢ [|ID 45 || Ly || R || RC)

RES AP 3 & AP AP AP C

Auth,, = hy(Lyp | Ryp || R:' Il sk )
RES ={R,, Auth ,}
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P, Q: two principals;

X,Y: two statements;

P|= X: P believes X;

#(X): X is fresh;

P = Q: P has jurisdiction over X;
P < Q: Psays X;

P|~ Q: P once said X;

(X,Y): XorY isonepartof (X,Y);
(X)k: X is hash with the key K;
{X}k: X iscipher with the key K;;
(X)y: X with the secret K ;

P PN Q: P and Q wuse the shared key K to
communication;

K
P = Q: K is the shared secret between P and Q;

The implantation of BAN logic typically requires
four steps as follows: idealizing the proposed scheme;
formulating assumptions, setting goals; and analyzing the
protocol.

(1) The idealized forms of the transmitted messages are as
follows:

M1 : C — AP : {IDc, Tc, Kc,Gc, WC}K where
K = Rc = R{. = e(Py, Py)'C

M>: AP — C:{IDc,IDap, Rap,C <5 APk

(2) Several assumptions are listed as follows to analyze the
proposed protocol:

Ay Cl=#(rap)
Ay: AP |=#(T¢o)
Ay Cl=C <& ap
Ay AP|=C <5 AP
As: Cl= AP = C <& AP
As: AP|=C=C <5 ap
Ar: AP|=C=C 5 ap
(3) According to the analytic procedures of BAN logic, the

verification goals of the proposed protocol are listed
below:

G, : Cl=c <5 ap

Gr: Cl=AP|=C <5 AP
Gy: AP|=C <5 AP
G,: AP|=Cl=C <5 AP
(4) We analyze the idealized form of the new protocol

based on the above assumptions and the rules of BAN
logic as follows:

From M/, we have

S1: AP <{IDc,Tc,oc, We, Kclk

From §; and A4 and the message-meaning rule, we obtain:
S2: AP|=C|~{ID¢, Tc,oc, We, K}

From $; and A, and the freshness conjuncatenation rule, we
obtain:

S3:AP|l=Cl={IDc, Tc,oc, Wc, Kc}

From S3, we have

S4 : AP|I=Cl={IDc, K¢}

From S4 and the message-meaning rule, we obtain:
S5 : AP|=Cl= {IDc}

S¢ : AP|=C|={K¢}
From Lap = rap - Kc and sk = h3(IDc || IDap || Lap |
Rap || RY), we obtain:

S;:AP|=Cl=C <5 AP (Gy)

From S7 and Ag and the jurisdiction rule, we obtain:

Sy AP |=C <5 AP (Gy)

From M;, we obtain:

So:C <{IDc, IDap, Rap,C <X APk

From S9 and A3 and the message-meaning rule, we obtain:
S10: C|l= AP|~{IDc,IDyp, Rap,C LI AP}

From S0, A1, Rap = rap - P1, and the freshness conjun-
catenation rule , we obtain:

S11:Cl= AP|={IDc, IDap, Rap, C < AP)
From S;1, we obtain:
S1p:Cl= APl= C <5 AP (Gy)

From S15, A5 and the jurisdiction rule, we obtain:

S13:Cl= C <5 AP (Gy)
Security features analysis
Mutual authentication and key agreement

In the proposed protocol, C and AP can authenticate each
other given the DL and CDH problems and the equation:

R{ = e(sap, Vo)

1
= e(m - Pr,rc - (h(IDap) - PK2))

1
—el——— . Prc-(h(IDap) - P
e<SNMh(1DAP) 1.¥c - (h(IDap) - snm 2))

— o(Py, Py)waiIBas eI D)t
= e(P1, P))'°
=g¢'“=Rc
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and

LZP =rc - Rap
= rcrap - P1
=rap-Kc=Lap

According to the two equations, C and AP can compute the
same session key as follows:

skap = h3(IDc | IDap || Lap || RG)
h3(IDc [ IDap || L p || RC)
= Skc

According to the DL and CDH problems, only the
legitimate C and AP can generate the correct message
REQ = {Vc, Authc,Tc} and RES = {Rap, Authap}
and compute the same session key.

Thus, the new protocol can achieve mutual authentication
and key establishment between C and AP.

User anonymity and untraceability

The identity of C is contained in sc = wc+syp-h1(IDc ||
Wc) and the ciphertext Authc = Encr.(IDc || Tc |
oc || We || K¢). The I D¢ cannot be extracted from the
hash value &1 (I Dc||Wc). Moreover, the adversary cannot
decrypt Authc to obtain I D¢ without Rc, which can be
computed only by Rc = g'C or R = e(sap, Vc). The
adversary cannot obtain r¢ and s4 p because r¢ is a random
value and s 4 p is the secret key of the AP, and then generates
Rc or Rf.. In the proposed protocol, every new login request
message of the C includes a new random number r¢ € Z,
and every reply message of the AP includes new random
number 74 p € Z,. Owing to the random number r¢ and 74 p,
the communication messages REQ = {Vc, Authc, Tc}
and RES = {Rap,Authsp} are different every time
and unlinkable. The adversary cannot find the link among
messages and links it to C or traces the moving history and
path.

Therefore, the proposed protocol supports user anonymity
and untraceability.

Perfect forward secrecy

The temporary parameters (i.e., 7c and r4 p) in our protocol
are selected randomly by the C and AP, respectively. The
adversary can generate e(sqp, Vc) = g'¢ and obtain
Rap = rap - P1, even though the secret key of C or AP
is compromised by the adversary. However, he/she cannot
obtain r¢ and r4p and thus computes Lap = rap - K¢
through g'¢, rap - Py or rqp - K¢, which is a CDH problem.
Moreover, the session key between C and AP will not be
leaked, even if the secret keys of the NM are compromised,
because the session key contains a random number.

@ Springer

Therefore, our improvement protocol provides perfect
forward secrecy.

Resist known attacks

The proposed scheme can provide good security and resist
various known attacks:

1. Resist replay attack:

The AP can quickly detect the replay attack
by checking T¢ because the login request message
REQ = {Vc, Authc, Tc} contains the timestamp T¢.
The tampering of T¢ also cannot pass the verification
because Authc contains T¢. The reply message
contains the random data Rc and Rap. Thus, C can
easily find replay attacks by checking these data.

2. Resist message tamper attack:

The login request message includes the signature
oc = r¢ +sc - Qc where Qc = ha(IDc || Tc |
Wc |l Re |l K¢ || Vo). If the adversary tampers the login
message, then the AP can easily detect the tamper attack
by verifying oc. Moreover, the C can find the tamper
attack by Authap? = h4(Lt\P I Rap || Rc || sk¢) if
the adversary tampers the reply message because only a
legal AP can obtain {Rc, K¢} and generate the correct
Lap.

3. Resist impersonation attacks

C-impersonation attacks: Suppose the adversary
impersonates C and randomly selects an identity
ID,4 and timestamp T4, the login request message
REQ = {Va, Authy,Ta} is generated. Finally, A
sends REQ to AP. The AP first computes R} =
e(sap,Va) = g4 = R4 upon receiving the mes-
sage and then decrypts Auths : Decg,(Auths) =
{IDg,Ta,04, Wa, Ka}. Then, the AP computes
0¢ = ma(UDa | Ta | Wa ll Ry Il Ka ll Va), PKa =
Wi+ PK{-hi(ID4 || W4) and verifies o4 - P1? =
Ka+ PK4 - QF. The adversary cannot generate a legal
o4 given the lack of a legal secret key. The modifica-
tion of K 4 will result in the change of QF and lead to
Qf # Qc. Thus, AP can find this attack by verifying
op-P1?7=Ks+ PKy - Q’E

AP-impersonation attacks: Suppose an adversary A
impersonates AP, A can generate R4p but cannot compute
legal Authap = ha(Lap | Rap || RE || skap). A
cannot directly compute the legal Rc and further obtain

Table 1 Running time of related operations (MS)

TBP TSM TME
AP 20.04 6.38 13.21
C 96.35 30.67 63.51
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Table 2 Comparisons of
computation cost (MS) C

Wang et al.’s scheme [26]
Wu et al.’s scheme [27]

Our scheme

AP Total time
3Tsy + Tpp = 188.36 2Tsy + Tpp = 32.8 221.16
3Tsy + 2Ty g = 219.03 3Tsy +2Tyg + Tpp = 65.8 284.83
3Tsy + Ty g = 155.52 5Tsy + Tpp = 51.94 207.46

{IDc,Tc,oc, Wc, Kc}, even if A intercepts the login
request message RE Q = {V¢, Authc, Tc} of C. Finally, A
cannot compute legal K¢, Lap, skap and Authsp. C can
detect this type of attack by verifying Authap? = ha(L% p ||
Rap | Rc |l skc).

Performance analysis

We briefly compare the performance of the proposed
protocol with the scheme of Wang et al. [26] and Wu et al.
[27] in terms of computation and communication costs.

Computation cost

Several of the following symbols are defined to illustrate the
performance comparisons:

Ty E: Time cost for a modulus exponentiation

Tpp: Time cost for a bilinear pairing operation

Tspy: Time cost for scalar multiplication based on
pairing

Table 1 summarizes the execution time of the bilinear
pairing based on the experimental data in [18]. Several
operations, such as point addition and one-way hash, were
omitted because of the minimal time cost. Table 2 gives
the comparisons result of performance between the new
protocol and two other relevant protocols. In this table, the
total computation cost of the proposed protocol is 207.46
ms, which is slightly less than that of the schemes of
Wang et al. and Wu et al.. In comparison with the schemes
proposed by Wang et al. and Wu et al., the total execution
time of C and AP in our protocol was decreased by 6.2%
and 27.2%, correspondingly.

Communication cost

In the simulation, we assumed that the size of p is 64 bytes,
and the element in G| and G, is 128 bytes, and the size of
q was 20 bytes. We suppose that the length of the output
of all hash functions and identities is 20 bytes, and the
length of the timestamp is 4 bytes. The exchanged messages
of the two communicating parties in our proposed scheme
were M| = {Vc, Authc, Tc} and My = {Rap, Authp},
where Authc = Encg.(IDc || Tc || oc || Wc || K¢) and
Authap = ha(Lap || Rap || Rzk: || skap). Thus, the total size

was 856 bytes. We also computed the communication cost
of the scheme of Wang et al. and Wu et al. at 828 and 976
bytes, respectively.

These data indicated that the communication cost is
higher in the new scheme than in Wang et al.’s scheme but
lower than that of Wu et al.’s scheme.

Conclusion

The aggravating problems caused by the elderly population
have become an important topic worldwide. Telemedicine
systems based on WBANs are an effective means of
solving this problem. In this paper, we first review the
recent studies on WBANs and analyze an anonymous
authentication scheme of Wu et al. We demonstrate that
their scheme is unsafe and suffers from impersonation
attacks. An adversary can access the network service by
cheating AP through a randomly selected identity. We then
put forward an improvement authentication protocol for
WBANSs based on ABP. The correlation analysis indicate
that our protocol can provide a reliable security and
withstand various network threats. The proposed scheme
exhibit superior performance over previous protocols,
thereby suggesting that the proposed scheme is feasible for
WBAN environments with limited power and resources.
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