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Abstract

Location-based services (LBS) and information security is a major concern in communication system.With the increasing
popularity of location based services more attention is paid to preserve location information to protect the data. In order to
protect and preserve the MANET and location based services, there are various existing location based anonymity protocols such
as k-anonymity location based, but these protocols are more overhead due to the dynamic mobility nature of ad-hoc networks. In
this paper we proposed an Adaptive Risk Prediction and Anonymous Secured Communication protocol to predict the risk before
processing anonymous communication. The proposed protocol estimates the risk against adjacent nodes and estimates the
vulnerability paths using hidden markov model and decision tree. The decision tree determines the evidence to identify the
trusted paths. The anonymous communication message authentication scheme assigns the anonymous communication and
organize the secured authentication scheme. We simulated the network by considering different attacks to determine the effi-

ciency of Adaptive Risk Prediction and Anonymous Secured Communication using NS2 simulator.

Keywords MANET - HMM - Decision tree - Risk estimation

Introduction

Mobile nodes in case of MANETS are very useful in application
areas like disaster management, emergency and rescue opera-
tions that forms a self — organized infrastructure and provides
flexibility. However, inherent vulnerability in such network in-
creases the risk of security. Though, MANETs are dynamic and
cooperative in nature, economical and effective security mech-
anisms are needed to safeguard the mobile nodes.

In typical MANET environment, mobile nodes need to pro-
tect itself, to prevent against unknown users or nodes. Nodes
adopt anonymity approach to protect the actual information.
But due to the mobility, the node needs to update the anonymity
information for every cyclic period. However estimating a risk
can save some amount of anonymity process. To determine a
risk, we need to estimate risk level, whenever the mobile nodes
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interacts within the communication range. However the adopted
anonymity process in a communication system may not ensure
the node complete trust, this could be an interesting fact to justify
the anonymity efficiency.

Wireless Medical healthcare application offers a number of
challenges, like, reliable transmission of data, secured data trans-
mission, nodes mobility, detection of event delivery of data in
time, power management, etc. Deploying new technologies in
healthcare applications without considering security often makes
patient privacy vulnerable. For instance, the patient’s physiolog-
ical vital signals are very sensitive so the leakage of the patient’s
diseased data is not acceptable. Further, wireless medical sensor
networks cover a broad range of healthcare applications, such as
physiological data monitoring, activity monitoring in health-
clubs, location tracking for athlete are the broad range of
healthcare applications. WMSNS share individual data with phy-
sicians and insurance companies. Thus unauthorized collection
and use of patient data by adversaries can cause life-threatening
risks to the patient and make the patient’s private matters publi-
cally available.

Neighbor node anonymity means that each node does not
know the real IDs of its neighbor nodes [1]. Let each node
communicate anonymously with neighbor nodes. Specifically,
whenever a node disconnects with a neighbor node, it randomly
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changes its pseudonyms in all communication layers (e.g.,
MAC address, IP address) and communication parameters
(e.g., signal strength), which will be used for the communica-
tion with the next encountered node. Note that both MAC and
IP addresses can be easily modified through software [1, 2].

The main idea of this research is to classify the vulnerability to
determine the risk level in MANET. In anonymous communica-
tion system, nodes need to maintain the anonymity for certain
time being, during the mobility process where each nodes inter-
acts with known and unknown nodes. To organize privacy, each
node maintains the node anonymity to safeguard against attacks.
To prevent such kind of causes, a risk prediction and risk estima-
tion is an important aspect to design efficient anonymous system
to observe the fake users or nodes and predict forgery for large
scale network for frequent communication causes. Here the clas-
sification of vulnerability is based on the node [3, 4].

In this paper, our goal is to protect a node anonymity by
estimation and prediction of risk against unknown users. We
contributed these steps to achieve efficient and scalable ano-
nymity system.

1) A mobile node can deploy a risk estimator model to com-
municate with any node without sharing of actual location
information

2) A risk predictor and estimator minimize the anonymity
errors or learning rate by modeling a network

3) Estimate the vulnerability path to determine the trusted paths

4) Design an anonymous secured message authentica-
tion scheme to organize efficient anonymous and
secured communication. The rest of the paper is as
follows: Section 2,3 deals with related work and
attack model. Section 4,5 deals with the proposed
technique ARPASC and the anonymous secured
communications. Simulation results and discussions
are dealt in Section 6. Conclusions are presented in
Section 7.

Related work

The routing attacks cause the most devasting damage to
MANET. Isolating routing attacks produce more uncertainty to
the network. To mitigate such routing attacks and predicting a
risk against such routing attacks in Manet, Ziming Zhao et.al [5]
proposed risk-aware approach extending the Dempster-Shafer
mathematical theory to derive the risk evidence. Ping Zhao
et al. [6], proposed k-Anonymity based Privacy Preserving
against Location Injection Attacks. Jie cui et.al [7] proposed a
novel location privacy preserving scheme, in which the vehicles
generate a dynamic virtual locations based on the surrounding
circumstances. In [8], the authors deals with location anonymity
and privacy by proposing an efficient and secure anonymous
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communication for location based service using asymmetric
cryptography to preserve and organize secured communication
using asymmetric cryptography scheme. This scheme ensures
only the user privacy, but they didn’t clearly disclosed about
location anonymity.

T. Sarathamani, and Dr. M. Rajesh Babu [9], discussed
about anonymity routing problem in MANET by improving
the hiding of nodes identity problem, with the deployment of
anonymity method, which is known as Robustand Secure
Anonymity Protection (RSAP).

Hui Xia et.al [10], proposed a novel light-weight subjective
trust inference framework, which organizes trust in two dif-
ferent phases, trust assessment and trust prediction.

In Manets, risk mitigation is possible by vulnerability analy-
sis. Not much research has been done on vulnerability assess-
ment and information security risk management in MANETs
because of the mobility of the nodes and lack of a clear line of
defense,Cai et al. [11]. Researchers have primarily focused on
either evaluating trust of communication between the nodes for
vulnerability analysis, Liu et al. [12]; Dai et al. [13], or intrusion
detection, Zhang et al. [14]; Bhargava et al. [15]; Mishra et al.
[16].

Most of the studies related to vulnerability assessment in
MANETs focus on analyzing their risk considering the trust or
credibility of each node. The hop distance between adjacent
nodes, Takagi et al. [17] and the relative angle of the path are
taken into consideration by most routing algorithms to address
the mobility of the network (Cao et al. [18]; Giruka et al. [19].
The existing route discovery methods ignore the inherent vulner-
ability of the nodes for routing decisions, and a comprehensive
information security risk assessment model is lacking for
emergency.

Now, there are many threat identification methods [20],
vulnerability identification methods [21] and asset identifica-
tion methods [22]. These methods provide the basic data for
risk assessment. But how these data must be integrated is a
very important task. Shen et al. [23] puts forward the Markov
game theoretic data fusion approach for this.

Alvaro et al. [24], implemented intrusion detection in Manets,
using Hidden Markov Model Sequential Hypothesise Tests.
Maryam Miri Estahbanati et al. [25], used Markov chain trust
based routing. Saini Das et al. [26], in their work proposed a
Markov based model for Information Security Risk
Assessment in healthcare MANETs. Anusha Kannan et al.
[27], proposed a decision tree based rule formation with a com-
bination of PSO-GA algorithm for intrusion detection system.

It can be observed in the literature that many works were
developed for risk assessment in Manets based on trust
computations [30]. Few works were developed for risk assess-
ment using techniques like Markov models but could not provide
complete Anonymity. This paper attempts to fulfill these gaps by
proposing an efficient Markov-based information security risk
prediction model in Anonymous Manet environment.
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Attack model

The attacks are categorized based on the attack behavior, the
most common attack models are, active attacks and passive at-
tacks [28]. The active attacks prevents a networks flow between
pair of nodes <S': D>, it has two different attack natures such as
internal attacks and external attacks. The internal attacks attack
inside a network which mainly targets on source and adjacent
nodes, which are more vulnerable compare to the external attack.
The external attack carried out the attack process outside of the
network, without considering a specific node, it can take control
on communication channels. The passive attacks doesn’t alter the
data communication, but it listen to the communication to inter-
rupt the communication services.

In this research work, we considered following attack
assumptions,

1) The probability of active attack on over anonymous
communication

2) The probability of anonymous node compromization due
to the lack of risk estimation

3) The probability of path failure due to the untrusty adjacent
nodes

Adaptive risk prediction and anonymous
secured communication (ARPASC)

Overview

The main purpose of proposed model is to identify and predict
the risk on the basis of anonymity and MANET nature. Now
as an extension to the previous work, we propose to design an
adaptive risk prediction and anonymous routing protocol to
predict the attack probability in MANET using hidden markov
model and decision tree approach [6, 7]. The proposed proto-
col organizes the anonymous prediction and detection ap-
proach in risk estimation, path vulnerability estimation and
evidence collection, and the anonymous communication is
represented in anonymity hop sequence generation, anony-
mous secured message authentication. The detailed process
is described in below sections to determine the protocol effi-
ciency for various malicious nodes.

Risk estimation

The risk estimation function determines f{r;), the risk against
its corresponding neighbours. A risk estimation considers
each node anonymity history attribute. The ratio of node in-
teractivity with other anonymous node. Initially the source
node broadcasts the beacon message. The neighbouring nodes
receive the beacon messages. Association stability is

(@-Lb+)

x3(3+1 ,b)

Fig. 1 Angle risk estimation

calculated based on the number of beacons recorded which
is updated in risk estimation probability function [8, 9].

Risk Estimation probablity = f(a,d, M, ct) (1)

Where a= Angle, d =Distance, M = Mobility, ct=
Compromise Time.

Let consider a set of source and destination pairs {(S],
D), (S2, D), .... . (S,—1,D,,—1)} and a distance across each
pair of nodes are {d,d,, ...,d,_1}. When a pair of nodes
have random mobility at different time instances, the risk
probability of each node with corresponding destination and
adjacent nodes will be as

Y1 P(Ni) = plar)p(di)p(My)p(cty) (2)

According to the Fig. 1, the angle probability p(a)from an
anonymous node to its adjacent anonymous neighbor depends
on the angle (i.e., 01, 62 and 03) that each of the three adjacent
nodes (i.e., N1, N2 and N3) make with the line drawn from
source to destination.

The attacker uses angle criteria to manipulate source and
destination pairs. Attacker consider different angles of node,
where the attacker can capture the source transition signals.
The probabilities of 360-degree angle of a node are measured.
The angle probability p(a;) of moving from node S to one of

Table 1 Risk estimation probability rate matrix

Nodes  Angle Distance Mobility Compromise time
probability  probability  probability  probability
0.3145 0.3554 0.7 0.2482
0.3927 0.3097 0.76 0.3197
0.2930 0.3347 0.55 0.432
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Fig. 2 Flow diagram of proposed
ARPASC technique
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Table 2  Simulation parameters

No. of nodes 200

Area size 1000 x 1000
Mac IEEE 802.11b
Transmission range 250 m
Simulation time 200 s

Traffic source CBR

Packet size 512

Mobile speed 10,20,30,40 and 50 m/s
Attackers 5,8,10,12
Initial energy 10J
Transmission power 0.6 60 J
Receiving power 03957
Routing protocol ARPASC
Antenna OmniAntenna

the n adjacent nodes is presented in Eq. 2, where, angle N1—
S—N3 =120% and 120°<01 + 02 + 03 <180°; for n =3.

pag = 0.5X<1 RN Gk)> (3)

However the distance is also another possibility to the at-
tacker to attack on a source node. The distance probability of a
source node S is estimated between the adjacent node (V1,
N2, N3) to targeted destination D and is measured with the
non orthogonal location coordinates. The Eq. 4 represents
the distance measurement.

dist

(4)

(G0:J0) (ki) =/ U=jo) +(ix=io) >+ Ux—Jo) X (ix—io)

The probability of distance is shown in Eq. 5:

dist
pdk = ( d (5)

ZZ:]diStk)

where dist;, = log,dist i, j \(.j,) -Where n =3.

Compromised time (ct) is used to determine the time taken
probability to attack on the nodes. The attacker keenly ob-
serves the sources, and its adjacent nodes (i.e N1,N2,N3).
The compromised time attack probability for n adjacent nodes
is defined in Eq. 6, which it considers the total time elapsed (7)
and vulnerability severity (vs).

1—cty
Pty = 7o (6)
(Xoiete)
where n =3 and ¢ty = Y, - where the i= {1 to n},

tvs;

n is number of vulnerabilities.

Generally attacker randomly moves to the different corners
of the network to compromise the sources and its adjacent
nodes, to move across the network, the attacker selects the
different sources and adjacent nodes angles . Based on the
distance rate and angle rate, the attacker organizes the velocity
rate, to determine the mobility probability. The attacker takes
consideration of adjacent nodes mobility rate i.e. velocity
v.The attacker estimates the mobility probability rate of adja-
cent nodes from source node which is measured in Eq. 7.
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Input: Set of states s, time t
Output: Estimate minimum and maximum number of hops to attack

1) Initialize set of states s = {5y, 5., ...,5,} where s, = {pa,, pd,, pM,  pct ]

2) Begin process moves from s, _, one state to another 5., generating a

sequence of states 5.4, 5.5, ..., 5., ¢
3) probability of each subsequent state
P(Si;|Si1) Si2s oo s Sigem1) = P(Sixe|Si3c=1) P (Si1) Sizs o0 Sixc)
=P(s ;-|5;1-5;:v wer Sigem1 )P (Si1r Si2s +00» Sige=1)
= P(Sic|Sie-1)P(Si1s Sizs voos Sige=1) =
= P(Si|Six-1)P(Six-11Six-2) - P(S2|5:1) P(5:1) 9)

4) Generate random observation states {v’y, V-, ..., vy, } i.e where states are not visible
5) Compute Risk estimation Transition probability

5.1 matrix of transition probabilities REP . = P(s |s

P({pay, pdy., pmy,pety)) = P (E5) PEEP(EEE) - (10)

pdy pmy’ “pdy

5.2 matrix of observation probabilities & = (b, (v,. )).b. (v, ) = P(v, | s)
5.3 vector of initial probabilities == (7,), 7. = P(s..) and initial probability

6) Represent model M = (REP,B, 7).

7) Find minimum and maximum number of hops

p's

B oin ™ p—;? > 0 && p,:-.szov < 1 (11)
Hpox = 5700y = 1 && ....'-S:D- i< 1 (12)

8) Derive the minimum number of hops to reach from source to destination < 5: D =
n'® step is P, (5:D)

9) The overall transition vulnerability probability is
P(VE) = (H,yp» Hpmax» REP, B, 7) (13)

pMy = 1- M (7 where M) = rand (v) Where the n=3, where v is velocity
(Zzle k) which represent the node mobility speed.

@ Springer
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Based on all the probability rates which were defined in Egs.
4) (5) (6) (7), the total risk probability based on different time
instances are measured by assigning different weights to the each
criteria. Let assume Wy, W,, W5, W, are four different weights,
we consider each weight as 0.25. The total risk probability based
on the four-criteria probability rate from source to adjacent nodes
are derived as P(REP) as in Eq. 8.

P(REP) = pa;, x Wi + pd, x Wy + pM; x W5 + pct;, x Wy (8)

If the total probability rate in between 0.75>P(REP)< 1,
will be considered as high vulnerability rate. If P(REP) in
between 0.5 > P(REP) <0.75, will be considered as medium
vulnerability rate. If P(REP) rate is less than 0.5 will be treated
as less vulnerable.

Based on the four different criteria probability rate, the
Table 1 determine the vulnerability status at each node:

S(0,0) N1(—1,1) N2(0,1) N3(1,0) D(1,4)

Path vulnerability estimation

The vulnerability estimation P(VE) probability determines the
vulnerability rate on each path from all possible paths between
source S to the target 7. The hidden markoval model validate
the risk estimation probability data, by considering risk esti-
mation probability rate matrix table in Table 1. The HMM,
considers the four different risk estimation criteria as set of
states s = {pay, pdy, pMy, pcti} .
Algorithm 1:

The risks of each attack and response should be calculable,
because the attack response actions could cause a lot of dam-
ages than attacks. Based on the secure and unsecure states,
MANET is divided into two states one is secure and second
unsecure state. If the node is compromised by malicious node
then it is in unsecure state. If the MANET network is secure,
does not mean it is fully safe network. The evidence collection
is used to determine whether the network is safe or not.

Risk evidence collection

The risk of each adjacent node in between source and desti-
nation pair is defined in probability risk estimation matrix and
vulnerability path estimation. The risk of each path and risk of
each adjacent node should be determined in the evidence col-
lection by employing the data into the decision tree [10]. The
evidence collection, collect the probability state information
from our risk estimation matrix table to detect the uncertainty
during anonymous communication by computing the entropy.
The entropy mechanism determines the optimality by consid-
ering different categories of risk estimation matrix data.

Let estimate entropy of each path to determine uncertainty
by considering risk estimation matrix data.

H(S) = Y ecp(c)logyp(c)

Where S represents set of path states

(14)

C presents set of classes {H,,,;,,, Hax, REP, B, T}
p(c) represents the proportions of number of elements in a
class C

Where the entropy function determines the different entro-
py rate values of different paths, the lowest entropy rate value
set and highest entropy value set will be assigned to informa-
tion gain for determining the path efficiency

1G(A,S) = H(S)"Zierp(0)H () (15)

H(S) entropy of set S.
t sub sets which are created from risk path set S.

The higher information gain of path will be considered as a
higher trust probability rate. The risk evidence approach considers
the different information gain rate values and evaluates the risk
with respective of two different evidences types RE1, RE2.

RET: The possibility of attack occurrence in a chosen path
in between source and destination pair. The risk evidence
probability is represented as

P(RE1) = f(IG(S)) (16)

where the fIG(S)) is a probability attack function which is a
representation of information gain attribute rate.

If min(/G) < P(RE1) <max(/G) will be considered as a
trustable path.

P(RE2): proves an evidence of path alter by malicious node,
where the path alter function {P) considers the minimum and
maximum hop values {H,,,;,, H,...} and different distance rates,

(17)
(18)

Based on the risk estimation function, the risk level is de-
termined the risk threshold in two different risk threshold

bands, such as upper threshold band and lower threshold
band. The path should be represented in between <UT: LT>.

P(RE2) = f(P)
Attack = P(RE1)@®P(RE2)

Risk—LT

1
UT-LT (19)

P(p,) = [ *n] Riske(LT, UT)

Anonymity hopping sequence generation
In a network the generated anonymity hopping sequence are

assigned to mobile nodes. The generated anonymity hopping
sequence contains the cache about earlier hops. When the

@ Springer
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network is interpreted with malicious packets, any two hop-
ping sequences should have a maximum Hamming distance
so that a malicious/compromised node can be recognized in a
network.

Suppose that the network consist of n nodes with n—m
malicious nodes, and let the set of available paths be {p;,
D2>D3s ---sPn—1}. To design a, n - anonymity hopping se-
quences for P,(S: D) is a pseudonym of {H,,;,, H,..}, the
anonymity node executes the following steps

Step 1: Generate n random sequences sj; 1 <j<n, each of
length L. For each sequence sj= {sj(1), ...,sji(L)},
we have Prs;=k]=1/K, where k=12, .. . K

Step 2:  Generate a random location vector ¢ = {c(1), ...,
c(M)} where Pric(i)=k]=1/K i=1, . .,
Mandk=1,2,.,K.

Step 3: Generate a random slot position vector v= {v(1), ..,

(M)}, where V(i) € {1, .., L+ M}, v(i)) #v(j), YV i #]
Step 4: To assign anonymity hopping sequence to each
node.

Anonymous communication (AC)

Suppose a source S wishes to transmit a message m anony-
mously from adjacent node {x,,}to destination node. Then the
AC consider n adjacent nodes anonymity level as [ ={A|, A,, .

., A,, A, where the actual message sender is A for some
value t,1 <¢<n.

Let organize secured anonymous communication by con-
sidering a large prime number p and « be a primitive element
of Z;. Then o is also a generator of Z. Thatis Z; =< a>.
Both p and & are made public and shared by all members in [.
Each A,c[ has a public key y; = o mod p, where x; is a ran-
domly selected private key from Z;,l

In this scheme, we do not discriminate between the node A;
and its public key y;. Therefore, we also have [ = {y1y,. . ..

Vb

Suppose m is a message to be transmitted. The private key
of the message sender is x;, 1 <t<n.

To generate an efficient anonymous secured message au-
thentication scheme (ASMAS) for message m, by following
three steps:

Generation of ASMAS

(1) Select a random and pair wise different k;, /; for each 1 <i <
n,i#tand compute 7; = o mod p, s; = o' mod p, q;
= o’ mod p where 1<k, 1, ¢;<p.

(2) Choose two integers k, [ randomly where 1 <k, < p and
compute =0 Ty mod p, si—c![1ir;™ mod p

@ Springer

and q, = ozh]_[#,s;q" mod p such that v, £ 1, s,#1, q,#

1, 1,#1, 8% Snqi#q.foreachitt.
(3) Compute

w=k+l+h+ Y ki + Yol + Y hi +x0 + ks
+ l,q, modp (20)
The ASMAS of the message m is defined as
[(m) = (m,f,rl...

where

ha,w) (21)

Tp, S1... ..qn,hl...

Snyqq--

w

r ” S1..5, q
Q= Pl TnS 1 Sa Gy @ Y STstmod p (22)

Verification of ASMAS

A verifier can verify an alleged ASMAS(m, [, 7] .. .. .Fy,81....
.8, w) for message m by verifying whether the following equation

wo__ T3S [ q n
Q" =r St Saqy g Y s st mod p (23)

holds. If (23) holds true, the verifier accepts the ASMAS
as valid for message m. Otherwise the verifier rejects the
ASMAS. If the ASMAS is validated without being mod-
ified, the future anonymous communication is designed as
follows

[T 7 118 [14: 155 117 1 5% mod p

l:lll]: l]l—

= (TMrs)re(Tesi) s (Mg a0 (N7 )7

(1 ) (11 )

i#t i#t

mod p

e az:’izki aZii/li aZm

& (0/‘ Hyf"’) (Hy?)y,’
i#t i#t

<o/ 1 ri‘v") (H rf’) ry <o/’ I s;qi> (H sﬁ"‘) s mod p
i1 i i i

= aXukiqialiqishi oyl ol ol mod p
— az,i,k 2 ilit L AT ;,r,s, 4 mod p
kit L it Xy hitk+1+h Xr”/ akmalzq, mod p
k+l+h+zlrlk F2 sl Yz hi +X,I,+k/ si+q, modp
=" mod p
(24)
Then, the destination accepts the message after validating
ASMAS message of destination adjacent node. The entire
process is shown in flow diagram in Fig. 2.

Simulation results
Simulation model and parameters

In this research work, we simulate a MANET network model
with a set of malicious nodes. In order to evaluate the ARPASC
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efficiency we consider a network with group of active attacks.
Each attack configured with set of mobile nodes, with different
communication range and energy rate. The attacks are config-
ured with high frequency communication range with high
amount of data rate. The Network Simulator (NS2) [29], is used
to simulate the network, with different attacking assumptions.
In this simulation, we consider a network range as 50 mobile
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nodes to 200 mobile nodes with the 2 Mbps data rate and with
random mobility. We consider a minimum #/10 attacking nodes
in a network. In this experiment we considered blackhole at-
tack, jamming attack, wormhole attacks and flooding attacks.
In this experiment we modify DSR routing protocol with
hidden markoval model and decision tree model. DSR protocol
packet is modified with respect to anonymity packet features.
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The simulation settings and parameters are summarized in ~ Secured anonymous communication for location based ser-

Table 2. vice using asymmetric cryptography scheme (SALAC) [8].
The performance is evaluated mainly, according to the follow-
Performance metrics ing metrics.

The proposed Adaptive Risk Prediction and Anonymous <+ Packet Delivery Ratio: The ratio of total amount of
Secured Communication (ARPASC) is compared with the packets received by total number of packets sent.

Delivery Ratio Number of Modes Vs DeliveryRatio

30,0000 ARPASC
|85.0000 B SALAC
80,0000 N —— —
75,0000 /
70,0000
65,0000

60,0000 //
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45,0000 /
40,0000 /
35.0000
30,0000 /

25,0000
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Fig. 7 Number of nodes vs packet delivery ratio
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Fig. 8 Number of nodes vs average throughput

* End to end delay: The amount of end to end delay during
the transmission

* Energy Consumption: The total amount of energy con-
sumed by the nodes to transmit the data packets to the
receiver.

* Throughput: The total amount of data transmitted at des-
tination through the link.

120,000 140,000 150,000 180,000 20,0000 mberoftiodes

Results
Based on number of attackers

In this scenario we considered blackhole, wormhole and
flooding attacks. We have considered minimum 5 attacks.

Energy Consumption(J)

1,3000

Number of Nodes Vs EnergyConsumption
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0,3000

0,2000 /
0,1000 ;

0,0000 /

0,0000 20,0000 40,0000 60,0000 80,0000 100,0000

Fig. 9 Number of nodes vs energy consumption
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Fig. 10 Number of nodes vs end to end delay

We vary the number of attacks as 8,10 and 12 to analyze the
performance.

Figure 3 shows the packet delivery ratio of ARPASC and
SALAC techniques for different number of attacker scenario.
In ARPASC, risk prediction and risk evidence improves the
packet delivery ratio compared to SALAC protocol. We can
conclude that the packet delivery ratio of our proposed
ARPASC approach is 12.6% higher than SALAC approach.

Figure 4 shows the average throughput of ARPASC and
SALAC techniques for different number of attacker scenario.
In ARPASC chances of path failure is very less compared to
SALAC resulting in better throughput compared to SALAC.
It can observed that the average throughput rate of our pro-
posed approach is 14.2% higher than SALAC approach.

Figure 5 shows the energy consumption of ARPASC and
SALAC techniques for different number of attacker scenario.
Overall energy consumption is less in ARPASC compared to
SALAC due to less path failures. Adaptive risk prediction and
risk evidence in the proposed technique results in 11.8% less
energy consumption compared to SALAC approach. From
Fig. 6 it can be concluded that the end-to-end delay of our
proposed ARPASC approach is 16.4% less than SALAC
approach.

Based on number of nodes
In our second experiment we vary the number of nodes as
50,100,150, and 200 and analyze the protocol performance.

In ARPASC, risk prediction and risk evidence improves
the packet delivery ratio compared to SALAC protocol due

@ Springer

NumberofNodes

120,0000 140,0000 160,0000 180,0000 200,0000

to less path compromisation and less path failures. Figure 7
demonstrates that the packet delivery ratio of our proposed
ARPASC approach is 14.7% higher than SALAC approach.

Figure 8 shows the average throughput of ARPASC and
SALAC techniques for different nodes scenario. In ARPASC
chances of path failure is very less compared to SALAC
resulting in better throughput compared to SALAC. We can
conclude that the throughput of our proposed ARPASC ap-
proach is 17.6% higher than SALAC approach.

Overall energy consumption is less in ARPASC compared
to SALAC due to less path failures. It can be observed from
Fig. 9 that the energy consumption of our proposed ARPASC
approach is11.9% less than SALAC approach. Figure 10 dem-
onstrates that the end to end delay of our proposed ARPASC
approach is 12% less than SALAC approach.

Conclusion

In this paper, we proposed an Adaptive Risk Prediction
and Anonymous Secured Communication protocol in
MANET. The proposed technique can be applied for med-
ical informatics where secured anonymous communica-
tions play a vital role. In this proposed technique, vulner-
ability path estimation is done by using hidden markoval
model. We adopted the decision tree to determine the risk
evidence and determine the attack level rate based on the
risk estimation matrix table and vulnerability path rate
data. We estimate the probability risk rate of adjacent
nodes and paths to predict the attack probability in
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anonymous environment. We employed anonymous secured
message authentication scheme to enhance the security of
anonymous communication. Experimental results demon-
strate the efficiency of proposed Adaptive Risk Prediction
and Anonymous Secured Communication model.
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