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Abstract
Big data has become one of the most imperative technologies for collecting, handling and analysing enormous volumes of data in
a high-performance environment. Enterprise healthcare organizations needs high compute power for the large volume of sensi-
tive data, as well as large storage for storing both data and results, preferably in the cloud. However, security and privacy of
patient data have become a critical issue that restricts many healthcare services from using cloud services to their optimal level.
Therefore, this issue has limited healthcare organizations from migrating patient data to a cloud storage, because the cloud
operators have chance to access sensitive data without the owner’s permission. This paper proposes an intelligent security system
called Intelligent Framework for Healthcare Data Security (IFHDS). IFHDS enables to secure and process large-scale data using
column-based approach with less impact on the performance of data processing. The intelligent framework intends masking
personal data and to encrypt sensitive data only. The proposed IFHDS splits sensitive data into multiple parts according to
sensitivity level, where each part is stored separately over distributed cloud storage. Splitting data based on sensitivity level
prevents cloud provider to break complete record of data if succeeds to decrypt part of data. The experimental results confirm that
the proposed system secure the sensitive patient data with an acceptable computation time compared to recent security
approaches.
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Introduction

In recent decades, the size of data digitization in healthcare has
increased for different data varieties such as structured, semi-
structured, and unstructured data [1, 18]. The healthcare industry
is facingmultiple challenges. There are cost of care delivery, data
volume growth in relation to patients, doctors, and healthcare
entities. Healthcare is one of the sectors generating huge, veloc-
ity, and a vast variety of data [2, 12, 13]. Consequently, to obtain
high performance in data processing, the healthcare entities are
moving to use big data technology [25, 26].

Apache hadoop and Apache spark [9, 16] are the most com-
mon big data processing platforms used today over distributed

systems. The goal is to process data among hundreds or thou-
sands of machines in a cluster. They provide fault tolerance, and
high abstraction in building applications using the MapReduce
processing model [14]. In the healthcare sector, the big data
solutions offer to process and analyse this huge amount of data.
Thus, the big data platforms help to gain more information, pre-
dict outcomes for patients by getting a 360-degree view of the
patient data, and real-time decisions making [11].

Therefore, the healthcare organizations are moving toward
using cloud computing. This is save costs, improve care man-
agement, analyse different types of data and manage
healthcare services [3]. Moreover, the cloud providers use
Mass Distributed Storage (MDS) to scale up the data storage
size and provide high performance data retrieval [34].
Basically, the main idea of processing big healthcare data on
the cloud is using hadoop and spark to split data into sub-files
and store them on the cloud [35, 36]. Indeed, storing health
data on the cloud provides several advantages to healthcare
organizations. For instance, bandwidth for data transferring,
increased accessibility so data can be accessed from any-
where, and cost savings due to reduced annual operating costs.
Big data services based on cloud computing are one of the
most attractive research areas in the field [4, 5].
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The reason behind that is that healthcare data contains sen-
sitive information and security is the biggest issue for
healthcare organizations. This issue needs a solution to protect
healthcare data and mask personal data from cloud providers
[6, 36, 41, 43]. In recent years, there are many studies carried
out to protect sensitive data by masking personal data.
However, based on the HIPAA model, masking data is still
readable to anyone and is not enough for healthcare organiza-
tion. Healthcare entities requirements need to store sensitive
data as a cipher text [44].

Data can be secured by using various techniques such as
authentication, integrity, and encryption. Data encryption is
nothing but change data into secret text using encryption al-
gorithms. Also, it means calculations that transform plain text
into cipher text, a form that is non-readable to unauthorized
parties. The encryption process of data can be done at sender’s
side and data decryption is done at receiver’s side. The en-
cryption algorithms can be classified into twomain categories,
namely, symmetric key cryptography and asymmetric key
cryptography. On the one hand, symmetric-key algorithms
use the same key for both encryption and decryption. For
instance, Data Encryption Standard (DES), Advanced
Encryption Standard (AES) and blowfish. On the other hand,
asymmetric key algorithms utilize different keys for encryp-
tion and decryption. For example, Rivest-Shamir-Adleman
(RSA) and Elliptic Curve Cryptography (ECC).

Security and privacy threats to health data stored in the cloud
are mainly categorized into two areas. The first is the internal or
external cloud provider agents abusing privileges to access
healthcare data. This is an Borganizational threat^, it means that
a cloud provider employee can provide confidential data to
outsiders. The second area is Bsystemic threats^, which occurs
during the flow of healthcare data transmission. This could be
in the form of deleting, modifying, denying or updating patient
records during the transmission process [6, 37].

The current most common active approaches to protect
healthcare data is applying encryption algorithms on the
whole raw data using one key. Encrypt data uses only one
key affects the performance, especially when many columns
not storing sensitive data. So, these approaches cannot meet
healthcare organizations requirements because the cloud pro-
viders still able to decrypt the health data the on-cloud storage.
Thus, it is essential to solve security problemswith less impact
on the performance. This paper proposes an efficient IFHDS
approach using encryption algorithms in a distributed manner
among different cloud platforms. IFHDS protects only the
sensitive data with less impact on performance and latency.

IFHDS enhances the performance for health data process-
ing by encrypting each column based on the security needs
instead of working on raw mode. The platform processes and
encrypts different levels of plain text. Also, IFHDS encrypts
data on different levels and provides different key for each
column based on the security level. So, the proposed approach

increases level of security to protect data through isolating any
malicious activities to access patient’s data.

Figure 1 illustrates the architecture of proposed IFHDS
framework. The broken-arrow lines represent the client per-
spective and the solid ones represent that of the cloud pro-
viders. As shown in Fig. 1, to optimize cluster resources, in-
stead of encrypting all data, the first step defines the sensitivity
level of the data and splits it into two types of files. The first
type contains sensitive data and the second contains non-
sensitive data as a plain text. The first step is mainly supported
by the Data Sensitivity Level algorithm (DSL). This algorithm
defines the sensitivity level for each attribute and separate
sensitive data from non-sensitive data. Then, the Sensitivity
Level Encryption (SLE) algorithm is developed to use a cryp-
tographic algorithm regarding sensitivity Level. To perform
replication and distribution of encrypted data over different
cloud providers the Duplication and Distribution Data
Security (D3S) algorithm is defined to support this step.
Decrypt Sensitivity Data (DSD) is responsible for decryption
processing in retrieval data. Hence, the main problem solved
by IFHDS is protecting healthcare data from being directly
reached by cloud providers.

The rest of this paper is structured as follows: Section 2
provides related work in this innovation area. Section 3 intro-
duces the proposed system of experimental study, and a results
analysis and discussion are introduced in Section 4. The paper
conclusion and future work are provided in Section 5.

Related work

Big healthcare data is beyond traditional data processing in
terms of performance, storage, and manner of analytics in order
to deliver healthcare entities requirements. Therefore, it creates
challenges in data storage, and security [20]. For encrypting
small amounts of plain data, the current encryption algorithms
are a possible solution using a single machine. However, to
secure big health data without improper performance, the in-
dustry needs innovative approaches based on distributed stor-
age and processing on the cloud computing [2, 21].

In recent years many studies have developed new ap-
proaches to protecting health data by tracing workflow of data
execution on the cloud using multi-agent computing [30, 38].
In [47], the authors proposed a new platform called a Fully
Homomorphic Encryption for Blend Operations (FHE-BO).
For arithmetic operation, FHE-BO proved that had an accept-
able error caused by the bitwise operations. Generating en-
cryption matrices’ time was random. This time depends on
the efficiency of creating invertible matrices. FHE-BO is pow-
erful approach when use it in basic arithmetic operations.
However, there is no practicable application yet on this ap-
proach due to is hard to achieve correct result through query-
ing cipher text.
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Other studies focus on access control mechanisms to au-
thenticate accessing of the data [39], whilst other research
focus on encrypting the whole data using encryption algo-
rithms [10, 15, 17]. The authors [22] have introduced a new
technique called Computing on Masked Data. This approach
allows computations on masked data instead of traditional
cryptographic techniques that make overheads when
performing computations on big data.

In [23], a framework is proposed for securing sensitive big
data on the cloud. The data is secured throughout delivery,
storage and destination using heterogeneous proxy re-
encryption algorithm. However, from a performance perspec-
tive, this framework needs an optimization in heterogeneous
proxy re-encryption algorithm, to improve performance while
applying encryption algorithms to big data. In paper [24] a
secure electronic healthcare system is introduced that protects
patient confidentiality. Also, this system is able to centralize
the collection of patient data to prevent any unauthorized ac-
cess. Other recent research is starting to focus on using mul-
tiple cloud providers to secure sensitive data like [8].

In summary, recent studies focus on solving the problem of
sensitive data abuse on cloud providers using two approaches.
The first approach is restricting employee behaviours using
General Data Protection Regulation (GDPR) and most com-
panies apply this type of regulation. The second approach is
the common one which protects data using encryption ap-
proaches, like ABE and RSA. However, this type of data

security does not meet the requirements of healthcare organi-
zations. The performance issues caused by encrypting the
whole data. Another reason is that the cloud providers can
leak information if sensitive data is successfully decrypted
because most frameworks depend on one encryption key to
encrypt all data and store all the data in one place. Therefore,
IFHDS is designed for big healthcare data processing over
distributed storage on the cloud. IFHDS enabled data to be
secure, reliable and available in cloud storage.

Proposed intelligent framework
for healthcare data security

As healthcare organizations look to move into the cloud com-
puting, many organizations are implementing new security
measures and performance optimizations [27–29, 42]. The
storing of immense amounts of data using traditional en-
crypt/decrypt, mechanisms are not sufficient for two main
reasons [19]. The first reason is that, the recent approaches
[22–24] are used one key to encrypt all data. Encrypting all
data using a single key is risky if the cloud providers succeed
to generate decryption key to access patient’s data.

Therefore, the need to invent new ways of data processing/
classification is greater than ever to reduce the overheads
while applying security algorithms. In this ever-changing
landscape, this paper presents the comprehensive approaches

Fig. 1 Proposed intelligent framework for healthcare data security
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for data security, performance, reliability and flexibility. This
is done by proposing a data sensitivity-based model to govern
the data classification and tiers using DSL and SLE algo-
rithms. As shown in Fig. 2, the proposed IFHDS framework
consists of four algorithms as following:

DSL algorithm

Spark masks personal data based on GDPR requirements for
patients and doctors using hashing table which stored in EHR.
DSL received masked data to start encryption process.
Encryption frameworks such as SA-EDS encrypts the whole
source data while distributing data among cloud providers and
induce computational overheads and additional latency.
Hence our proposed DSL algorithm algorithm splits masking
data into sensitive data or plain data. Then, DSL creates new
files with prefix <sensitive> or < plain> depending on the sen-
sitivity level of the data as shown in algorithm 1. This means,
the masking data will split into two types of files, one includ-
ing the sensitive data and the other including the plain text.
This algorithm optimizes the cluster resources by encrypting
only the sensitive data while storing or retrieving huge data. In
the same time of encrypting sensitive data, DSL sends plain
data to cloud storage.

In algorithm1, the data owner adds label L for each attri-
bute to define security level. As shown in Fig. 2, all security
levels defined by owner saved in yaml configuration file
which used in splitting data. So, based on the security levels
in yaml file, the security tiers can be classified into four secu-
rity level as follows:

& Security Level 0 (plain data): Aggregation information
like total income, outcome or the total number of patients
per healthcare entity.

& Security Level 1: In this level, the data is plain text, such
as address, telephone, Fax for the hospital.

& Security Level 2: A dataset that includes data of disease,
healthcare entities and financial information.

& Security Level 3: Healthcare dataset including all private
data of patients and doctors.

The DSL algorithm stores attribute E with a security
level (SL) greater than 0 with prefix Bsensitive^ file and
uses prefix Bnormal^ on plain text with security level 0.
This flow done through spark environment. Spark read all
data in memory as single data frame called Bmain_df^ to
keep all processing in memory. DSL creates two
dataframes from Bmain_df^. The first dataframe called

Fig. 2 IFHDS system architecture
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Bnon_senstive_df^ contains all fields with security level 0
to store it in cloud environment. The second dataframe
called Bsenstive_df^ contain the rest of data that need
encryption. Finally, to clean memory the DSL un-persist
main_df from the memory and caching non_senstive_df to
use it in next step.

The advantage of DSL algorithm is breaking the dependen-
cy between sensitive data and normal data. This advantage
saves a time and cost by sending normal data into cloud stor-
age without encryption processing. This means the transmis-
sion of data will be faster due to two operations being per-
formed in parallel. The first operation is transferring plaintext
data into distributed storage on the cloud provider. The second
one is starting encryption process of sensitive data in SLE
algorithm.

SLE algorithm

SLE encrypts the data based on the security level for each
attribute before loading a sensitive data into a cloud storage.
To evaluate our approach, we are using three cryptographic
algorithms; Advanced Encryption Standard (AES), Data
Encryption Standard (DES) and Blowfish [7]. IFHDS also
categorizes these algorithms based on security strength, as is
already defined in reference [33]. However, for more flexibil-
ity, the data owner can change the cryptographic algorithm for
each level. So, by default AES algorithm used in level 3,
Blowfish in level 2, and DES in Level 1.

The idea of ranking sensitive data is to avoid producing a
breakpoint by using only one encryption key for sensitive
data. Also, from a performance perspective, it is important to
meet all healthcare organization security requirements without
reducing performance of data processing. So, the best security
approach is to encrypt data based on security level for each
attribute before loading it into cloud storage. This is will meet
both security and performance requirements for each level. To
do so, as shown in algorithm 2, SLE starts to read security
level for each attribute and encrypt data using the appropriate
cryptographic algorithm for this level. To enhance the perfor-
mance of the encryption process, we are using Apache Spark
as distributed computing system over Yet Another Resource

Negotiator (YARN) [31]. SLE encrypts all attributes in paral-
lel instead of using sequential process. D3S responsible to
load encrypted data from spark into cloud providers.

SLE algorithm enhances the performance of encrypting
data using two strategies. The first strategy uses ranking
of sensitivity to load balance between the strength of se-
curity algorithm and performance of encryption. The sec-
ond strategy is encrypting all attributes at the same time
using big data processing technology like spark to achieve
the highest performance. SLE caches senstive_df to split
each level as a new data frame to encrypt it with appro-
priate security algorithm. Then, send all encrypted data
frames to D3S algorithm.

D3S algorithm

Instead of keeping data in the hand of only one cloud
provider, D3S works on splitting data into different
cloud providers as each cloud provider would have in-
complete data. This strategy will keep health data secure
even if the cloud provider succeeds to decrypt the data.
Indeed, Security-Aware Efficient Distributed Storage al-
gorithm (SA-EDS) approach only supports splitting data
over two cloud providers. Therefore, failing to provide
flexibility or reliability of health data when the cloud
service goes down. Reliability of a distributed storage
in cloud computing may be defined as the probability
that the client can retrieve data successfully [9, 30].
However, successful retrieval of data from cloud pro-
viders depends on the reliability of distributed storage
in the cloud.

Hence, to successfully keep health data available 24/7 only
onemain condition needs to be satisfied, being that the storage
services in the cloud must be operational all the time.
Although this may sound simple it is a very difficult condition
from a practical point of view. Health data is critical data
healthcare organizations need to keep all data available at all
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times. IFHDS resolves this issue using D3S algorithm which
considers each cloud provider as a data node in hadoop cluster
over YARN as shown in Fig. 4. Apache hadoop provides
reliability by replicating each bulk of data into three different
nodes [31, 40]. In the case that one of the nodes (cloud pro-
vider) goes down, the data owner in the healthcare organiza-
tion can retrieve data from the replicating node. Apache
hadoop also provides more flexibility to add any number of
nodes in runtime and automatically balance further data over
different nodes.l

The idea of the D3S algorithm is reading encrypted
data from SLE algorithm and using hadoop cluster to
split and replicate data as shown in algorithm 3. D3S is
a column-based algorithm. It means storing each column
as a bulk and replicating this bulk over cloud providers.
Also, in D3S, the data owner can define replication
factor (RF) which represent the replication number for
each bulk.

DSD algorithm

The main task of DSD algorithm is enabling the data owner in
the healthcare organization to retrieve data from different
cloud providers. The data owner requests data from the re-
source manager in hadoop cluster. Resource manager has ac-
cess to mapping table of data bulks among different cloud
providers or data nodes. DSD decrypts data via appropriate
decryption key for each attribute based on the security level
that is defined in SLE algorithm. All workers in the Yarn sub-
clusters able to use the decryption key through hadoop KMS
[43, 44]. KMS used to manage the keys in hadoop environ-
ment. We used spark over hadoop as a distributed environ-
ment to provides in memory processing and easy to distribute
encryption keys over worker machines. However, as shown in
Fig. 3 KMS enhanced to encrypt data on column based instead
of raw. So, the Master node generates key for each security
level and store all keys in KMS to use it later when end user
query stored data. Also, DSD algorithm serve client queries by
distributed required keys related to the query over workers in
the cluster.

All clusters running over YARN Federation [45, 46]. So,
each could environment used own Resource Manager (RA) to
manage the data processing inside the spark cluster on the
same cloud. This approach scales a single YARN cluster to
tens of thousands of nodes, by federating multiple YARN sub-
clusters. The proposed approach is to divide a large cluster and

Fig. 3 Key management system
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spread data into smaller units called sub-clusters. Each one of
the sub-cluster work on different cloud environment with its
own YARN RM and compute. From application view, the
federation combine all sub-clusters together as one large
YARN cluster to the applications. YARN federation will be
able to schedule tasks on any node of the federated cluster.
Algorithm 4 shows the pseudo code of DSD using the follow-
ing procedure:

1. Client request Data from hadoop.
2. Resource Manager defines bulk locations in different data

nodes (cloud providers).
3. Data Nodes send data to DSD in parallel.
4. DSD reads security level for each attribute to know which

security algorithm is used to encrypt attribute.
5. DSD decrypts each attribute using the same algorithm

used in encryption.

After DSD finishes, hadoop stores decrypted data in output
directory which is configured by client.

Experimental study

This section presents the experimental environment and the
results of the practical experiments. The experiments are done
to evaluate the proposed framework on different volumes of
data and different security levels. It is then compared with the
last approach used to encrypt data using distributed storage
SA-EDS [8].

Experimental environment

The experimental environment for testing and evaluating the pro-
posed system consists of hardware and software components for
a cluster with specifications in Table 1. Hadoop cluster runs over
heterogeneous machines that have different hardware and soft-
ware specifications. Hadoop cluster consists of 50 machines con-
nected with each other through a Local Area Network (LAN) in
on-premise data center and uses 10 Gb/s internet connection to
public cloud. The replication factor in IFHDS hadoop cluster set
to 1 to maximize data storing performance and saving cost. The
replication of huge data increases the storage cost. Currently,
most of distributed storage uses a 3- replicas data strategy by
default to provide data reliability. For instance, to store one giga-
byte of data would need three gigabytes of storage. This storage
affects the cost effectiveness of the cloud storage by adding two
times additional cost. However, we set replication factor in

Table 1 Software and hardware cluster components

Attribute Value

Number of Nodes 21

Memory Size (GB) 500

Network Bandwidth 40GB inside cluster/ 10Gb over
Internet to public cloud

Number of CPUs/Node 96

CPU Core i7 2.3 GHz

YARN Memory 470

Big data Ecosystems spark, HDFS, MapReduce

Operating System (OS) Unix

Big Data Platform Cloudera

Replication Factor 1

Table 3 Hospital general information

Column name Data Type Security Level

Provider ID Char(8) L3

Hospital Name Char(52) L0

Address Char(52) L1

City Char(52) L1

State Char(4) L1

ZIP Code Char(7) L1

County Name Char(22) L1

Phone Number Char(12) L0

Hospital Type Char(38) L0

Hospital Ownership Char(45) L2

Emergency Services Char(5) L1

Table 2 Measure dates

Column name Data Type Security Level

Memo Measure_Name Char(159) L3

Measure_ID Char(45) L3

Measure_Start_Quarter Char(8) L1

Date Measure_Start_Date Char(21) L1

Measure_End_Quarter Char(8) L0

Date Measure_End_Date Char(21) L0
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hadoop cluster into 1, because the storage in cloud storage
systems like Amazon S3 perform well in general. In
Amazon S3, the average failure rate of a single storage
unit is 99.99% over a year. This means that, the average
annual loss rate of data stored without replication is
0.01% [50]. So, from cost and performance perspective,
to keep the replication factor equal 1 is the best choice to

IFHDS framework. All personal data generated randomly
and IFHDS used two data sources for testing as following:

1) For Table 2 and Table 3, The open source database pro-
vided by Centers for Medicare &Medicaid Services [48].

2) Data in Table 4 is based on Chemical Effects in Biological
Systems (CEBS) database [49].

Experimental comparison and discussion

In this section performance evaluation is carried out by mea-
suring the lapsed time, CPU utilization, Yarn memory utiliza-
tion, cluster load, and network usage for various quantities of
data. It also, presents a comparison study between different
sensitivity levels of data based on previous measurement fac-
tors against SA-EDS Fig. 4.

So, before comparing IFHDS with SA-EDS, as shown in
Fig. 5 this paper presents a comparison between encryption
algorithms that used by IFHDS and SA-EDS. The complexity
of algorithms is analysed on the basis of memory, CPU, net-
work, cluster usage, and encryption performance. Figure 5
illustrates the results for each factor. The experiments is done
using 500GB of data.

The memory usage can be defined as the memory usage
during storing and processing data in memory. Less memory
usage will be the greater efficiency. The performance can

Fig. 4 Hadoop architecture for data replication among cloud providers

Table 4 Patient laboratory data

Column name Data Type Security Level

Provider ID Text L2

Hospital Name Text L0

Patient ID Text L1

White blood cell count Number L3

Red blood cell count Number L3

Hemoglobin Number L3

Mean corpuscular volume Number L3

Platelet count Number L2

Lymphocytes Number L2

Basophils Number L2

Chloride Number L3

Carbon dioxide Number L3

Anion gap Number L3

Glucose Number L2

Blood urea nitrogen Number L2

Creatinine Number L2
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define as the execution time required by the algorithm to en-
crypt size of data. Network usage is representing the amount
of data transferred between workers over clusters during en-
cryption process. Finally, the cluster load defined as the per-
centage of resources used by encryption algorithm during end
to end process. So, the better algorithm must be utilizing CPU
and consuming less resources from cluster to achieve highest
execution time. Based on the previous factors, the compared
study found the blowfish achieved best performance with less
cluster loading.

So, using the same type of encryption algorithms, the paper
presents comparison between IFHDS and SA-EDS [8]. SA-
EDS is the latest algorithm in the same research area.
Tables from 2 to 4 illustrate the schema of the different tables
that have been used in the experimental test. The raw data is
composed of 33 columns with different sensitivity levels as
shown in Tables 2, 3, 4. In all tables, there are three attributes;
column name, data type and security level. The data type
defines the type of data in each column. The last column
defining the sensitivity level of the data. Each level, from L1
to L3, uses its own security algorithm in the encryption pro-
cess. L0 representing plain text for plain text data.

To evaluate our platform, we have applied different securi-
ty algorithms used in security levels to encrypt health data.
Figs. [5–9] quantify the execution time, Memory usage, CPU
usage and network transformation after encrypting all sensi-
tive data using SA-EDS and compared with IFHDS. SA-EDS
used only one encryption algorithm to encrypt all sensitive
data. IFHDS framework used one or more encryption algo-
rithm based on the sensitivity data for each attribute.

The execution time is the time need to encrypt, transform,
and decrypt health data using SA-EDS and IFHDS ap-
proaches. Figure 6 compared execution time between SA-
EDS and proposed IFHDS. The execution time is based on
security level which used encryption algorithms AES, DES,
and Blowfish. The SA-EDS approach uses single encryption
algorithm to secure the whole healthcare data. The Blowfish
algorithm is the best performing algorithm, but it does not
meet all security requirements. There are some attributes need
to be more secure using better and stronger algorithm like
AES. In this situation, only one security algorithm has to be
used to encrypt the whole data. However, if SA-EDS uses a
more secure algorithm like AES, it will definitely meet all
security requirements in different levels. But encryptingwhole

Fig. 6 IFHDS execution time
comparing with various
encryption algorithms using SA-
EDS

Fig. 5 Comparison between
encryption algorithms
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data using strong security algorithm, it will affect the perfor-
mance requirements from healthcare organizations.

In contrast, our proposed algorithm IFHDS is designed to
achieve the best performance and achieve all security needs.
As shown in Fig. 6, the performance of IFHDS is better than
all DES and AES to encrypt health data based on security
level. This is because not all attributes need encryption due
to DSL splitting normal data and sensitive data. Also, we
should consider that the proposed IFHDS approach provides
data replication for data availability. The replication process
consumed time from the total execution time and this feature
is not provided by the SA-EDS approach.

Figure 7, illustrates the network usage for each algorithm.
To evaluate the network usage between workers in the cluster
we are using Ambari tool [32]. We applied standard network
tuning for 40 Gbps networking such as enabling TCP window
scaling and increasing socket buffer sizes. Therefore, the plat-
form used Abmari to measure the good throughput of a uni-
directional bulk data transfer over a single TCP connection
with standard 1500-byte MTU. The main restriction of
IFHDS is that it needs strong network infrastructure. The
IFHDS transfers packets to synchronize all operations

between different nodes in hadoop cluster that verify the status
of data nodes. The replication of data among cloud providers
and associated heartbeat messages between hadoop nodes
adds more network traffic.

Figure 8, illustrates the CPU usage in the end to end exe-
cution. IFHDS utilizes the CPUs to achieve high performance
and meet security requirements. IFHDS uses different security
algorithms based on the sensitivity level of data. Also, it able
to encrypt multiple attributes in parallel because the encryp-
tion process is done through spark cluster.

In Fig. 9, the cluster load represents the average load on the
cluster that was used by all consumers’ components in this clus-
ter. The consumer components mean the total number of nodes,
the total number of CPUs, YARN memory, and the number of
running processes. In small data below 800 GB, the average
loading on the cluster does not vary greatly between different
approaches. In small data size, the cluster resources are fast
enough to finalize the processing of data efficiently. However,
when processing data over 800 GB, it appears the SA-
EDS_AES, SA-EDS_Blowfish, and SA-EDS_DES consume
cluster components. This is affects the performance of algo-
rithms. Therefore, as a direct result of the SA-EDS encrypting/

Fig. 8 IFHDS and SA-EDS
CPUs utilization

Fig. 7 IFHDS network usage
comparing with SA-EDS
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decrypting data using sequential operations, it does not utilize
cluster resources. For example, SA-EDS_AES, SA-
EDS_Blowfish, and SA-EDS_DES keep YARN memory in
an idle state between the CPU encrypting/decrypting the first
batch of data and loading the second one.

Finally, to make sure the IFHDS framework working effec-
tively over different cloud environments, IFHDS ran the com-
plete process over YARN federation [45, 46]. End user submit
spark application to Namenode which request resources from
different RAs based on the availability of the resources in the
cluster. Each RA send the status of the sub cluster into YARN
state store machine which help main RA to define the free
resource in each cluster. Then, YARN distribute the application
into different RAs which each one of them responsible to ex-
ecute one or more tasks from the job inside the cluster. At the
end, the reducer in different sub clusters save the result in the
target. So, from the result in Fig. 10 as expected we found the
network effect the performance of the total execution time by
around 2X slower over different geographical cloud environ-
ments. The network only effects the transferring result, not the
actual processing execution time. However, using public
clouds will add flexibility to run distributed job over different
cloud platforms. This is will meet all security requirement from

healthcare industry which can help in the future to enhance and
optimize the data processing cross YARN federation.

In summary, the performance of the proposed IFHDS
framework is evaluated and comparedwith various encryption
algorithms such as AES, DES, and Blowfish based on SA-
EDS approach. The simplest encryption algorithms like DES
are a good choice to use in general projects that not have
sensitive data. But most of healthcare data is sensitive. The
performance of blowfish using SA-EDS approach is better
than other algorithms when use it in lower level of sensitive
data. However, in large and complex projects that need a more
effective encryption algorithm, Blowfish is not the best
choice. To solve this issue, the proposed IFHDS framework
ranks sensitive data into levels before the encryption process.
IFHDS selects the best encryption algorithm for each attribute
and performs encryption and replication processes using
hadoop cluster. The IFHDS approach uses hadoop cluster to
enhance performance, utilizes hardware resources and meets
the security requirements. Also, one of the main advantages of
IFHDS is performing encrypt/decrypt operations among
workers of big data cluster. In this case, the decryption process
is faster due to it being executed through big data cluster not
using a single machine.

Fig. 10 IFHDS Performance
comparison for data processing
over public vs private clouds

Fig. 9 Cluster load while using
IFHDS and SA-EDS
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Conclusion and future direction

This paper presented IFHDS as an Intelligent Framework to
secure healthcare data among cloud providers without reduc-
ing efficiency. IFHDS performs encryption and decryption on
the data based on big data cluster to improve performance
while securing data. The IFHDS secured healthcare data using
ranking cryptography approaches to minimize the processing
time and to encrypt data based on the sensitivity level. From
our experimental evaluation, the Blowfish encryption algo-
rithm achieved high performance but doesn’t enough to en-
crypt high-level sensitive data. AES algorithm provides high-
security level but takes a lot of time to perform encryption and
decryption operations.

On the other hand, the proposed IFHDS framework defines
security levels for each attribute to achieve high performance
using the most appropriate encryption algorithm for each lev-
el. IFHDS uses hadoop and spark to enhance encryption per-
formance. Apache hadoop and spark enables IFHDS to en-
crypt and decrypt data and utilize hardware resources using
parallel processing. IFHDS uses each cloud provider as a data
node and provides data replication for data availability if one
of the cloud providers goes down.

Nevertheless, the side effect of this approach is that the
current version defines the sensitivity level of the data through
a configuration file that is managed by the data owner. In
future, we plan to develop a machine learning module that
will classify healthcare data into different security levels.
Also, we plan to enhance the network bandwidth to connect
to public cloud providers through network bridge of multi-line
direct connection.
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