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Abstract

Mobile Edge-Cloud Network is a new network structure after fog-cloud computing, where service and data computing
are scattered in the most logical, nearby and efficient place. It provides better services than fog-cloud computing with
better performance in reasonably low cost way and allows users to eliminate numerous limitations inherent in fog-cloud
computing, although it inherits those security-privacy issues from fog-cloud computing. A novel privacy-preserving mutual
authentication in TMIS for mobile Edge-Cloud architecture (abbreviated to NPMA) is constructed in this paper. NPMA
scheme not only mitigates some weaknesses of fog-cloud computing, but has other advantages. First, NPMA scheme
supports patients(edge-servers) anonymity and forward-backward untraceability (traceability, when needed), since their
identities are hidden in two distinct dynamic anonyms and a static one and only the trusted center can recover their real
identities, when needed. Second, each edge-server shares a secret value, which realizes authentication with extremely low
computional cost in authentication phase. Finally, NPMA scheme is proven safely against passive and active attacks under
elliptic curve computable Diffie-Hellman problem (ECDHP) assumption in random oracle model. Hence, it achieves the
required security properties and outperforms prior approaches in terms of energy and computational costs.
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Introduction computing, which is at the furthest edge of the network. Fur-

ther, MEC not only offers data, storage, computing and ser-

Telecare Medical Information System (TMIS) for mobile
edge-cloud computing (MEC) architecture is a new
paradigm of blending medical care, edge-cloud computing
and cloud storage together to provide high quality e-health
care for patients [1]. MEC is an extension of fog-cloud
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vices to the patients [2], but also mitigates the weaknesses
of fog-cloud computing. In fog-cloud computing network,
devices usually generate a large amount of data, which can
cause tremendous pressure on fog-cloud server. Meanwhile,
due to the centralized nature and physical location of cloud
server, it can be challenging for remote cloud server to
respond the real-time requirements.

However, MEC is a potential solution to solve the
aforementioned weaknesses of fog-cloud computing. In
order to share the pressure of the central cloud server,
MEC servers can be responsible for the real-time and
short-period data processing tasks as well as the real-
time processing and execution within their own scopes, as
depicted in Fig. 1. Hence, it can provide high-value data for
the cloud. Cloud computing is responsible for computing
tasks that MEC servers are incompetent. Further, through
large data analysis, cloud servers can transfer some non-
real-time, long-period data processing tasks to MEC servers.
In this way, MEC can meet the local needs, and then
complete the application life cycle management. Therefore,
cloud computing and MEC form a complementary and
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Fig.1 Architecture for accessing medical edge-cloud service

collaborative relationship to better meet people’s medical
needs [3].

Due to the benefits provided by MEC, the remote patients
can obtain good medical resources directly access their
medical devices efficiently without any long delay. Patients
are monitored by electronic medical devices or tiny sensors
to collect their vital signs and other health data, which are
sent to cloud via near edge server. Based on these signs and
data, doctors give the corresponding diagnosises, directly
and timely. It can fundamentally solve the difficult problem
of medical treatment in remote areas.

Clearly, e-health care is completely dependent on these
signs and data. However, they are transmitted and exposed
during the unsecured public communication channel.
Adversaries may eavesdrop, intercept, delete, and modify
all the data in this channel, easily [4, 5]. When the least
expected thing happens, one unauthorized adversary may
obtain a patients current health condition, medical history
and other binding fixed information like mobile phone
number and credit card number. Considering the worst
condition, if the adversary has an attempt at harming the
patient, he may modify this patient’s vital health data.
Once, these modified data is transmitted to his doctors, the
wrong diagnosis can be made and the patient’s life may
be threatened [6—8]. Undoubtedly, the patient will suffer
much more than the illness itself. Not surprisingly, they are
the often case in our daily routine. Obviously, the patients’
privacy protection has not been adequately addressed and it
is still an urgent and much stronger requirement in TMIS.

Although MEC service is at its inception, it still inherits
those security-privacy issues, which in turn causes a serious
security concern in MEC environment. Undoubtedly,
security is the primary concern and patients’s privacy is also
one of the nontrivial concerns in MEC architecture [1-3].
In order to achieve efficiency, convenience, security and
privacy of the said system, many efforts have been made.

Main contributions

In order to provide efficiency, convenience, security and
privacy medical care, a novel privacy-preserving mutual
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authentication is constructed in this paper and the main
contributions of NPMA scheme are summarized below:

e Security, privacy-preserving, accountability (patients/
edge-servers), efficiency and dynamic removal (edge-
servers) requirements for the authentication framework
in MEC architecture. Meanwhile, NPMA scheme is the
first study to construct an authentication scheme in this
application scenario on the scope of our knowledge.

e For the multi-senders mode (edge-servers to cloud) in
NPMA scheme, secret sharing is utilized to design
a key establishment between edge-servers with cloud
without key negotiation rounds, which undoubtedly
accelerates the authenticating speed. In other words,
only authorized edge-servers (i.e. registered at trust
center 7 C) can get the secret shared value to transmit
legal ciphertext to cloud. What’s more, a large amount
of ciphertexts may arrive over the same period, NPMA
scheme also provides a batch verification algorithm to
improve the efficiency. Hence, NPMA scheme is very
suitable for computation-limited mobile devices.

e In order to guarantee the integrity, timeliness and
confidentiality of the data stored in the cloud, we
design a novel feedback (response) mechanism based
on patients(edge-servers) temporary keys, which are
only obtained by patients, edge-servers and cloud,
correspondingly. When patients successfully store a
message into the cloud, cloud and edge server feedback
the result to patients in a timely manner.

e NPMA scheme based on certificateless cryptography
can overcome the key escrow problem of identity-
based public key cryptography. The full private keys of
participants consist of two parts: the secret value chosen
by participants themselves and the partial secret keys
generated by T C. It properly resolves the complicated
certificate management problems in traditional public
key infrastructure system.

e NPMA scheme is proved to be secure under the
Elliptic Curve Computational Diffie-Hellman problem
(ECDHP) (For details, see Section “Cryptography
materials”) assumption in the random oracle model.
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The NPMA scheme is proved secure against possible
known attacks and satisfy the secure requirements of
authentication scheme. Hence, the NPMA scheme is
practical in complex network environment.

Related works

MEC is closely related to fog computing, which is
introduced by Cisco Systems [9]. Based on its initial
definition, it was deemed as an extension of cloud
computing paradigm, which provides computing, storage,
and networking services between end devices and cloud
[10]. Stojmenovic et al. [11] discussed the advantages of fog
computing and its applications, such as smart traffic lights
in vehicular networks, smart grid and software defined
networks. Subsequently, most authentication schemes have
been proposed [2, 12-14]. Koo et al. [12] designed a
privacy-preserving deduplication technique for efficient
ownership management in fog computing. Wang et al.
[13] also presented a technique for anonymous and secure
aggregation scheme in fog-cloud computing in which a
fog node aggregates the data from terminal nodes, and
forwards the aggregated data to cloud server. Wazid et al. [2]
proposed a secure key management and user authentication
scheme for fog computing services, where smart devices
and fog servers are able to establish pairwise secret keys
for their secure communication. Different from above ones,
Ma et al. [14] added the fog computing into vehicular Ad-
Hoc networks. But fog computing has not fundamentally
eliminated the weaknesses of cloud computing, these
schemes are not applicable to remote area.

MEC was firstly used to describe the execution of ser-
vices at the edge of the network in 2013, when IBM and
Nokia Siemens Network introduced a platform that could
run applications within a mobile base station [15]. Subse-
quently, some authentication schemes have been proposed
[16—-18]. Considering the time consumption of the comput-
ing task execution and the mobility of the vehicles, Zhang et
al. [16] presented an efficient predictive combination-mode
relegation scheme, where tasks are adaptively off-loaded
to the MEC servers through direct uploading or predictive
relay transmissions. [llustrative results indicate that the pro-
posed scheme greatly reduced the cost of computation and
improves task transmission efficiency. In [17], a provably
secure and efficient identity-based anonymous authenti-
cation scheme for mobile edge computing. Li et al. [18]
defined the privacy preserving data aggregation for MEC
assisted IoT applications. In [19, 20], the authors presented
their vision of exploiting MEC for e-health applications.
They held that among the most promising approaches for
enabling e-health are MEC capabilities and next-generation
wireless networking technologies that can provide real-time
and cost-effective patient remote monitoring.

Subsequently, most authentication authentications have
been proposed [21-26]. However, these did not take into
account MEC scenarios.

Organization

The rest of paper is organized as follows. Some cryptog-
raphy materials about NPMA scheme are introduced in
Section “Cryptography materials”. Section “NPMA: A novel
privacy-preserving mutual authentication for edge-cloud
architecture” presents the NPMA scheme. Detailed security
analysis and proof are given in Section “Security analysis
and proof of NPMA scheme”. The comparisons of the per-
formance and security features between NPMA scheme
with other related schemes are discussed in Section “Perfor-
mance evaluation”. Section “Conclusion and ongiong work”
concludes this paper.

Cryptography materials

In this section, we review some cryptography materials used
in NPMA scheme.

Table 1 Notations

Symbol Description

PA;, Es; the ith patient and jth edge-sever,
respectively

C the cloud-sever

TC the trusted center

IDpa;, I Dgy; the identity of PA; and Es;

pidpa;, pidgs; the static anonym of P A;

PID},Ai, PID%,AI_ the dynamic anonyms of P A;

PID. ., PI D%sj the dynamic anonyms of E's;

Es:
(pk, sk; the pair of public and private keys
A the security parameter

{s, c1, 2} the master private key of 7C

t the number of edge-sever

0 the secret shared value

Ekey (M), Dkey (M)

encrypt/decrypt the message M
by using key key

T! ith timestamp

AT maximum transmission delay
associated with a message

h() a cryptographically secure one
way hash function

@, || bitwise XOR operation and
concatenation operation

= a secured communication channel

— a public communication channel
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Elliptic Curve discrete logarithm problem(EDLP): Given
(P,aP)e G, for any unknown a € Z;‘, the goal of the
EDLP is to compute a. Define the advantage of any proba-
bilistic polynomialtime algorithm A against EDLP in G .
For every probabilistic .4, the advantage is negligible, which
will be used in the security analysis of NPMA scheme.

Elliptic Curve Computable Diffie-Hellman problem
(ECDHP): Choose G, as elliptic curve group G, with
the generator of P, whose order is a prime g. Given
(P,aP,bP)e G, for any unknown a, b € Z;;, the goal of
the ECDHP is to compute abP. For every probabilistic A
against ECDHP in G, the advantage is negligible.

NPMA: A novel privacy-preserving mutual
authentication for edge-cloud architecture

The NPMA is composed of eight basic phases: System
setup phase, Patient registration phase, Edge-server reg-
istration phase, Cloud-server registration phase, Shared
value setting phase, Request and Authentication phase,
Response phase, and Tracing, Removing and Adding
phase. To simplify the subsequent description, some sym-
bol notations are given in Table 1. Figure 1 simply depicts
the MEC network model. At the beginning, trusted center
T C sets up the systems:

System setup phase

Inputs a security parameter A, trusted center TC is
implemented to generate system parameters. Below are the
detailed steps:

(I) TC chooses a g-order additive group G, with a
generator P over a non-singular elliptic curve E(F)),
where p and ¢ are large prime numbers;

(2) Selects seven cryptographically secure one-way hash
functions A1(-): {0, 1}* — Z;‘, ho(9): {0, 1} —
{0, 1}* x {0, 1}, h3(): {0,1}* — {0, 1}*, ha("):
{0, 1}* = {0, 1}* x {0, 1}* x {0, 1}* x {0, 1}*, hs("):
{0, 1}* — {0, 1}*, he(): {0, 1}* — {0, 1}* x {0, 1}* x
{0, 1}*, h7(-): {0, 1}* — {0, 1}* x {0, 1}*;

(3) Chooses a cryptographic symmetric encryption/
decryption pair Egey(-)/Dgey(-) with symmetric key
key;

(4) TC selects T €p Gp/l(;p and c1,cr €R Z;, sets
u,v € Gp, where ciu = cov =1;

(5) Chooses a selects s €g Z;‘, and calculates pkrc =sP;

(6) Publishes the system parameters PP ={p, P, u, v, 7,
Ekey(')/Dkey(')v pkrc, hi(\)(i =1..7);

(7) Keeps MSK ={s, c1, c2} as the master private key.

Patient registration phase

If a patient P A; wants to send his/her health data to cloud,
he/she should register in trusted center 7'C firstly. The steps
and the detailed interactive processes between between P A;
and T C are shown in Fig. 2.

(1) PA; chooses his/her I Dpy;,, secret value xp 4, €r Z;‘
and computes Ppy, =xpa, P. Then, PA; sends regis-
tration request message {/ Dpa,, Ppa,} to T C through
a secured channel;

(2) Upon receiving the registration message from PA;, TC
selects two random values {£p4;, gpa;} €r Z), com-
putes pidpa, =Es(IDpa;,§pPa;), Opra, =qpra, P,
apa; =h1(Ppa;||Qpa;llpkrc), and  ypa, =apa;
gpa; + s. Then, returns {pidpa,, (ypa;, QPa;)} to
P A; also through a secured channel;

(3) After receiving the return message from TC, PA;
computes apa; = h1(Ppa;||0Qpa, || pkrc) and checks
ypa, P?=apa, Qpa; + pkrc. If it does not hold, ter-
minates it. Otherwise, PA; sets skpa, = (xpa;, yP4;)
and pkpa; = (Ppa;, Opa;);

(4) PA; stores{pidpa,,Sskpa,} securely and publishes
pkpa;.

Edge-server registration phase

When a edge-server Es; wishes to join the system, he/she
should register in T C firstly. The operations illustrated in
Fig. 3 are explained as follows:

(1) Es; with the identity [/ DEsj chooses a secret value
XEs; €R Z’; and computes Pg;; = xgs; P. Then, Es;

Fig.2 Patient registration phase

PA (skp, , Pk, )

I'C(sky. = s, pky. = sP)

*
Choose a rondom number X PA €r Z q

Ppy =xp, P

yPA,P? = aPA‘QPAi + phkyc
skpy = (Xpy>Vpy)
P4,

kaA,. =WUpys

Choﬁj:ferrlg - {Sps 4yt Er Z;
{IDPA,. > PPA,. } .
I > pldPAi :EAV(IDPAi’éPAI)
QPAi = qPA‘.P

{pid,, ,(¥p, 05, )} %P4 =h (B | Opy I PE1e)
<4p D Vpa, T Opypy +S
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Fig.3 Edge-server registration
phase

Es,(sky, , Pk, ) TC(sk,. = s, pk,. = sP)
Choose a rondom number X s SR V4 q Choose rondom c Z*
PES, = XEA,J_P {]DEg ’PEs } ‘numbers {é:Es/ ’qu/} R “q

! , > pldEsj = Es (]DES/ s §Esj )
= P
yEs‘ P - aEv QE; + kaC Q _ZIES/P k
Sk ('xEs > yEa {fldEA > (yE_S QE; )} - 1( ESJ' || QES/' || p TC)
pkEs _( Es; ] yES aEsqusj ts

sends {/ DESj, PESj} to TC with registration request
through a secured channel,

(2) Upon receiving the registration message from Es;,
T C chooses two random values {gs;, gEs;} €r Z;,
computes PldEs =E; (IDESJ’ SEY/) QEs/ ={Es; P,
®Es; —hl(PEv,”QEY,HPkTC) and ygy; = Qs qEs; +
s. Then returns {pszSj, (yES_,, QEs,)} to Es; through
a secured channel;

(3) After receiving the return message from TC, Es;
computes ags; = hl(PESjHQESijch) and checks
VEs; P?=aEs; Ops; + pkrc. If it does not match,
terminates it. Otherwise, E's; sets skEsj = (xESj, yEsj)
and PkEsJ- = (PESja QESJ')'

(4) Es; stores{ pidEsj, SkEgs j} securely and publishes
pkESj~

Cloud-server registration phase

When the cloud-server C wants to be a legal medical service
provider in this special system, similarly, he/she should
register in TC to obtain his/her public/private key pairs.
The details of this phase are shown in Fig. 4 and described
below:

(1) C chooses a secret value x. €p Z;]" and computes
P.=x.P. Then, C sends P, to TC with registration
request through a secured channel;

(2) Upon receiving the registration message from C,
TC chooses a random value g, €g Z;‘, computes
Qc=qcP,ac=hi(P||Qcllpkrc) and y. = acqc + 5.
Then, returns {y., Q.} to C also through a secured
channel,

(3) After receiving the return message from 7C, C
computes o = h1(P.|| Q|| pkrc) and checks y. P? =
o Q¢ + pkrc. If the value is valid, C sets sk, =
(x¢, ye) and pke. = (P;, Q¢).

(4) C stores sk, securely and publishes pk..

Shared value setting phase

Suppose {Esi, Esy, ..., Es;} is the validation edge-server
set of MEC network, where ¢ is the number of edge-sever.
To guarantee the privacy preserving message delivery and
minimize the number of the messages exchanged between
the edge-servers and C, C generates a secret shared value
0, computes and releases pkgs; as an extemporaneous
group shared public key. Each edge-server encrypts the
authentication messages by using pkgs, which can be
a huge time savings for message authentication. It is
required that all the authentication messages only can be
authenticated by C with his/her secret key and the adversary
cannot recover 6 from pkg;.

(1) C chooses a random value r €g Zj, computes
R=rP, ags; =hi(Pes;||QEs; || Pkrc), SEs; =r (AES;
QESj + pkrc + PES_,-) and ,BExj =hi(R, SES_,‘)’ where
j=1..1;

(2) C chooses the other random value 6 €p Z; as
the secret shared value, computes pkgps; =6P and
f@) =TI — BEs;) + 6 (mod @)=x" + a;_1x'~ +

..+aix + ag. Here, {ag, ...,a;_1} € Z%;

Fig.4 Cloud-server registration
phase

(3) C stores 6 securely and publishes {ao, ay, ..., a;—1,
R7 pkES}
C(Skc’pkc) . TC(SkTC :S9kaC :SP)
Choose a rondom number X, €, Y4 q Choor?zl;a1 br;);ldom q, ER Z;‘
P =x.rpP (P}

yLP? = ach + kaC
SkEZ(Xc,yC) < {y:’Q}
pk.=(F,0,)

| V0, =q,P
a, :hl(Pc ||Qc ||kac)
ch =0£cqc+S
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Request and authentication phase

P A; obtains his/her health data mpa, = (pidpa,, datap a;,
TF], Ai) via his/her mobile device (such as smartphone, iPad)
from body sensor (infon PA;’s body). Later, PA; will
store it in C for later access by his/her-self or other legally
authorized ones ultimately. Here, P A; sends the request to
edge server Es; nearby. The details of this phase as shown
in Fig. 5 are described below:

(I) PA; chooses a random value apy;, €g Z;‘, com-
putes Apa, =apa, P, ags; =hi(PEs; || QEs; | pkre),

keyp—g = (xpa, +ypa, +apa,)(Pes; +ags; Qs+
pkrc)s PIDp, =h (keyp—g, Apa)®pidpa,limpa;,
M;1 = h3(pidpy,, PID}DA,.’ keyp_g, Apa;, mpa;,
Tp ) andsets Trans1={PID}, , Apa;, Mi1, Tp, ).
Then, PA; — Es;j: Transl;

(2) Upon receiving the request message from PA;, Es;
reads the current time Tésj and checks | T2 — T} al=
AT . If that above verification does not hold, the request
is rejected. Otherwise, Es; computes apa, =h1(Ppa;||
Opallpkrc), keyg—p = (Ppa; +apa; Qpa; + Pkrc
+Apa)(XEs; + YEs;), pidpa;llmpa,=PIDp, &

Fig.5 Request and PA

Es. C

authentication phase

Obtain health data and read the current ti;ne Tll A
Choose a rondom number aPA €x V4 '

q

={pid,, data,, T, }
APA =ap, P
=hy(P, s, 19k, | Phyc)
keyP £ (xPA +yP +ap, N, 5, T Oy, QE; + phkyc)

PID;’A =h (keyP E"?PA)@pldPA ”mPA .
a=h (pldPA’P[DPA N Apysmpy s Tp,)

T ransl
Transl

{PID},

Apy M, T,

P4;> il

Read the current time T
Check |T1 —T‘ |?<AT
o =B, 100, 1 phre)
ke)’E P (PPA +aPA O, + pkrc + 4y, )(xE? + Vi, )
pldPA HmPA _PIDPA ®h , (ke P’APA)
= hy(pid,, aPID}l’A Jkeyy_p, Ay, ’*n/lPA,’T;A‘)
Choose three rondom numbers {bE , A, ,B} e R
Read the current time T2
o =by, P N
R, :/ au,léz =pv.Ry = ag, (a+ p)r
a,=h(F 0. |l pkr)
key, o =(0+bg, )P +a,0, + phy)
PID]E =h (keYE C’BES )®pldPA
’ IIPIdE‘ Iy || M,
q=h(pid,, ,pldﬂ PIDFS Jkey, .,
By, .R,.R,,R\,M,.T} )

il°
TmnsZ—{PID M,.B, R, R RLT )
7%ans2

J1r

Read the current time Tl

Check |T‘ T2 |?<AT

keye g (pkEs +BES )x, +,)

pldPA ||pldEv ”mm ||Mil

—P]D1 h, (keyy_c,By,)
h s(pid,, , pid PID

;2

keycfE,BEv R, R ,R, M”,T2 )
Add {sn,h (PldpA,.aM,-nmpA, )>
hS(pidEsj ’Mjl’mPA, )’mm ’PIDllix, ,

Rl , Rz , R3} into database.
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ha(keyg_p, Apa;), and checks M;1?=h3(pidpa;,
PIDII’A,-’ keyg_p, Apa;, mpa;, T}Ai)‘ If it does not
hold, terminates it. Otherwise, Es; chooses three ran-
dom values {bgy i, B} €r Z*, reads the current time
Tfsj and calculates BESJ. = bES/. P, Ry =au, R, = pPv,
Ry = ags; (a+B)t, ac=h1(Pc||QclIpkrc), keyp—c=
(O+bEs,) (Petoc Qe+ pkre), PIDp, =ha(keye—c.
Bgs;) @ pidpa; || pides;llmpa, [|Mi1, Mji = h3
(pidpa,. pidgs;. PIDp,  keyp—c.Bs;. R, Ra, R,
Mi1, T, ) and sets Trans2={PIDy, . M1, B,
Ri, Ry, R3, TE2SJ‘}; Then, Es; — C: Trans2;

(3) On receiving the authentication message from
Esj, C reads the current time 7! and checks
T} — Tgsj| < AT. If the value is valid, C computes
keyc—g = (pkes + BEs;)(Xc + ye), pidpa, || pidEs;||
mpa,||Mi =PID}YS/_ ®ha(keye—c, BEy;) and checks
M;j1? = h3(pidpa; || pidgs;, PIDES/., keyc—k, Bes;,
R1, Ry, R3, Mjy, TEzs]-)' If it does not match, termina-
tes it. Otherwise, C adds the pair {sn, hs (pidpa,, M;1,
mpa;), hs(pidgs;, Mji,mpa;), mpa,, PIDIES/.,RL
R>, R3} into his/her database for later access by
doctor or his/her-self ultimately, where the sequence
number sn of this pair will pop up after mpy,
has been saved. Further, based-on sn, the health
historic data can be obtained from cloud data
warehouse.

Response phase

After stored procedure executes successfully, C will give

a response to Es;. Upon receiving the response message

from C, Es; feedbacks the corresponding response to P A;

immediately. Thus, NPMA supports the need to manage the

life-cycle of health data. Do the following steps as shown in

Fig. 6:

(1) C reads the current time 7,2 and calculates P I D%Sj =
he(keyc—g, T?) @ pidpa,||pidgs,;||sn, Mci = hy(sn,
pidpa,. pidg;, PID%Sj, keyc—g, Mj1, T?) and sets
Trans3 = {PID%XJ, M., Tcz}; Then, C — Es;:
Trans;

(2) Upon receiving the response message from C, Es;
reads the current time TE3S], and checks |Tb§sj — Tczl <

AT. If that above verification does not hold, the
response is rejected. Otherwise, E's; computes pidp g,
|| pidEs;||sn = PID%SJ,EB%(keyE_C, 7?2) and checks
Me1?=h3(sn, pidpa,.pidgs, . PIDE,  keyc—p. Mj1,
TCZ). If it does not hold, response is illegal. Other-
wise, Es; reads the current time Tgsj and calculates
Pl D%Ai =h7(keyg—p, T§sj)®PidPAi lIsn, Mj2 =h3
(sn, pidpa;, PID},  keyp—p, Mit, Tg, ) and sets

— 2 4 .
Trans4d = {PIDPA,«’ Mj;, TEs,-}' Then, Es; — PA;:
Trans4,

Fig.6 Response phase PA

Es. C

Read the current time ]':‘2

PIDZ".; = h(x(keyC—E’]:'z)C-B
pid,, | pid,, |sn

M, = hy(sn, pidPA, ,pidy, ,

PIDZ‘.vv’keyC—E’Mjl’T;‘z
Trans3={PID; ,M,,T }
Trans3

Read the current time TE:
Cheek | T, =T |? <AT
pid,, || pid,, | sn=PID}, @ hy(key ,,T)

M, = hy(sn, pid,, . pid, .PID;, key, ..M .T?)

1> "¢
Read the current time Tgs !
PIDIZ,A’ = h,(key, ), Ty )@ pidp, || sn
M, = hy(sn, pid,,, ,PID,Q,A’ Jkey, ..M, T;_/ )

Read the current time TPZA
2 4 i
Check | T, =T, |?<AT

M ,,? = hy(sn, pid

Trans4 = {PID;A’,MjZ’TEt !
Trans4 ,
pid,, || sn = PID}, @ h,(key, . T}, )
P4, 7PID1§A’ 7keyP—E’Mil’T;S,)
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(3) On receiving the response message from Es;, PA;
: 2 2 4

reads the current time 75 A; and checks |Tp A; —TESj | <
AT. If that above verification does not match, the
response is rejected. Otherwise, PA; computes
pidpa;|lsn=PID}, &hy(keyp £, Tgsj and checks
M j2?=h3(sn, pidpa;, PID} .  keyp i, Mi1, T,}‘Sj)-
If it does not hold, response is illegal. Otherwise,
PA; believes that the stored procedure executes
successfully.

Tracing, removing and adding phase

When P A; complains to 7'C about that the health datam p 4,
has been tampered by a edge-server. TC dose following
steps:

Tracing phase:

(1) TC obtains the stored pair {sn, hs(pidpa,, M;1,
mpa;), hs(pidgs;, Mji,mpa;), mpa;, PID,lgsj, Ry,
R», R3} according to mpy,. Based on this pair, 7C
considers the three elements {R;, Ry, R3}, computes
the unique corresponding parameter of each edge-
server ags; = R3/(c1R1+c2R2) by using the managed
private key MSK = (c1, ¢2), since R3/(c1R1 + c2R2)
= ags; (@ + B)t/(crau + c2v) = agy,

(2) TC broadcasts o gy i adds a gy i into blacklist and sends
QEs; to C.

Removing phase:

Upon receiving the tracing message from 7C, C
searches the public key list to verify whose public
key pair satisfies the equation OEs; = h 1(PES_/.||
Qks;|lpkrc). Then, C carries out the following to
block all the following request from E's;.

(1) C chooses a new random value r"“ €g Z7, com-
putes R*Y =r"" P, ags, = h1(Pgs, || QEs, || Pkrc),
Ses, =r""(aEgs, QFs; + pkrc + PEs,,) and Bgs,, =
h1(R"™", Sgs, ), where m =1...t and m # j;

(2) C chooses the other random value 6% epg Z(’;
as the secret shared value, computes pk’” =0"" P
and f(x) = [[(x — BEs,) + 0™ (mod q)=x""" +
a;_z)c’_2 + .. +ajx +aj. Here, {a, ....a,_,} € Z};

(3) C stores 0"" securely and publishes {a, a}, ..., a;_,,
Rnew’ pk%iw .

After that, the jth corrupted edge-server cannot
obtain the new shared value 6" to encrypt any other
messages. It also cannot recover the encrypted critical
messages submitted by C.
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Adding phase:

Suppose that C adds one edge-server such as Es""
in the system, which wants to obtain the secret shared
value. C performs the following operations:

(1) C computes apgnew =hi(Pggnew||Qgsnev||pkrc),
Sgsnew = r(agsnew Qpsnew + pkre + Pggnew) and
Brgren =1 (R, Sggnen);

(2) € computes f(x)"" =[(f(x)"" —0)(x — Bgsnew) +
0]=T1(x — BEs;) + 6 (mod q) = x"*! + afx' +
afflfxt_l +....+alx+ay" . Here,aj", ..., a" €
zy

(3) C publishes {ay”, a{°", ..., a;*", R, pkEs}.

After that, the new edge-server Es"°" can obtain
the shared value 6 to encrypt some messages using
6. It also can recover the encrypted critical messages
submitted by C.

Security analysis and proof of NPMA scheme

In this section, we first make a security analysis to prove
that the NPMA scheme can satisfy the security requirements
aforementioned in the [1, 3, 14]. Second, we further prove
that the NPMA scheme is provably secure based on the
security model.

Security analysis
Completeness and mutual authentication

In the NPMA scheme, all authentication informa-
tion {M;1, M, Mj>, M1} are based on secret values
{keyp_g(= keyg—p), keyg—c(= keyc—g)}, where

keyp—g = (xpa; + ypa, +apa,)(PEes; + aEs; QEs; +
pkrc) = (xpa; +ypa, +apa,)(xgs; + QEs;qEs; + )P =
(Ppa; + apa;Qpra; + pkrc + Apa)(XEs; + YEs;)
keye—p;

keyp ¢ = (0 + bEs]-)(Pc + a:Q; + pkrc) =
(pkEs + BESj)(xC + Qcqe + 5)(pkgs + BESj)(xC +1) =
keyc—k

(Here, ypa, =apa,qra;, + 5, ypa, P =0apa,Opa, +
pkrc, YEs; =Es;qEs; + 5, YEs; P =0Es; QEs; + pkre,
Ye=0tcqc + s and y. P = Q. + pkrc)

keyp_g is only shared between PA; and Es;, which
anyone cannot obtain except PA; and Es;. keyg_c is only
shared between Es; and C, which anyone cannot obtain
except Es; and C (j = 1..1). In the whole scheme,
Esj can authenticate PA; based on the validation of their
published transactions. In addition, PA; can identify a
legitimate Es; by recomputing keyp_g. Similarly, C can
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authenticate each Es; based on the validation of their
published transactions. In addition, Es; can identify a
legitimate C by recomputing keyc_g. Any probabilistic
polynomial time adversary cannot successfully forge a valid
keyp_g/keyp_c for a target message because solving
EDLP and ECDHP is computationally hard. Clearly, NPMA
scheme achieves mutual authentication between PA;-Es;
and Es;-C.

Patient and edge-server anonymity

The NPMA scheme adopts the anonymous blind iden-
tities PID}p, = ha(keyp—g, Apa,) ® pidpa;|lmpa;,
PID%Ai=h7(keyE_p,T§Sj) @® pidpa,||sn, P1D}5W=
ha(keyg—c, Bes;) @ pidpa;llpides;|lmpa;||Mi1 and
PID%SI = he(keyc—g, T?) ® pidpa,||pidgy;||sn instead
of the static anonym pidps, and pidgs; in the public
communication channel. Meanwhile, they are different
in each run. From pidpa;, Esj cannot obtain anything
about the PA;’s true identity /Dpj,,. Similarly, based
on pidESj, C cannot obtain anything about the Es;’s
true identity IDgs;. Here, pidpa, =Es(IDpa;, §pa;)
and pidEsj = E‘Y(IDES_I., SES_/.). By using a secure crypto-
graphic symmetric encryption, the malicious adversary A
cannot extract the /Dpy; and [ DES]. without knowing s
required to successfully decrypt the ciphertext, further. In
this way, the NPMA scheme provides patient and edge-
server anonymity, which can prevent the privacy leakage of
patient and edge-server.

Patient and edge-server traceability

If Es; sends some false messages to deceive C, C can
computes the unique corresponding parameter of Each
edge-server oEs; = R3/(c1 R1+c2Ry) by using the managed
private key MSK = (c1, c2). In addition, if PA;(Es;)
sends some false messages to deceive Es;(C), TC also
can extract real identity of PA;(Es;) by decrypting
pidpy; (pidEsj) using his/her private key s. Hence, the
NPMA scheme achieves patient and edge-server traceability
to prevent malicious patients and edge-servers from doing
something to harm systems.

Perfect forward secrecy

In NPMA scheme, even after an attacker .4 has successfully
compromised both public/private key pairs, he/she can only
reveal the ciphertext belonging to the current shared secret.
Since the ephemeral key is different in each shared secret,
perfect forward secrecy is guaranteed.

No verifier table

As described above, mutual authentication only requires the
patient, edge-server and cloud to generate public/private key
pairs without the help of T'C. Then, these keys are used to
generate messages for authentication. Clearly, there is no
verifier table maintained by 7°C.

Resilience to impersonation attack

If A can obtain the information Transl = {PID},Ai,
Apa;, Miy, Thy ), Trans2 = {PIDlEsj,Mjl,BESj,Rl,Rz,
R3, Tj, ). Trans3 = {PIDj, M1, T7} and Trans4 =
{PID%A[,M/-Z, Tés/,} in public channel. Here, M;; and
M are only shared between PA; and Es;; M;; and M
are only shared between Es; and C. Hence, A can not
figure out the valid authentication messages {M;, M,

M1, Mj>} to pass the authentication. Hence, the NPMA
scheme can resist the impersonation attack.

Resilience to internal attacks

Assume that 4 is a malicious-legitimate patient (edge-
server), A uses his/her own information in public channel.
He/She obtains nothing about other patients’ (edge-server’)
secret information keyp_g and keyg_c. And he/she also
cannot get the random values apa, or bgg - Hence,
he/she cannot succeed in forging authentication information
{Mj1,Mj1, M.1, Mj>} to pass the authentication. Hence,
the NPMA scheme can resist the internal attacks.

Resilience to replay attack

Suppose A intercepts the Transl, Trans2, Trans3 and
Trans4 and replies these messages to corresponding
partners. The communicating parties (i.e. PA;, Esj)
generates new random numbers (apa;, bEsj) in each
session, which are involved in request and authentication
phase. So that the edge-server or cloud-server can check
the freshness of those random numbers. What’s more, the
freshness of these messages can be determined by the
time stamps. Therefore, the NPMA scheme resists replay
attack.

Resilience to man-in-the-middle attack
In this attack, A may try to impersonate a valid patient
P A;, edge-server Es; or cloud-server C by intercepting the

message. However, in the NPMA scheme the secret values
keyp_g and keyg_c are only shared between PA; and Es;
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and Es; and C, they will never be discovered by anybody
else except these participants. Hence, the NPMA scheme is
secure against man-in-the-middle attack.

Security proof
Security model and notations

Formal security model for authentication schemes is mainly
developed from Bellare et al. [17]. On the basis of [27,
28], a security proof of NPMA is given under the hardness
assumption of EDLP and ECDHP.

(1) Participants and initialization
In NPMA scheme, participants are PA;, Es;

and C (Here, PA;-Es; and Es;-C share the same
authentication method, so we treat PA;-Es; as an
example. PA; and Es; are modeled as a set of random
oracles, which not only can be independent, but can be
executed concurrently. Each participants has a public/
private key pair (skpa,, pkpa;) or (skgs;, pkes;),
where skpa;, = (xpa;, yra;)s Pkpa; = (Ppa;, Opa;)
SkEsj = (xEs_,w yEsj), PkEsj = (PEsj’ QEsj)-

(2) Execution of the NPMA scheme

S simulates the whole scheme for A, and they interacts
each other via the oracle queries. These oracle queries
simulate the A’s capabilities in a real attack. The following
lists all possible oracle queries:

Execute(P A;, Es;): Execute oracle query simulates A’s
passive eavesdropping attack. The outputs is the messages
that were exchanged between P A; and Es; during the real
execution in NPMA scheme.

Send(PA;, Es;, m): Send oracle simulates A’s active
attack. A sends a message m to PA;/Es;. PA;/Es;
provides the corresponding outputs of m according to the
NPMA scheme.

Reveal(PA;, Esj): Reveal oracle query can simulate
the known key attack. After this query, A can obtain
the negotiated shared secret key between PA; and Esj,
which helps A to judge whether two shared secret keys are
independent.

Corrupt(PA;, Esj, a): Corrupt oracle query simulates
A’s corruption capability. By using this query, we can
simulate the key compromise impersonation attack.

o Corrupt(PA;,a): If a = 1, it outputs the PA;’s secret
value key; If a = 2, it outputs P A;’s extemporaneous
private key and partial private key.

e Corrupt(Esj,a): If a = 1, it outputs the Es;’s secret
value key; If a = 2, it outputs Es;’s extemporaneous
private key and partial private key.

Ephemeral key reveal(PA;, Es;): Ephemeral key
reveal oracle simulates the key leak attack. By using this
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query, A can obtain some temporary secret information of
PA;/Es ;. However, it can be asked only once.

Test(PA;, Esj): Test oracle query can not be used to
simulate A’s attack, but it is used to define the semantic
security of the shared secret key. Upon querying it, a value
will be returned according to a predefined random bit b. If
b = 1, A would obtain the shared secret key between P A;
and Es;. Otherwise, A only obtains a random same length
value. It also can be asked only once.

(3) Security goals
sid is the message sets sent and received between
PA; and Es; in NPMA scheme. PA;/Es; has been
accepted if the shared secret key has been negotiated
successfully .

Partner (Par): Let be PA; € C(lients and Es; €
Server. The instances PA; and Es; are partnered if they
meet the following conditions: (1) Both PA; and Es;
are accepted; (2) Both PA; and Es; share the same sid;
(3)Parpa; = Esj and ParEsj =PA;.

Freshness: PA; and Es; are fresh if they meet the
following conditions: (1) PA;/Es; has accepted and has
shared the same secret key keyp_g; (2) Each of them
has not been made Revealqueries. (3) PA;/Es; is asked
Corruptqueries at most only once.

Semantic security: The significant goal of authenti-
cation schemes is semantic security. During one ses-
sion of the NPMA scheme, A can do polynomial times
with Execute, Send, Reveal, Corruptqueries, a single
Testquery for some fresh instances which have been com-
pleted. The output of Testquery is a bit b’'. Then, S com-
pares b’ with b, which was selected in Testquery. If b’ =b,
A wins the game and Succ stands for this case. Accordingly,
A’s advantages to destroy the semantic security is:

Advifhya (A) def 2Pr[Succ(A)] —1 =2Pr[b = b]—1

Security proof

Before starting to prove, we recall ECDHP on which the
security proof relies.

ECDHP Assumption: Let G, be a g-order additive
group with a generator P, a,b € Z;‘I‘ and aP,bP € Gp.
Let A be a ECDHP-adversary with running time at
most T. Advng HP(A) denotes the probability that
A succeeds in computing abP from aP and bP by
AdngDHP(T)z maxA{AdngDHP(A)}, where  the
maximum is taken over all the adversaries with the running
time at most 7.

Theorem Let G, be a q-order additive group and let
A be an adversary against the semantic security in time
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bound T by less than qs sessions, qq Sendqueries, ¢,
Executequeries, and q, Hashqueries. Then we have:

14(gn)?
2k+1

4(ga + 90 | 294 | 24qa
2(g — 1) 2k 22
2 4q4
qd - qd
(g—1%* (q—1?
12
+ 44 Aa’ ECDHP(T)

Advnpma(A) <

+

dva CDHP (T

+5%61hAdUGDLP(T +2(qa + qe)tm)-
where 1, demotes the modular multiplication time in G .

Proof The idea of subject proof is that if A breaks the
semantic security of NPMA scheme successfully, S can
solve ECDHP from A’s answers. S simulates the whole
NPMA scheme for 4. Our proof defines a sequence of
hybrid games, starting with the real attack and ending with a
game where A has no advantage. For each Game,, we
define events Succ,, as corresponding case where A guesses
the bit b involved in the Testquery, correctly. AskH,
denotes that 4 successfully calculates the secret value
keyp_g(= keyp—p) by querying hy with {(keyp_g(=
keye—p), Apa,)}, querying hs with {pidpa,, PID}p,
keyp_p(= keyg_p), Apa;, mpa;, T;Ai} and {sn, pidpa;,
PID%)A[_, keyp_E(z keyE_p), M,’], Tgs./_}, querying /’l7
with {keyg_p(= keyg_p), Tgsj}, correspondingly. Here,
keyp—g=(xpa, + yra, + apa,)(Pes; + ags; QFs; +
pkrc)=(Ppa; + apa,Qpra, + pkrc + Apa)(xgs; +
VEs;) =keyg—p; O

Gamey: Gameo is the real attack to NPMA scheme
without any limits, where Succo={b’ = b}. According to
the definition, we obtain:

Advypya(A) = 2Pr[Succy] — 1 €))

Gamey: In Gamey, S simulates the random oracles /5,
h3 and h7 keeps three hash lists L2 Lfl and LZ;' h1 only be
used to calculate parameter.

e Initially, the list of L) = (w, i, x, y) is empty, where
w=(2,3,7).

e Once, A issues a query with x, the same answer y in
Lj7 will be given if the request has been asked before.
Otherwise, S chooses y € {0, l})‘ as an answer to A,
adds this new record (@, i, x, y) to LY, where i is the
query times, x is the request content set, y is the cor-
responding answer set. The Execute, Reveal, Send,
Corrupt, Test oracles are also simulated as real attack.
Here, since S only dose the relevant records in Game;.
Compared with Gamey, it can easily see that Game; is
perfectly indistinguishable from Gamep. Hence,

Pr[Succi] — Pr[Succy] =0 2)

Gamey: In Game,, S simulates all oracles as in Game;.
In order to easily analyze the following games, the possible
collisions are considered, firstly. All executions will be
terminated if a collision occurs in the massage from Trans1

and Trans4. Based on the birthday paradox, the collision

2
probability in the output of hash oracle is at most 12&‘1"1) .

Similarly, the collision probability of the messages from
4(ga+qe)*

Trans1 and Trans4 is at most 2g=1) Hence,
14(gn)? | 4(qa + q0)*
Pr[Succy] — Pr[Succi] < YeS 2q—1) 3)

Games: In Games, the executions are finished if A
luckily guesses the authentication values M;; or M,
with no hash queries. Game; has removed the collision
possibility, and the guessed value of A is exactly the original
value with the probability qd+2ﬂ Hence, Games and
Game, are 1ndlst1ngulshable hence,

2q4

Pr[Succy] — Pr[Succy] < + o @

< 2,\

Gamey: In Gamey, the executions are halted if A has
luckily guessed the pairs (skpa;,apa;) or (skgs;,bEs;)
with no hash queries, and spoofed the Clients and
Server successfully. Hence, Games and Gamez are
indistinguishable, therefore,

2qq

Pr[Succq] — Pr{Succsi] < — 5)
(g—1

Games: In Games, the executions are terminated

if A computes the secret parameters (xpa;, + ypa, +
apa;)(Pes; +ags; Qks; + pkrc) or (Ppa; +apa; Qpa, +
pkrc+Apa,)(XEs; +YEs;) via querying hash oracle, which
is the unique method to compute keyp_g(= keyg_p). If
the event Ask Hs does not happen, Games and Gamey are
indistinguishable. Hence,

Pr[Succs] — Pr[Succy4] < Pr[AskHs] (6)

Based on security model, .A not only can query
Corrupt(PA;, a), but also can query Corrupt(Esj,a).
Hence:

Pr[AskHsWithCorrupt(PA;, 1)]

= Prl(xpa; +* + ) (PEs; + ags; Qks; + pkre)l

4qq

E —_—
(g —1)?
X(T +2(qa + qe)tm)
Pr[AskHsWithCorrupt(PA;,2)]

= Pr[(x+ ypa;, +apa)(Pes; + ags; QEs; + pkre)l

444

q—
X (T +2(gd + ge)tm)

AdvngH Py + quthdvEDLP

Adv ECDHP(T)+q thdUEDLP

I A
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Pr[AskHsWithCorrupt(Es;, 1)]

Pr[(Ppa; +apa, Qpra, + Pkrc + Apa,)(XEs; + %)]
444
qg—1

X(T + 2(qa + qe)tm)

Pr[AskHsWithCorrupt(Esj, 2)]

Pr[(Ppa;, +apa, Qpa; + Pkrc + Apa,)(x + YEs;)]
494

Adv ECDHP(T) +qqthdvEDLP

Ad ECDHP(T) +qSQhAdUEDLP

IA

X (T +2(qa + ge)tm)

Note: Here, we prove Pr[ Ask Hs] is restrained as follows:
Pr[AskHs] = Pr[AskHsWithCorrupt(PA;, 1)]
+Pr[Ask HsWithCorrupt(PA;, 2)]
+Pr[AskHsWithCorrupt(Esj, 1)]
+Pr[AskHsWithCorrupt(Es;, 2)]
494
- (q (q—1?
_’_%AdUgCDHP(T)

Adv ECDHP(T)

+5q5qn AdvgS PP (T + 2(ga + ge)tm)

Clearly, they are based on the ECDHP. In order to sim-
plify the proof, we set Pr[Ask HsWithCorrupt (P A;, 1)] as
an example of them:

A gets the account (xpa, + * + %) (PEs; + ags; QFs; +
pkrc) by Corrupt(PA;, 1), but A does not know (ypa; +
apa;). S sets one session of [1,2,---,gs] as the test
session. If the event Ask Hs happens, S can use A4 to solve
ECDHP.

To non-test sessions, S responses A as Games, when A
queries ha, h3 or hy with (xpa, + Ypa, + aps)(PEs; +
aEs; QEs; + pkre) ({y;‘,Al_, a;‘,Ai} € Zj are chosen by
A). If Each lists L7 has the record which contains
(xpa;+Ypa, +apa,)(Pes; +ags; Qks; + pkrc), y), return
y. Or else, S queries EDLP oracle to verify PIDp, @
pidpa,|lmpa;7=ha(keyp_g, Apa;) or PID%)A ®pidpall

sn?=h7(keyg_p, TEA ). If not equal, return L; or else, S
chooses two random values {yPAi,aPAi} c Z;’; to A, be-
cause S does not know {yp4,, apa,}, either.

To the test session, A wuses Ephemeral key
reveal(PA;, Esj) to obtain one keyp_g, but A should
compute other keyp_g. S chooses aP,bP € G, ran-
domly, let Qpa, :a;il(aP—PubTA—PpA,
Ors, =an] (bP — Pubya — Py,). Recall AskHs, when
PA; PA; and Parps, =Esj, A queries {(xpa,+
Ypa, T apa,)(PEs; + aps; Qks, + pkrc), Apa,}. Then,
S can get the ECDHP solution ab P directly. If the session
chosen by A is the same as that S pre-set in advance, the

—ApAl)aIld
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probability is

1)2

If the event Ask Hs does not happen,

Games and Game4 are indistinguishable. Hence,

Pr[AskHsWithCorrupt(PA;, 1)]

Pr{(xpa; +* + %) (Pgs; + ags; QFs; + pkre)l
444

o P _Md__ A ECDHP(T) T 2nghAdvEDLP

X (T + Z(Qd + Qe)tm)

and in indeed Pr[Suc05]=%.
Hence, it is easy to conclude with:

AdUNpMA(A) = 2PI‘[SuCCO] —1

2Pr[Succs] — 1 4+ 2(Pr[Succo]

— Pr[Succs))

= 2{(Pr[Succo] — Pr[Succi]) + (Pr[Succi] — Pr[Succ;])
+(Pr[Succy] — Pr[Succs]) + (Pr[Succ3] — Pr[Succy))
+(Pr[Succq] — Pr[Succs])}
< 2{|Pr[Succo] — Pr[Succy]| + |Pr[Succi] — Pr[Succ]|
+|Pr[Succy] — Pr[Succs]| + |Pr[Succ3] — Pr[Succy]|
+|Pr[Succq] — Pr[Succs]|}
_ 14@n)? | 4 t90? | 290 240
- 2At+l 2(q _ 1) 24 22X
2qq 444
+ +
(-1 (g—1)?
12
Advg,CDHP(T) 4 244 qd Ad ECDHP(T)
’ q—
+5q5qn AdvEPE (T + 2(6111 + 4e)tm).-
Thus,we get:
14(gn)* | 4(qa +9.)* | 294 | 2qa
Ad A < ~dd | 4
vnpma(A) < pYER 2= 1) + o o
244 4qaq ECDHP
+ + d (T)
(@q—D?* (¢g—1)?
1244 ECDHP
+q — lAdva (T)

+545qn AdvERE T (T + 2(ga + ge)tm)-

Table 2 Computational notations

Operation Times(ms) Description

tbp 5.427 Runtime of bilinear paring
operation in G,

tsm 2.165 Runtime of scalar multiplication
operation in G,

tfe 2.345 Runtime of a fuzzy extraction
operation

ted 3.85 Runtime of for encryption/decryption

thp 5.493 Runtime of hash-to-point operation
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Table 3 Energy notations

Operation Energy cost (MICAz sensor)
bilinearparingoperation 129mJ/160 bits
scalarmultiplicationoperation 55mJ/160 bits
fuzzyextractionoperation 64mJ/160 bits
hashoperationof SHA — 1 5.9ul)/byte

transmit 59.2uJ/byte

receive 26.9uJ/byte

Performance evaluation

This section, we present the performance analysis of NPMA
scheme from three aspects: computation cost, commu-
nication cost and energy cost. Moreover, the efficiency
comparison between NPMA scheme and the related
schemes [2, 14, 17] will be shown in this section.

In our experiments, we choose a g-order group G, with
the generator P, and P is a point selected from non-singular

a

elliptic curve E(F)): y2 =x3 4+ 1. For convenience, we
define some notations about the running time and energy
cost in Tables 2 and 3 [2, 27-32], respectively. In addition,
we also discuss how NPMA scheme is efficient than other
related schemes from its implementation point of view later
as roughly shown in Fig. 7.

Computation cost

Let ty, tc, tx, thp, tsm>» teq and t;, denote hash function, con-
catenation operation, XOR operation, the time complexity
for scarlar bilinear paring operation, multiplication opera-
tion and hash-to-point operation. Since the time of hash
function, concatenation operation and XOR operation are
negligible compared to the other four operations, we ignore
th, te and t,.

Based on the implementation results in [27, 30-32],
we analyze and compare the computation cost of related
scheme, as shown in Fig. 7a.

Wazid et al. [2] scheme costs two multiplication
operations, eighteen hash-to-point operations and one fuzzy
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extraction operation. Therefore, the running time is 2¢,, +
18typ + tre ~ 105.52ms.

Ma et al. [14] scheme costs three multiplication
operations and four hash-to-point operations. Therefore, the
running time is 3tg,, + 4t5p ~ 28.48ms.

Jia et al. [17] scheme costs six multiplication operations,
four hash-to-point operations and one scarlar bilinear paring
operation. Therefore, the running time is 6t +4tp, +1tpp ~
40.39ms.

NPMA scheme costs three multiplication operations, one
hash-to-point operations. Therefore, the running time is
3tom + thp ~ 11.99ms.

According to the above comparison of computation cost,
NPMA scheme has much less running time than other three
related schemes [2, 14, 17] in patients’ side.

Communication cost

In this subsection, we analyze and compare the communica-
tion costs of NPMA scheme and other three related scheme
[2, 14, 17]. Without loss of generality, the size of the ele-
ment in G, and Z; is 1024 bits and 160 bits, respectively.
The length of a patients identity is 32 bits. The length of
the output of a hash function is dependent on its domain
size. For a regular hash, we assume it to be 256 bits [27,
30-32]. The length of the timestamp is set as 32 bits. The
comparisons among related schemes are listed in Table 4.

In Wazid et al. [2] scheme, among the interactive
messages, there are three elements in G, eleven elements
in Z;‘, and three timestamps. Therefore, the communication
cost is 3*1024411*160+3*32=4928 bits

In Ma et al. [14] scheme, among the interactive messages,
there are ten elements in G, nine elements in Z;, and
five timestamps. Therefore, the communication cost is
10*1024+9*160+5%32=11840 bits.

In Jia et al. [17] scheme, among the interactive messages,
there are four elements in G, two elements in Z;;, one
identity and two timestamps. Therefore, the communication
cost is 4*1024+2*160+4-32+2%32=4512 bits.

In NPMA scheme, among the interactive messages, there
are five elements in G, four identities, four hash values
and four timestamps. Therefore, the communication cost is
5%1024+4*32+4%2564-4*32=6400 bits.

Table 4 Performance comparison among relevant authentication
schemes

Wazid et al. Ma et al. Jia et al. NPMA

[2] [14] [17]

communication

cost/bit 4928 11840 4512 6400

Energy cost

In mobile devices, energy-saving is an important indicator.
Here, we only discuss the patients’ side from three part:
energy to transmit, energy to receive and energy to
operations, as shown in Fig. 7b.

Wazid et al. [2] scheme needs to transmit one element
in G, four elements in Z(’;, and one timestamp, total 1696
bits. According to [28-32], it costs 12.55 mJ. It receives one
element in G, three elements in ZZ;, and one timestamp,
total 1536 bits, which costs 5.16 mJ. The operations are two
multiplication operations, eighteen hash-to-point operations
and one fuzzy extraction operation, which cost 761.12 mJ.

Ma et al. [14] scheme needs to transmit one element in
G p, two elements in Z;, and one timestamp, total 1376 bits.
which costs 10.18 mlJ. It receives three elements in G, one
element in Z;‘, and one timestamp, total 3264 bits, which
costs 10.98 mJ. The operations are three multiplication
operations and four hash-to-point operations, which cost
1056.47 mJ.

Jia et al. [17] scheme needs to transmit three elements
in G, one element in Z;‘, one identity and one timestamp,
total 3296 bits. which costs 24.39 ml]. It receives one
element in G, one element in Z;;, and one timestamp,
total 1216 bits, which costs 4.09 mJ. The operations are six
multiplication operations, four hash-to-point operations and
one scalar bilinear paring operation, which cost 2938.07 mJ.

NPMA scheme needs to transmit one element in G,
one identity, one hash value and one timestamp, total 1344
bits. which costs 9.95 mlJ. It receives one identity, one hash

Table 5 Security features comparison among relevant authentication
schemes

Wazidetal. Maetal. Jiaetal. NPMA
[2] [14] [17]
Mutual authentication Yes Yes Yes Yes
Patient anonymity Yes No No Yes
Patient traceability No No No Yes
Server traceability No No No Yes
Message confidentiality ~Yes Yes Yes Yes
Resistance to
impersonation attack Yes Yes Yes Yes
Resistance to
internal attacks Yes Yes Yes Yes
Resistance to
replay attack Yes Yes Yes Yes
Resistance to
man-in-the-middle Yes Yes Yes Yes
attack
Provable security Yes Yes Yes Yes
Response method No No No Yes
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value and one timestamp, total 320 bits, which costs 1.08
mJ. The operations are three multiplication operations, one
hash-to-point operations, which cost 704.12 mlJ.

According to the above comparisons of energy cost,
we know that the NPMA scheme also is energy-saving
compared with the other three related schemes [2, 14, 17].

Security comparisons

To show the security advantages of NPMA scheme, we
present security comparisons between NPMA and other
three related ones [2, 14, 17]. From Table 5, we obtain
that NPMA scheme can satisfy above security and function
requirements. Therefore, NPMA scheme is more secure
than other three related ones.

Conclusion and ongiong work

TMIS is not a far fetched concept, and the complexity of
future TMIS will require a more robust security solution.
In order to establish a secure remote user authentication
for mobile Edge-Cloud architecture, we proposed a novel
privacy-preserving mutual authentication in this paper
(NPMA). The NPMA scheme leverages the underpin-
ning characteristics of edge-cloud computing to realize
a decentralized and privacy-preserving solution in TMIS.
Specifically, we utilized double anonyms (one is used to
anonymously authenticate patients (or edge servers), the
other is used to trace malicious patients (or edge servers)
under necessary), shared value (to efficiently authenticate
gateways in few encryption times), and certificateless
cryptography (to provide confidentiality of the requested
messages). We then demonstrated the security of NPMA
and evaluated the performance of the prototype, theo-
retically. The results show that NPMA scheme is very
suitable for computation-limited mobile devices compared
with other related existing schemes. The future research
is to fully identify the practical threats on MEC-based
authentication schemes with better performance and eval-
uate the their performance using software and hardware.
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