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Abstract

Smart Connected Health Systems (SCHSs) belong to health systems that provide services of health care remotely. They
provide the doctors with access to electronic medical records with the aid of medical sensors, smart wearable devices and
smart medical instruments. Although SCHSs have many applications in the area of health care, securing massive amount of
valuable and sensitive data of the patients and preserving the privacy are challenging. User authentication based on public
key cryptographic techniques is playing a crucial role in SCHSs for protecting the privacy of patients. However, quantum
computers will break such techniques. Rainbow signature is one of the candidates of the next generation of cryptographic
algorithms which can resist attacks on quantum computers. However, it is vulnerable to Differential Power Analysis (DPA)
attacks, which is based on information gained from the cryptographic implementations. We present techniques to exploit
the countermeasures to protect Rainbow against DPA attacks. We propose a variant of Rainbow with resistance to DPA
attacks. First, we take a random vector to randomize the power consumption of private keys during computing the first affine
transformation; Second, random variables are adopted during computing central map transformation; Third, we take two
random vectors during computing the second affine transformation to randomize the power consumption of private keys. We
analyze the efficiency and implement the scheme on hardware. Compared with the related implementations, our scheme is
efficient and suitable for signature generations on hardware. Besides, we propose a secure authentical scheme based on the
implementation for protecting record of patients in SCHSs.

Keywords Smart connected health system (SCHS) - Rainbow - Differential power analysis (DPA) - Authentication -
Multivariate cryptography

Introduction devices and smart medical instruments [7-9]. SCHSs
improve both convenience and efficiency since doctors and
patients are no longer required to be present at the same

place [10].

Health systems are organization of resources, people and
institutions that deliver services of health care to meet

the health needs of target populations [1-3]. Among
health systems, Smart Connected Health Systems (SCHSs)
connect smart medical devices, electronic medical records
and medical cloud that provide services of health care
remotely [4-6]. They can monitor the patients’ conditions
and provide the doctors with access to electronic medical
records with the aid of medical sensors, smart wearable
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Although SCHSs have many life-critical, context-aware,
and intelligent medical applications in the area of health
care, securing massive amount of valuable and sensitive data
of the patients and preserving the privacy of the patients
are challenging [11-13]. In order to protect the data of the
patients and preserve the privacy of the patients in SCHSs,
the user authentication is playing a crucial role [14—16].
Generally, the authentical schemes for SCHSs are based
on passwords or biometric keys on smart cards, etc. Many
authentical schemes based on public key cryptographic
techniques have been proposed for SCHSs.

The most popular public key cryptographic systems used
in SCHSs are Rivest-Shamir-Adleman (RSA) [17], Digital
Signature Algorithm (DSA) [18] and Elliptic Curve Digital
Signature Algorithm (ECDSA) [19]. However, Quantum
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computers will break such systems by using Shor’s
algorithm for factoring and computing discrete logarithms
[20]. Shor’s algorithm was proposed by Peter Shor in 1994,
which is a quantum algorithm for integer factorization.
Fortunately, there are lattice-based cryptography [21], hash-
based cryptography [22], code-based cryptography [23]
and multivariate cryptography [24]. They are candidates of
the next generation of cryptographic algorithms which can
resist attacks on quantum computers.

Rainbow signature is one of the most promising candi-
dates in the area of post-quantum algorithms, which belongs
to multivariate cryptography [25]. The theoretical basis for
the constructions of Rainbow cryptographic systems is the
proven theorem, i.e., solving a set of multivariate poly-
nomial equations. The importance of Rainbow signature
scheme lies in the applications as a more efficient and secure
public key authentication system [26-37]. Rainbow is very
suitable for hardware implementations [24]. S. Balasubra-
manian et al. implemented Rainbow signature on FPGA in
2008 [38]. S. Tang et al. speeded up Rainbow signature
generations in 2011 [39]. Implementation of Rainbow is
proven to be more efficient than RSA and elliptic curves on
hardware [40].

Motivations. K. Okeya et al. proposed a Differential
Power Analysis (DPA) attack on SFLASH signature
in 2014 [41] and we proposed a DPA attack on
Rainbow in 2018 [42]. The results from [41, 42]
showed that Rainbow signature is vulnerable to DPA
attacks. DPA belongs to side channel attacks, which
is based on information gained from the cryptographic
implementations. DPA attacks can provide detailed
information of cryptographic systems by observing the
power consumption. The countermeasures are typically
costly for cryptographic implementations.

Our contributions. We present techniques to exploit
countermeasures to protect Rainbow signature against
DPA attacks. We propose a variant of Rainbow with
resistance to DPA attacks. First, we take a random vector
to randomize the power consumption of private keys
during computing the first affine transformation; Second,
random variables are adopted during computing central
map transformation; Third, we take two random vectors
during computing the second affine transformation to
randomize the power consumption of private keys.
We analyze the efficiency and implement the scheme
on hardware. In addition, we also show that the
implementation can be used for a secure authentical
scheme to protect privacy of patients in SCHSs.

Organization. Section “Preliminary” introduces Rain-
bow signature schemes and DPA attacks to Rainbow.
Section “A secure rainbow-based authentical scheme
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with resistance to DPA” presents a secure Rainbow-
based authentical scheme with resistance to DPA. Section
“Efficient implementation and performance evaluation”
presents efficient implementations on hardware and
results are evaluated. Section “Conclusions” summarizes
our design.

Preliminary
Rainbow signature generation

Rainbow was proposed by J. Ding and D. Schmidt in
2005 [25]. It is an extended version of UOV. The central
map transformation is the main operation in Rainbow. It
is composed with two invertible affine transformations.
Notations used in this paper are illustrated in Table 1.

(1) Lj: the first invertible affine transformation. The form
of invertible affine transformation is L{(x) = Ax + B,
where A is a matrix, B is a vector. Besides, the input
and output are vectors.

(2) F: the central map transformation. The form of the
central map transformation is a set of multivariate
quadratic equations with the form of F(x) = y.

(3) Ljy: the second invertible affine transformation. The
form of invertible affine transformation is Ly(x) =
Cx + D, where C is a matrix, D is a vector. Besides,
the input and output are vectors.

(4) K: a finite field. Finite field is a field with finite
elements. G F(2") and G F(p) are two popular choices
for many applications.

(5) y:the message of Rainbow.

(6) x: the signature of Rainbow.

Correspondingly, the private key of Rainbow is three
transformations, i.e., L;, F and L,, and Rainbow’s
public key is Ly o F o Lj. y is a vector with the
form of y(yo, y1, ..., Ym—1), where yo, y1, ..., ym—1 C K.
x(xg, x1, ..., X,—1) is a vector, where xq, x1, ..., x,—1 C K.

The Rainbow signature generation flowchart is depicted
in Fig. 1.

The following equation is to sign Rainbow’s message
Y0, Y15 ey Ym—1) C K.

F o La(x0, X15 ooy Xn—1) = LT  (30s Y1, oo Y1) (1

First, in order to solve (1), it is required to compute the
invertible affine transformation L.

5= L7 050, V1s eoes Ym—1)- )

Second, based on the computation result of (2), the central
map transformation F' is computed.

%= F ' Go, 31, s Im—1)- 3)
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Table 1 Rainbow signature schemes

Finite Message Signature Private Public Rainbow Rainbow
field size size key key Message Signature
K m n Ly, Ly, F LioFolLs Y05 Y1y oo Ym—1 X0, X1 ey Xp—1

Third, based on the computation result of (3), the invertible
affine transformation L, is computed.

“

—1,=- = -
X = L2 ()C(), -xl7"'7xn—1)'
Finally, we generate the signature x.

DPA attacks to rainbow

The recent research on DPA attacks to Rainbow showed
that the invertible affine transformations in Rainbow are
vulnerable to DPA, as shown in Fig. 2.

DPA attack to Rainbow will be effective if there
exists intermediate variables during the Rainbow signature
generation which are correlated to mathematical operations
depending on private keys and on known data of input
or output. Private keys from the first invertible affine
transformation are correlated to known input data and the
private keys from the second invertible affine transformation
are correlated to known output data. We choose the value of
intermediate variables and guess the private key. According
to such values and the known data of input or output, the
set of power consumption curves partitioned. By computing
and comparing simple statistic on the partitioned curves at
individual points in time, private keys are reconstructed.

First invertible affine transformation is computed as
follows.

5 =L 050, 1s ooy Ym—1)- (5)

The private keys from the first invertible affine transfor-
mation are variables in K of a matrix and a vector. a and
b denote the matrix and the vector, respectively. They are
involved in the following computations.

y =ay+b. (6)
Fig.1 The flowchart of rainbow
signature generation
Message
Signature

It can be observed from (6) that the private keys a and b are
correlated to known input y.

The second invertible affine transformation is computed
as follows.

(N

The private keys from the second invertible affine transfor-
mation are variables in K of a matrix and a vector. We use ¢
and d to denote the matrix and the vector, respectively. They
are involved in the following computations.

~1,- = -
x =Ly (X0, X1, o0, Xp—1)-

x=cx+d. (8)

It can be observed from (8) that the private keys ¢ and d are
correlated to known output x.

The correct guess of the private keys leads to a
significant difference between the computed average power
consumption curves.

A secure rainbow-based authentical scheme
with resistance to DPA

Overview of the scheme

SCHSs use smart cards, sensors and other hardware, which
are vulnerable to DPA attacks. We propose a secure
authentical scheme based on a variant of Rainbow signature
with resistance to DPA.

First, we present techniques to exploit countermeasures
for protecting Rainbow signature against DPA attacks.
We propose a variant of Rainbow with resistance to
DPA attacks. We take a random vector to randomize
the power consumption of private keys during computing
the first affine transformation; Then, random variables
are adopted during computing central map transformation;
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v
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Fig.2 DPA attacks to rainbow
signature generation

Message

Signature

Finally, we take two random vectors during computing
the second affine transformation to randomize the power
consumption of private keys. The Rainbow signature
scheme with resistance to DPA is illustrated in Fig. 3. We
ensure that random variables are involved in computations
during the first invertible affine transformation, central
map transformation and the second invertible affine
transformation.

Second, we propose a secure authentical scheme based
on our algorithm for obtaining record of patients, which is
depicted in Fig. 4. We illustrate the scheme as follows.

Doctor A wants to obtain the record of Patient V. A
generates a random value R; and uses his AES’ key K4 to
encrypt V and Ry,i.e., E = AES(R;+V, K4). He uses his
private key of Rainbow to generate a signature of E and his
IDIDy,i.e S = Rainbow(E + IDy, P4). Then he sends
S, I D4 to the center of health system.

The center uses the public key of Doctor A to verify S,
ie., M = Rainbow (S, P’,). Then, suppose that M =
E' 4+ ID),.If ID'; == I D, the center uses the secret key
K 4 todecrypt E',i.e., M = AES™'(E’, K 4). Suppose that

Solving Systems
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+ Equations

oo

5
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Vector Addition _|
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DPA Attacks

M’ = R+ V. The center obtains the record of patient V, i.e
RecV . Then, the center uses AES’ key K4 of A to encrypt
RecV and Ry, i.e., E = AES(RecV + Ry, K4). The center
uses his private key Pc to generate a Rainbow signature of
E and hisID I D¢, i.e S = Rainbow(E + I D¢, Pc). Then
he sends S, I D¢ to Doctor A.

Doctor A uses the public key of the center to verify S, i.e.,
M = Rainbow™'(S, P}.). Suppose that M = E’ + I D[ If
ID == IDc, A uses the secret key K 4 to decrypt E’, i.e.,
M' = AES™'(E’, K 4). Suppose that E’ = RecV’ + R/.If
R} == Ry, RecV’ is the record of patient V.

The first invertible affine transformation

The following equation is to sign Rainbow’s message
(30, Y15 s Ym—1) C K.

5= L7 050, V1s ooos Ym—1)- )

Since the message is known to the attackers, it is vulnerable
to DPA attacks. In order to deal with the issue, we take a
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Fig.3 A secure rainbow signature scheme with resistance to DPA
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Fig.4 A secure authentical

scheme based on our algorithm
for obtaining record of patients

Doctor 4

Generate Random Value R,
E=AES(R +V,K )

S = Rainbow(E +1ID ,,P,)

Center

S, 1D,

M = Rainbow™ (S, P,)

M=E+ID,
If ID, == ID,

True
|

M'=AES(E',K )

M'=R+V
Obtain the Record of V, RecV

E = AES(RecV + R,K ,)

M = Rainbow™ (S, P.)

M =E'+ID,.
If ID. = ID,.

True
|

M'=AES™\(E',K)

True

RecV’ is the record of V'

S = Rainbow(E + ID_., F.)

End

End

End
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vector ¥ (¥4, ¥{> - ¥i,_y) C K with random values. The
elements are generated by a random number generator.
Then, we compute a vector addition in finite field K.

Y=y +y. (10)

y'(yg> ¥{s s ¥ip_y) C K is random during each signature
generation of Rainbow. The elements of y” are in finite field
K.

Next, the following equation is computed via multiplica-
tion of matrix and vector and addition between vectors in
finite field K.

y =ay' +b. (11)

In (11), a is a m x m matrix of key and b is a m vector of
key. Since y’ is random during each signature generation of
Rainbow, the power consumption curves are random.

Then, we compute a matrix-vector multiplication in finite
field K.

)—]// — ay//‘ (1 2)
In (12), a is a key-matrix with the size of m x m. Since y”
is random during each signature generation of Rainbow, the
power consumption curves are random.

Finally, we compute a vector addition in finite field K.

y=y+y" 13)
Equation (13) equals to the following computation.
y=Ay+b. (14)

The first invertible affine transformation with DPA resis-
tance includes three vector additions and two matrix-vector
multiplications in finite field K.

Central map transformation

Based on the computation result of (13), the central map
transformation F is computed.

= F ' Go, J1s oo Fme1)- (15)

Elements in x are divided into Vinegar variables (Denoted
by V;) and Oil variables (Denoted by O;). F includes m
multivariate polynomial equations with the following form.

o= eiViOj+ ) BiOi+ ) xijViVi+) 8iVitA.
(16)

o, B, x, 8, A are private keys.

Generally, the m multivariate polynomial equations are
divided into multiple layers as Rainbow is a multi-layer
construction. Here, we suggest that two-layer construction
is efficient.

For the Vinegar variables on the first layer, we choose
random values. Thus, the private key «, 8, x, §, A related
computations have random power consumption curves.

@ Springer

Then, we substitute them into the equations of the first
layer. They are transformed into the following form on the
unknown Oil variables.

D 60 =¢. A7)

Then, we solve the equations of (17).

For Vinegar variables on second layer, variables from the
upper layer are substituted into the equations of the current
layer. They are transformed into the following form on the
unknown Oil variables.

ZE‘,‘O,‘ =¢. (18)

Then, we solve equations of (18).
After that, variables in x are solved.

The second invertible affine transformation

Based on the computation result of (17) and (18), it is
required to compute the invertible affine transformation L,.

x = Ly N (Xo, %1, orr ¥n—1)- (19)

Since the signature x is known to the attackers, it is
vulnerable to DPA attacks. So as to deal with this issue, we
take two random vectors X’ C K and x” C K.

First, vector X’ is generated by a random number
generator.

Then, we make sure that X” and X’ have the following
relation.

F=x¥+¥. (20)

Next, we compute a matrix-vector multiplication in finite
field K.

x' =cx'. (21

In (21), ¢ is a n x n matrix of key. Since the vector x’ is
random for each signature generation of Rainbow, the power
consumption curves are random.

Then, we compute a multiplication of matrix and vector
and an addition between vectors in finite field K.

X" =i’ +d. (22)

In (22), c is an x n matrix of key and d is a n vector of key.

Since vector x” is random for each signature generation of

Rainbow, the power consumption curves are random.
Finally, we compute a vector addition in finite field K .

x=x"+x". (23)
Equation (23) equals to the following computation.
x =cx+d. (24)

The second invertible affine transformation with DPA
resistance includes three vector additions and two matrix-
vector multiplications in finite field K.
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Table 2 Implementation results of rainbow scheme

Signature Message Signature Time Clock Executing Gate
Scheme Size Size Frequency Cycle Time Equivalents
Rainbow(17,13,13) 26 Bytes 43 Bytes 50 MHz 242 4.9 us 30000

Efficient implementation and performance
evaluation

Here, we choose Rainbow(17,13,13) in GF((2*)?) for
efficient implementation and comparison. The operations of
the new scheme include solving systems of linear equations,
multiplication of matrix and vector and addition between
vectors based on multiplication and inversion in a finite
field.

Overall performance

Since SCHSs use sensor, smart card and other hardware to
provide services of health care, we implement the Rainbow
scheme on hardware. In order to prove that the designs of
Rainbow(17,13,13) are efficient on hardware, designs of
Rainbow scheme for G F((2*)%) have been implemented
on ASICs. We present the experimental results in Tables 2
and 3.

Tables 2 and 3 show that Rainbow implementation
includes 26 x 26 and 43 x 43 invertible affine transforma-
tions, evaluations of 26 MQ polynomials and solving two
13 x 13 equation systems. Table 3 summarizes the perfor-
mance, which shows that it takes only 4840 ns and 242 clock
cycles for each signature generation.

Performance comparison

The work in [39, 43-45] are believed to be the latest public
key cryptographic techniques on hardware. Comparisons
with these systems are depicted in Table 4, which show
that our design is much efficient than implementations of
RSA and ECC. Besides, the work in [39] is an original
implementation without DPA countermeasures. Compared

with such work, our implementation with countermeasure is
20% slower.

Application

The implementation can be used to build a Rainbow-based
authentical scheme for protecting record of patients in
SCHSs. We suppose that Patient V’s medical record is
secure and stored in the cloud (The center). Doctor A is
authorized to read his record. The process is protected by the
Rainbow-based authentical scheme with AES encryption
and decryption.

(1) Doctor A generates a random value Ry;

(2) Doctor A uses his AES’ key K 4 to encrypt V and Ry,
ie, E=AES(R1 +V,Kyp).

(3) Doctor A uses his private key of Rainbow P4 to
generate a signature of E and his ID I Dy, ie S =
Rainbow(E + 1Dg4, Pa).

(4) Doctor A sends S,ID4 to the center of health
system.

(5) The center uses the public key of Doctor A to verify
S,ie., M = Rainbow™'(S, P}).

(6) Suppose that M = E’' + ID/,. If ID), == 1Dy,
the center uses the secret key K 4 to decrypt E, i.e.,
M = AESTYE', K,).

(7) Suppose that M’ = R + V. The center obtains the
record of patient V, i.e RecV.

(8) The center uses AES’ key K 4 of A to encrypt RecV
and Ry,i.e., E = AES(RecV + Ry, Ky).

(9) The center uses his private key Pc to generate a
Rainbow signature of E and his ID I D¢, ie § =
Rainbow(E + I D¢, Pc).

(10) The center sends S, I D¢ to Doctor A.

Table 3 Execution time of the

implementation in clock cycles Steps Components Clock cycles
1 L~ transformation 28
2 The first round of 13 polynomial evaluations 65
3 The first round of solving system of linear equations 13
4 The second round of 13 polynomial evaluations 78
5 The second round of solving system of linear equations 13
6 L>~! transformation 45
Total 242
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Table 4 Comparison on Public Key Cryptographic Systems

Signature scheme Clock cycle Executing time (us)
RSA with resistance [43] - 518330

ECC with resistance [44] - 7290

enTTS [45] 5418 216.72

Rainbow [39] 198 3.96

This work 242 4.84

(11) Doctor A uses the public key of the center to verify
S,ie., M = Rainbow™!(S, P}).

(12) Suppose that M = E' + ID. If ID, == IDc,
A uses the secret key K4 to decrypt E', i.e.,, M' =
AES™Y(E', K ).

(13) Suppose that E’ = RecV'+R|.If R| == Ry, RecV’
is the record of patient V.

Conclusions

We propose a variant of Rainbow with resistance to DPA
attacks. First, we take a random vector to randomize
the power consumption of private keys during computing
the first affine transformation; Second, random variables
are adopted during computing central map transformation;
Third, we take two random vectors during computing
the second affine transformation to randomize the power
consumption of private keys. We analyze the efficiency
and implement the scheme on hardware. The comparison
results with the related implementations show that our
scheme is efficient and suitable for the signature of the post-
quantum applications. In addition, we also show that the
implementation can be used for a secure authentical scheme
to protect privacy of patients in SCHSs.

The most popular public key cryptographic systems used
in SCHSs are RSA, DSA and ECDSA. However, they
are not secure under quantum computer attacks. Thus,
the proposed signature scheme is one of the promising
candidates for building secure and efficient SCHSs. In
addition, it can be further used in many areas, such network
security, cloud security and IoT security.
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