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Abstract

Blockchain in healthcare applications requires robust security and privacy mechanism for high-level authentication, interoper-
ability and medical records sharing to comply with the strict legal requirements of the Health Insurance Portability and
Accountability Act of 1996. Blockchain technology in the healthcare industry has received considerable research attention in
recent years. This study conducts a review to substantially analyse and map the research landscape of current technologies,
mainly the use of blockchain in healthcare applications, into a coherent taxonomy. The present study systematically searches all
relevant research articles on blockchain in healthcare applications in three accessible databases, namely, ScienceDirect, IEEE and
Web of Science, by using the defined keywords ‘blockchain’, ‘healthcare’ and ‘electronic health records’ and their variations.
The final set of collected articles related to the use of blockchain in healthcare application is divided into three categories. The first
category includes articles (i.e. 43/58 scientific articles) that attempted to develop and design healthcare applications integrating
blockchain, particularly those on new architecture, system designs, framework, scheme, model, platform, approach, protocol and
algorithm. The second category includes studies (i.e., 6/58 scientific articles) that attempted to evaluate and analyse the adoption
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of blockchain in the healthcare system. Finally, the third category comprises review and survey articles (i.e., 6/58 scientific
articles) related to the integration of blockchain into healthcare applications. The final articles for review are discussed on the
basis of five aspects: (1) year of publication, (2) nationality of authors, (3) publishing house or journal, (4) purpose of using
blockchain in health applications and the corresponding contributions and  problem types and proposed solutions. Additionally,
this study provides identified motivations, open challenges and recommendations on the use of blockchain in healthcare appli-
cations. The current research contributes to the literature by providing a detailed review of feasible alternatives and identifying the
research gaps. Accordingly, researchers and developers are provided with appealing opportunities to further develop
decentralised healthcare applications through a comprehensive discussion of about the importance of blockchain and its inte-
gration into various healthcare applications.

Keywords Blockchain technology - Healthcare - Electronic health record (EHR) - Distributed ledger technology - Security -
Privacy-preserving - Decentralised applications

Abbreviations Therefore, data security is an important component of
EHR Electronic health record healthcare applications and plays a key role in protecting sen-
EMR Electronic medical record sitive data. Healthcare data include patient details, which
HIPAA Health insurance portability and accountability act should not be disclosed to any untrusted third-party because
FHIR  Fast healthcare interoperability resources of safety issues and misuse of information. This particular
HIE Healthcare information exchange type of data comprise a list of patient information in medical
PHR Personal health record repositories gathered from the beginning of patient illness to
PHI Personal health information recovery. Such data also include a series of time-bound infor-
TMIS  Telecare medicine information system mation recorded by hospitals (see Fig. 1). However, healthcare
RPM Remote patient monitoring data or clinical information are spread amongst different med-
RHS remote healthcare system ical repositories. Consequently, this feature may lead to the
BSNs  body sensor networks disclosure of patients’ data and may not fulfil the legal require-
P2pP Peer to peer network ments of the Health Insurance Portability and Accountability
IoMT  Internet of medical things Act of 1996 (HIPAA). However, sharing and accessing med-
IoT Internet of things ical records in EHR are extremely significant to receive intel-
DDoS  distributed denial of service ligent and advanced medical services [36].

ECC Elliptic-curve cryptography Emerging technological breakthroughs in blockchain and
IBE Identity-based encryption smart contracts are expected to provide promising solutions to
ABE Attribute-based encryption secure patient data despite being shared and accessed through

EHR. Shared health information exchange (HIE) relies on
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blockchain technology to remove restrictions that separate
independent healthcare providers and make data on EHR uni-
versal and shareable. The integration of the healthcare system
with blockchain may meaningfully contribute to human health
and wellbeing [37-39]. Evidently, smart contracts can ap-
prove multiple signatures amongst patients and service pro-
viders, thereby allowing only authorised users or devices to
access or attach recorded data in EHR. This feature ensures
that patients can verify the authenticity of the data recorded in
EHR whilst maintaining the anonymity of their real identity.
Smart contracts also enable interoperability through collabo-
rative version control to maintain record consistency.
Additionally, smart contracts can provide researchers with ac-
cess to some personal health information (PHI) and enable
automatic micropayments to benefit patients and healthcare
providers involved in the blockchain network. However, the
majority of the applications developed on the public
blockchain structure are limited by immature infrastructure
and high development cost. Policy concerns have also been
raised regarding the requirements of HIPAA and the ability of
patients’ participation to publish their personal information in
the public blockchain network [40].

Blockchain technology is a fully distributed ledger in a
peer-to-peer (P2P) platform that utilises advanced cryptogra-
phy protocol to securely host applications. In 2008, Satoshi
Nakamoto proposed this technology, which was implemented
the following year in the form of a P2P electronic cash system,
such as the cryptocurrency bitcoin [41]. The Ethereum
blockchain offers the idea of a complete programming lan-
guage in a blockchain environment through the implementa-
tion of new decentralised applications in financial or non-
financial areas [42]. Smart contracts are decentralised applica-
tions that run via Ethereum or other blockchain platforms and
support a complete programming language. Moreover, a smart
contract is a complete program implemented in a decentralised
manner and often handled with valuable digital units. Solidity
is the most mature high-level programming language that sup-
ports writing a smart contract, through which miners can run
user-defined decentralised applications [43]. Issues that con-
cern blockchain or smart contract are related to security, pri-
vacy and scalability because every transaction on the main
network is exposed to the public. Consequently, this situation
exposes data to many threats. The Ethereum platform poses a
serious challenge in the implementation of specific-use cases
because the application runs on a P2P network for smart con-
tracts. Moreover, the full source code of the application is
visible to everyone in the network. To illustrate, one hacker
exploited one bug in 2016 and stole over $50 million worth of
Ether [44]. The development of decentralised applications on
the blockchain network may enable anyone in the network to
access transaction data owing to the transparent feature of the
blockchain. This feature has led to restrictions on an entire
range of privacy-based applications in the healthcare sector.

Therefore, the impact of blockchain technology and smart
contract suffers from the three factors of security, privacy
and scalability [45—47]. The current systemic review seeks
to provide valuable insights into the technological environ-
ment and assist researchers to understand the options and gaps
present in healthcare applications based on blockchain.
Subsequently, researchers could plan a research landscape
through a coherent classification to identify blockchain fea-
tures that are integrated into healthcare applications.

This study mainly contributes to the integration of existing
healthcare applications and blockchain technology. We dis-
cuss this integration through various components, such as
new architecture, system designs, framework, scheme, model,
platform, approach, protocol and algorithm, upon the structure
designs of decentralised healthcare application. Given that the
majority of the associated problems relate to the integration of
blockchain technology into healthcare, the proposed solutions
are examined to meet the system requirements. This study also
discusses the importance, motivation and challenges of
blockchain technology and provides recommendations for fu-
ture research and trends from the healthcare perspective. The
remainder of this paper is organised as follows. Section 1
presents basic information on blockchain and evaluates the
necessity of using blockchain in the healthcare system.
Section 2 discusses the research methodology of the system-
atic review used in this study. Section 3 presents the results
and discusses related studies that use blockchain in healthcare
applications. Section 4 provides the results of the systematic
review in terms of motivation, challenges, recommendations
and future research direction. Lastly, Section 5 concludes this
research.

Blockchain overview

Blockchain technology is a decentralised digital ledger that
provides an opportunity to record and share information in a
community. Each entry is transparent and searchable, thereby
enabling community members to view its history. The cryp-
tology in blockchain substitutes third-party intermediaries as
trust keeper, whilst all participants run complex algorithms to
certify the integrity of an entry. This technology can provide a
new model for HIE by attempting to decentralise EHRs, there-
by improving system efficiency and security. Although
blockchain technology is not a panacea, this technology has
been led to a rapidly evolving field in the industry. Blockchain
is important because it brings trust to P2P networks. The key
component of blockchain technology includes consensus
mechanism, distributed ledger and public key cryptography.
These components communicate and coordinate over a dis-
tributed network of devices owned and maintained by multi-
ple entities. The blockchain platform adopts a decentralised
architecture, in which all network members achieve the
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required application purpose. A system state perceived in one
machine is replicated through the execution of consensus
mechanism logic and P2P networking protocol to all other
devices in the network. The replicated state information is
stored in the context of blockchain, which is referred to as
distributed ledger and is uniformly managed by the members
of the network. Thereafter, the public key is used with a hash
function to create a public address that users use to send and
receive valuable assets. The private key, which is used to sign
a digital transaction to ensure that the transaction’s origin is
valid, is maintained confidential. Each block in the blockchain
consists at least one transaction, signature of the block
validators and reference to the previous block along with
block headers. Blockchain provides opportunities for the stan-
dard architecture integration to radically transform our method
of addressing various disciplinary systems issues, such as the
Internet of Things (IoT) [48, 49], supply chain management
[50] and Industry 4.0 [51]. This advantage is due to the
decentralised nature of blockchain technology, in which many
users own an entire database of a particular system. These
decentralised database systems based on blockchain can re-
duce one of the cheating sources of database manipulation.
Blockchain technology and cryptocurrencies have received
significant industrial and academic attention [52]. Notable
factors and opportunities will revolutionise the healthcare sec-
tor through its integration with blockchain technology [53].

* Decentralised storage: Blockchain stores information
transparently and delivers it to third parties upon the con-
sent of the originator. One of the most beneficial features
of decentralising information storage is the retention of
multiple copies of such an information in multiple
locations.

* Consent: Consensus algorithm controls the access, stor-
age and distribution of information within a network. If
any decision is agreed upon by all participating parties in a
network, then changing the data will be allowed.

* Immutability: Changing or altering data is impossible.
When the information is stored in a particular block in
the chain, modifications or changes are no longer allowed.

* Increased capacity: Blockchain does not support any me-
diation, has limited complex data authorisation in a net-
work and efficiently preserves data privacy in some spe-
cific uses of healthcare applications.

Types of blockchain for healthcare system

Blockchain architecture describes the connection of nodes that
run on a network for transaction or validation purposes. If the
members of the nodes involved in blockchain are already
known to the network, then such a blockchain is referred to

@ Springer

as permissioned, such as Hyperledger Fabric [54] and Ripple
[55]. When a system is open to the public, any individual or
organisational node can be a member of the network; hence,
this blockchain is referred to as public, such as Ethereum [42]
and bitcoin [41]. The data structures of blockchain enable the
creation and sharing of a digital ledger for distributed transac-
tions between a P2P network of nodes. Figure 2 illustrates the
blockchain architecture. Users are allowed to immediately
conduct and verify transactions without a central authority.
This decentralised manner significantly reduces the cost of
system configuration, maintenance, modification and arbitra-
tion in communication because this process should only be
performed once in a central location. Despite high efficiency
in many situations, this type of system would induce a single
or extremely limited set of failures and suffer from scalability
problems [56].

Unpermissioned or public blockchains

A public blockchain is considered an unpermissioned ledger
(e.g. Bitcoin or Ethereum) when nodes interconnected to the
network are accessible to anyone via the Internet.
Accordingly, any network member can validate a transaction
and participate in the approval process through the consensus
algorithm, such as proof of work or proof of stake. A
blockchain is primarily designed to securely eliminate
centralised authority in a digital asset scenario exchange. A
block of chains is established in P2P transactions to ensure
decentralisation. Each transaction is linked to the previous
transaction through the cryptographic hash Merkle tree as a
block of the chains prior to being entered into the immutable
database of the system. Therefore, the blockchain transaction
ledger is compatibility and synchronisation with every node in
the network. Anyone with a computer and Internet connection
will be allowed to register as a node and offered a complete
blockchain record. The repetition of synchronised public
blockchains with each node in the network makes the system
completely secure. However, this type of blockchain has un-
dergone a gradual and inefficient process of validating trans-
actions. Huge electrical power is needed to validate each
transaction and power should increase significantly when each
node is added to the network [57].

Permissioned or private blockchains

This type of restricted blockchains allows a middleman to be
relatively returned. Private blockchains have strict manage-
ment of a network’s data access authorisation. The member-
ship of nodes in the P2P network cannot participate in verify-
ing and validating transactions without permission. Instead,
only companies or organisations can verify and validate every
transaction in the network. A high level of efficiency will be
provided in the verification and validation of transactions in
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Fig. 2 Blockchain Architecture [47]

private blockchains. A considerable limitation of private
blockchains is the inability to provide a decentralised system
for secured databases, which is made available by public
blockchains [58].

Consortium or federated blockchain

A consortium is an integration amongst public and private
blockchains and can be considered partially decentralised.
The detail of each data transaction in a blockchain network
allows to be either public or private and nodes have the au-
thority to be selected in advance. Consortiums and private
blockchains are different from each other. Generally, consor-
tium blockchains are the hybrid models amongst highly
trusted private blockchains and untrusted entity models of a
public blockchain. Private blockchains can be accurately
recognised as a traditional centralised systems but with a
strong cryptographic model to verify and validate transactions
in the network. The development of the consortium

blockchains in terms of reliability, authenticity and accuracy
has yet to be clearly described [59].

Evaluation of the need to use blockchain
in the healthcare system

Blockchain features have brought several benefits to numer-
ous industrial fields and can become an advantageous tool in
healthcare system applications. However, blockchain technol-
ogy may not be the ideal choice to solve every problem in
industrial fields unless the application requires decentralisa-
tion. Blockchain technology may be useful if an application is
required to be decentralised. For example, this situation occurs
when an application is enhanced by running on a P2P network
of computers instead of an individual device. Although certain
healthcare applications may not be required to be
decentralised, the majority of such applications may have
benefited from an untrusted centralised system. To illustrate,
a private network structure that relies on traditional databases
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typically provides rapid and powerful tools for many applica-
tions. Therefore, certain features in healthcare application
should be recognised before deciding whether a blockchain
should be used. In blockchain integration, a general frame-
work has been proposed to determine the use of blockchain
in the healthcare industry. The following requirement analysis
should be performed in detail.

Firstly, data transformation must be performed in a trusted
environment. Current data transformation systems can be used
to automatically perform multiple methodological tasks,
thereby accelerating transactions amongst parties. Although
a trusted network can be established through traditional
healthcare application systems, two disadvantages have
emerged. These situations often involve higher transaction
fees than public blockchains and should be trusted nearly
blindly without questioning the aspects of safety, internal pol-
icies or ethics [60].

Secondly, transparency and the tamper-proof features of
blockchains can support public transaction logs. These logs in-
clude timestamp information that may be publicly disclosed and
checked by all entities that interact with the blockchain.
Healthcare applications can strictly follow this concept and store

each transaction involved in a blockchain network to accurately
audit and track medical records. Another advantage related to
healthcare application involves requiring P2P connections to
share data amongst parties concerned with the industrial process-
es. This situation is extremely common in the EHR structures
that collaborate with one another to discover certain events or
perform tasks. These features are traditionally provided by data-
bases. However, the essential component is security, particularly
when data are visible publicly on blockchains, thereby possibly
leading to attacks on their availability or data privacy.

Lastly, the robustness of the distributed system should be
achieved for dependability. Potential alternatives could accom-
plish the needs of systems provided by clouds or server farms.
However, problems arise from lack of trust in the organisation
that manages an infrastructure, such as cloud, or privacy require-
ments determined by the client [61]. Trust service providers must
consider the infrastructure and defence in the storage of data.
Legal and privacy concerns must be valued in countries where
privacy and security data are not guaranteed. Figure 3 presents a
flowchart that can be used as a general guide. This flowchart can
determine the appropriate time to maximise the blockchain tech-
nology in a healthcare application.

e T T T e -
I Is it imperative to share transaction 1
|  information among multiple YES @
| entities? g |
J =
| n NO %1
Is it imperative to v AT — 4
utilise a blockchain = e entities
I in my healthcare || A traditional database should be sufficient YE Dol thelentitics NO——»| willingtotrusta —NO % |
e trust each other? 7 =
| application? third-party? = |
1 NO Ye Blockchain can be useful 3 I
| { for exchanging and =
] L] Is it imperative to collect . YES A third party mechanism shoud be coll?ction data without a 8 |
information from multiple entities? sufficient third-party trusted as 8
I decentralised database s |
| T T T T T T T T T T I T ol
T N (] A S G e ) S (NGRS M (SN W RS G S S (S AN (R W S [ A S S b |
Y
I Are all the entities involved in Is it imperative to handle Data g I
| ——Yes Data Transformation k Yes Transformation network in 3 |
I trusted? heathcare? E I
T =
I y No § |
A third-party mechanism shoud be Blockchain can be useful for g
1 C sufficient ) providing decentralised data No ; |
transformation at the «
| network level without trusted =1
each other [=}
1 |
T T T e . ol
¥ (R W G (N W W e S (R () e ) () (G g - " (W —" - (" — o | o, —" V" y—") - b |
| ! @1
I Yes Are the infrastructure of healthcare | & I
l B providers trusted? é‘
I o |
1 A traditional cloud or server farm o |
, should be sufficient NG = |
e
Blockchain can be useful for 2
1 providing decentralised data (g 1
1 storage and robust access to =]
the data a
| |
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Research methodology

This study performed a systematic review of and described the
state-of-the-art integrated blockchain technology within the
healthcare sector. Research questions and motivations provid-
ed an improved understanding of blockchain technology in
relation to healthcare. Table 1 presents the research questions,
motivation, challenges and recommendations.

Research objectives

This study examined and reviewed the latest research on the
use of blockchain technology in healthcare applications. The
objectives of this systematic literature review are as follows:

* determine the classification and categories of the relevant
studies on the bases of different case studies;

+ determine the motivations, challenges and recommenda-
tions of integrated blockchain technology with health care
to enhance this technology’s effectiveness; and

* investigate issues relevant to blockchain integration in
heathcare applications and propose solutions in the scope
of this study

Data sources

Systematic search was conducted using the following elec-
tronic databases: Web of Science (WOS), ScienceDirect and
IEEE Xplore (see Fig. 4). These databases were selected on
the bases of numerous gathered journals and conferences on
emerging topics, including blockchain.

Study selection

The selection process of the relevant studies is relatively dif-
ficult, particularly if different areas of research are considered.

This step is the most important aspect and may be the most
overlooked in exploring a certain topic. The first stage was
conducted by screening titles and abstracts to exclude irrele-
vant and duplicate research articles [62—65]. The second stage
of the methodology was full text reading of the selected re-
search articles [66—68].

Systematic literature review search

This study developed a query utilising particular key words to
fulfil the research questions and objectives of our study. This
step was conducted on 28 February 2019 in WOS,
ScienceDirect and IEEE. We used the query ‘(“blockchain”
OR “blockchain”) AND (“healthcare” OR “health” OR “med-
ical” OR “medicine” OR “m-health” OR “mhealth” OR
“ehealth” OR “e-health” OR “telehealth” OR “EHR” OR
“EMR”)’. With the advanced search selection in the database,
we chose conferences and journals without considering other
selections, such as books and book chapters. Figure 4 illus-
trates the search query, selection and exclusion and inclusion
of the research articles.

Eligibility criteria

This study concentrated on blockchain technology in
healthcare by including all research articles that met the
criteria presented in Table 2 and Fig. 4. The research land-
scape on blockchain technology in healthcare application is
divided into three categories with general taxonomy as the
primary target (see Fig. 5). We determined these categories
from a comprehensive study of surveys and review literature
sources. After excluding duplicate research articles, we ex-
cluded studies that failed to fulfil the criteria specified
[69—73]. Similarly, a study was included in this review if it
successfully met the criteria provided in Table 2.

Table 1 Research Questions and

Motivations Research Questions

Motivations

RQI1: What is the current status of the systematic
literature review on the integration of blockchain in

healthcare applications?

Blockchain technology has been successfully
implemented in various industries. The architecture
and essential aspects of blockchain in healthcare
applications should be understood.

RQ2: What is the distribution of research articles
published in this topic based on year of publication,
author nationalities, publishing house, purpose of
using blockchains in healthcare and problems and
proposed solutions and contributions?

RQ3: What are the challenges and motivations of
utilising blockchain in healthcare applications?

RQ4: What recommendations can be followed to

ensure that the blockchain is successfully used in
healthcare applications?

The challenging task in healthcare applications is
essential and may be improved by blockchain.
Moreover, blockchain may enhance data security,
privacy, sharing, interoperability and integrity and
real-time update and access.

The best uses of blockchain in healthcare applications
can be determined.

Information on blockchain technology that is

effectively implemented in healthcare applications
can be collated.
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Fig. 4 Flow Diagram of the Study Selection, Including Search Query and Inclusion Criteria

Research article results on blockchain in healthcare
applications

This section presents the results and discusses the related
research articles that investigates the use of blockchain in a
healthcare application system. Figure 5 describes the taxon-
omy and categorisation of selected studies into three main

@ Springer

parts. The first part includes the development and design,
which covers all articles that are proposed as new architec-
ture, system designs, framework, scheme, model, platform,
approach, protocol and algorithm of a blockchain-based
healthcare system. The majority of the research articles
(i.e. 43/58 scientific articles) are categorised under this part.
The second part includes conducted studies (i.e. 6/58
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Table 2  Inclusion and Exclusion Eligibility Criteria
Criteria ~ Specified Criteria Grey Literature
Inclusion Review and survey papers relevant to the use of blockchain technology in Scientific reports that present blockchain as the

healthcare applications;

Research articles (architecture, system designs, framework, scheme, model, platform,

main contributor in the improvement of the
current healthcare state

approach, protocol and algorithm) relevant to healthcare applications based on

blockchain;

Analysis of the advantages and uses of blockchain in healthcare applications

Exclusion Thesis, books and book chapters
» Non-English articles
* Unrelated articles

Unrelated articles, non-English articles, theses,
books and book chapters were excluded

scientific articles), which consist of evaluation studies on
adopting blockchain in the healthcare system and analytical
studies covering the new model that leverages the enhance-
ment of the blockchain-based healthcare system. The third
part targets surveys and reviews (i.e. 6/58 scientific articles)
relevant to blockchain in healthcare applications.

Coherence taxonomy

This section presents the categories and subcategories of the
relevant research articles. The definitions of each subcategory
are provided on the bases of the research paper classification
and types of solution proposed in the healthcare blockchain
technology (see Fig. 5).

Development and design

Blockchain technology has the potential to transform the
healthcare system by placing patients in the centre of the eco-
system environment whilst enhancing system security, priva-
cy and interoperability. This section describes the develop-
ment and design that include the architecture, system designs,
framework, scheme, model, platform, approach, protocol or
algorithm used for healthcare applications based on
blockchain. The current category is classified into the follow-
ing subcategories on the basis of taxonomy.

Electronic health record (EHR) EHR is a popular method of
storing patient data amongst healthcare providers (e.g. hospi-
tal). However, privacy and security issues of the current EHR
system limits the provision of individual patients’ data sum-
mary from the various databases of healthcare providers.
Reference [74] proposed a new system based on blockchain
called MedBlock to handle the patient database stored in
EHRs. The MedBlock system is a distributed ledger, in which
patient data can be accessed and retrieved efficiently and se-
curely. The enhanced consensus mechanism is compatible
with EHRs without significant energy consumption and con-
gestion within the network. MedBlock offers high-level infor-
mation security that combines custom access control protocols

with symmetric encryption. Reference [75] proposed a sys-
tem prototype for identity and access management and uses
the Hyperledger Fabric blockchain to support digital EHR
authorisation and authentication. The proposed solution pro-
vides proof of concept on the basis of healthcare providers’
use of an EHR scenario, where patient data should be immu-
table or auditable. For example, physicians in Denmark con-
duct basic authorisation and authentication operations of the
proposed system in 2 to 3 s with an initial blockchain size of
approximately 3.8 MB. Reference [76] proposed a new se-
cure EHR system to remediate third-party dependence by pre-
senting a new storage and security strategy based on
blockchain decentralisation network. The proposed system
intends to provide a solution to notify healthcare providers
of the slightest alterations in patients’ database. This system
lowers the rates of medical error and enables users to consult
transparently if they have been authorised. Reference [77]
recommended a new framework (i.e. BHEEM) that relies on
blockchain to effectively store and maintain EHRs. The
BHEEM framework offers efficient and secure access to med-
ical data in EHRs to patients, healthcare providers (e.g. hos-
pitals) and third parties, whilst protecting private patient data.
The current study aims to maintain the security and privacy
concerns of third parties, providers and patients in EHRs.
Reference [78] proposed a novel decentralised attribute-
based signatures (ABS) scheme for blockchain healthcare ap-
plications, thereby preserving the privacy of the signer identity
authentication within the EHR system. An effective on- and
off-chain collaboration storage model has been developed to
ensure the efficient storage and verification of EHR data shar-
ing amongst multiple healthcare providers (e.g. hospitals).
The decentralised storage system based on blockchain guar-
antees that the medical information stored or shared in EHR is
not manipulated, unforgeable and verifiable. Reference [79]
presented an ABS-based scheme involving various authorities
in decentralised EHRs to maintain the confidentiality of pa-
tient data. Various authorities lack intermediaries and could
generate and distribute the public/private key of patients to
avoid the key escrow problem, comply with the mode of dis-
tributing blockchain structure and assure data anonymity and
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Fig. 5 Illustration of the Taxonomy of Blockchain Technology in Healthcare Applications

immutability. This protocol is resistant to collusion attacks in
the N-1 corrupted authorities by implementing the bilinear
Diffie-Hellman assumption in the sharing of the secret pseu-
dorandom function seeds amongst authorities. Reference [80]
proposed an EHR scheme to develop a secure and efficient
mechanism of data accessibility for existing blockchain-based
medical systems. The proposed system can fulfil the require-
ments of confidentiality, integrity and authentication that are
set by the elliptic curve cryptography (ECC), which provides
more lightweight public key cryptography operations than
classic discrete logarithms or Rivest—-Shamir—Adleman sys-
tems. Moreover, Reference [81] proposed a blockchain-
based approach to build a decentralised healthcare network
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for secured EHR sharing. This proposed approach also uses
a signcryption mechanism to provide data authenticity and a
flexible method to access shared data. Attribute-based authen-
tication generates a proven trace of users who have requested
access to patient EHRs. The main concern of the aforemen-
tioned proposal is to resolve the security issues of confidenti-
ality, access control, privacy and audibility of data stored in
EHRs, as well as enable patients to obtain easily accessible,
integrated and transparent data. Reference [82] proposed a
new framework based on the blockchain Ancile for patients,
healthcare providers (e.g. hospitals) and third parties to se-
curely, interoperably and efficiently access medical data
stored in it, whilst preserving the confidentiality of sensitive
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data. The proposed framework utilises smart contracts in an
Ethereum blockchain to increase access control and data ob-
fuscation. Advanced cryptographic techniques provide addi-
tional security. The combination of artificial intelligence (Al)
with blockchain in EHR provides a secure management sys-
tem. Reference [83] proposed a new framework for the use of
Al and blockchain. This current framework was modelled
with the constrained goal model (CGM) to meet the system
requirement.

Electronic health record (EHR) in a cloud environment A
cloud storage system is critical for the efficient and convenient
sharing of medical data in EHR with multiple healthcare pro-
viders (e.g. hospitals). The storage of medical data on an
EHR-cloud server is subject to a variety of security threats,
including those related to data integrity, data privacy and au-
thentication. Consequently, Reference [84] proposed a secure
EHR system based on cryptosystem and blockchain to support
fine-grained access control and ensure secure authentication
that is systematic and reliable and confidentiality of medical
data in the EHR cloud. The proposed system is based on a new
combined cryptosystem called C-AB/IB-ES, which is used to
encrypt medical data and implement digital signatures using
identity-based encryption (IBE) and attribute-based encryp-
tions (ABE). This system substantially enables the manage-
ment of the EHR system and does not need a variety of cryp-
tographic schemes for various security requirements. The de-
velopments in the system utilise the basic paradigm of decen-
tralisation in blockchains to ensure integrity and traceability of
medical data records in EHR. Reference [85] proposed a
blockchain-based platform for the storage and management
of EHR within a cloud environment and comprise three main
elements: doctors, patients and health insurance providers.
This platform uses P2P architecture and eliminates third party
necessity. After encryption, any transaction that is carried out
throughout the network is fragmented and stored in different
nodes. This feature ensures that transactional medical data are
privately updated, thereby retaining data integrity with each
new transaction in the blockchain ledger. Reference [86] pro-
posed a new system (i.e. blockchain-based privacy-preserving
data sharing (BPDS)) to protect the privacy of EHR data shar-
ing based on a blockchain consortium, which stores medical
information in the cloud and record indexes are entered into
(tamper-proof) blockchain ledgers that address potential secu-
rity risks of centralised data storage. The joint design of the
access control mechanism and content extraction signature
scheme ensure strong privacy preservation in data sharing
and the use of smart contracts for predetermined permissions
to ensure secure access to data.

Electronic health record (EHR) in loT The multitier [oT-EHR
framework proposed in Reference [87] aims to achieve the op-
timal protection of patient confidentiality through the application

of the blockchain concept in communication entities of electronic
health platform based on pseudonym-based encryption with dif-
ferent authorities (PBE-DA). Developments in the framework of
the PBE-DA protocol can ensure patients access through the
anonymous checking or updating of their sensitive EHR data.

Medical data management Dissemination of patient medical
records lead to several risks to their confidentiality because
malicious activity in these records may cause serious damage
in finances and reputation. The existing approaches in medical
data management have been proven insufficient in terms of
medical data sharing, data management and protection of re-
corded data. Therefore, Reference [88] proposed the
MeDShare system for data authenticity, auditing and protec-
tion in the exchange of medical data in an untrustworthy en-
vironment amongst multiple organisations, such as research
and medical institutions. MeDShare was developed on
blockchain technology using smart contracts to determine data
behaviour effectively and detect cyberattacks of the entities’
offending behaviour. Reference [89] developed a system that
makes the technology secure, private and auditable by using
the unique features of blockchain technology to share and
manage medical data. This system is enhanced by requesting
data entities to check the integrity of the medical data with the
assistance of a blockchain infrastructure. The developments in
the system have increased its value in terms of the integrity of
patient data, anonymity of patients, automation of workflows,
audit and accountability. Reference [90] proposed a new data
preservation system (DPS) to use blockchain as a reliable
storage solution, thereby ensuring that the stored data are
primitive and verifiable, whilst maintaining user privacy.
This system uses the combined blockchain with DPS to sup-
port frameworks and perpetually preserve important data,
whilst the authenticity of data can also be verified if suspected
manipulation occurs.

Reference [91] proposed a secure decentralisation system
using a hyperledger blockchain (i.e. MediChainTM) to facil-
itate the efficient exchange of medical data amongst patients,
caregivers and medical practitioners, whilst enabling a secure
protocol for private medical data transfer. Developments in the
decentralised architecture provide scalability to manage and
assess medical data and enhance the security of these assess-
ments. Reference [92] introduced a new blockchain-based
prototype system for medical data management. This system
is used to maintain a shared key that could be reconstructed by
legitimate parties prior to starting the diagnosis and treatment
process. Data in the diagnosis and treatment processes are
encrypted using the sibling intractable function families
(SIFF). Furthermore, data are entered into the Hyperledger
Fabric blockchain to fulfil the requirements of medical data
in terms of integrity, availability and privacy. Therefore, the
conceptual medical record access and sharing mechanism
framework proposed by Reference [93] is suitable for a
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system operating within a regulated healthcare jurisdiction.
This combination enables the development of a decentralised
holistic care cycle, in which patient health data can be shared.
However, the integrity of medical records and privacy protec-
tion is constantly conflicting, whilst interoperability is permit-
ted. Additionally, a framework for cross-domain image shar-
ing is developed in Reference [94], in which a blockchain
functions as a distributed storage to establish a ledger of ra-
diological studies and patient permissions. The development
of this framework eliminates third parties to protect medical
data and fulfil the criteria in an interoperable health system
and generalise fields beyond medical images.

Personal health record Personal health record (PHR) is the
management system of medical health records and patients are
often unable to control their data stored in EHR databases.
Reference [95] discussed the proposal of a new blockchain-
based architecture called OmniPHR to manage PHR for patients
and healthcare providers. OmniPHR presents a new architecture
that could support distributed PHR, in which patients maintain
their health history in a standardised view through any device.
Health providers can monitor patient data from different
healthcare organisations. Reference [96] developed a new model
for sharing medical data on the bases of blockchain technology
and proxy re-encryption to provide secure PHRs. This study
highlighted six significant flaws in the use of blockchain to de-
velop a PHR system. The proposed model resolves the first three
problems of data privacy on the chain, limited storage of medical
data and cancellation of consent.

Personal health information Reference [97] introduced a
health data control gateway (HGD), which is a novel health
architecture based on blockchain technology. HGD enables
patients to easily and securely control and share their data
without disclosure. The development of this system provides
new potential for improving the intelligence of healthcare sys-
tems whilst protecting patient privacy. Centric access was per-
formed to ensure the capability of patients to control their
medical data and indicator centric schema was able to organise
a variety of personal medical data types in a practical and easy
manner. Reference [98] proposed a new scheme based on
blockchain designed to ensure the confidentiality and security
of personal data in the blockchain-based secure and privacy-
preserving PHI sharing protocol for improved diagnosis in
EHR. The consortium and private blockchains were combined
into the system to achieve health record sharing and the proof-
of-conformance consensus mechanism was designed to con-
struct the verification of blocks. The development of the pro-
posed PHI protocol ensured privacy preservation and robust
security of stored data, whilst maintaining a secure search and
support timeout session in EHR. Reference [99] designed an
entirely new framework (i.e. i-Blockchain) to use personal
health data as an individual-centric hub based on blockchain.
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The development of i-Blockchain combines the cold and hot
storages by the adopted private and public keys, respectively,
to improve the security of personal health data exchange.

Clinical data sharing Clinical data sharing should be secure and
scalable for improved collaborative clinical decision-making,
particularly in providing patients with effective treatment.
Patients may have visited multiple medical clinic offices during
their lifetime. These clinics should be able to exchange patient
data in a timely and confidential manner to ensure that these
facilities have access to the latest knowledge of patient condi-
tions. Reference [100] proposed a new architecture that relies on
the blockchain to satisfy the requirements of the Office of the
National Health Information Technology Coordinator (ONC) by
including the fast health interoperability resources (FHIR) HL7
standard for shared clinical data. Reference [101] developed a
new architecture for a decentralised ecosystem of healthcare data
based on blockchain. This system can be integrated with large
volumes of clinical data and protect data confidentiality by
utilising the Exonum blockchain framework for state-scale use
in the healthcare system.

Medical data sharing in a cloud environment Medical data
stored in a cloud environment are consistently exposed to
cyberattacks because of complete lack of security, privacy, integ-
rity, pseudonymity and accountability. Therefore, Reference
[102] presented a medical data privacy preservation platform
based on blockchain technology by determining a set of privacy
and security requirements for medical data management systems.
This platform is a decentralised approach that uses ECC to en-
crypt patient data and ensure network pseudonym to address the
effects of such attacks. The developed platform leverages integ-
rity, accountability, authenticity and privacy in the cloud medical
data based on blockchain technology. Reference [103] devel-
oped a new framework for the secure management of shared
and patient data based on cloud and blockchain storage. The
development in the framework addressed the third-party storage
of medical data. The use of blockchain is considered a storage
supply chain, in which each transaction can be confirmed, ma-
nipulated and accounted for in case security and privacy are
necessary for the system.

Healthcare information exchange (HIE) The existing
blockchain in healthcare information exchange (HIE) considers
only the storage and sharing of EHR data. Hence, various valu-
able personal health data and stored EHR data are disregarded
into cloud environments with a complicated access control mech-
anism to prevent unwanted data dissemination. Nevertheless, this
type of network architecture heavily relies on cloud environ-
ments security. Reference [104] proposed a new platform that
relies on the BlocHIE blockchain for healthcare information ex-
change by considering two types of medical data (i.e. EHR and
PHI). BlocHIE has two interconnected blockchains based on the
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identification of the different requirements to store and share
medical data. The first blockchain is EHR-chain for EHR and
the second is HIE-chain for personal healthcare data. The devel-
opment of the EHR-chain has integrated off-chain storage and
on-chain verification techniques to ensure improved confidenti-
ality and authenticity.

Remote patient monitoring in loT IoT offers services for a
wide variety of applications without human involvement,
such as RPM. The challenges in designing loT-based RPM
systems include aggregating large streams of data whilst
ensuring patient confidentiality. Reference [105] proposed
a tier that relies on an end-to-end architecture with a patient
centre agent (PCA) as the centrepiece for continuous RPM.
The network of PCA-based blockchains maintains the priva-
cy of data streaming from body area sensors and stores them
securely. The improved architecture allows medical data to
be inserted into the personal blockchain to be shared in EHR
amongst different health organisations, whilst maintaining
privacy. Reference [106] proposed a patient IoT-RPM based
on smart contracts to manage medical devices to secure
sensors when communicating with a smart device by which
smart contracts record all events in the blockchain. This
smart contract system has a secure immutable ledger.
Moreover, automatic health event notifications would re-
solve security vulnerabilities associated with RPM and be
trustworthy for patients to wear medical devices.
Reference [107] proposed a novel framework of modified
blockchains for loT-devices based on their distributed nature
and other additional network security and privacy properties
to provide secure management and analysis of big data in
RPM. These additional security and privacy properties in the
framework are the integration of private and public keys,
blockchain and many other lightweight cryptographic prim-
itives to improve the access control of patients. This solution
is provided to secure and anonymise IoT data and transac-
tions across a network in the blockchain. Additionally,
Reference [108] designed the FHIR chain model to enhance
support for collaborative clinical decisions in the IoT-RPM
by using blockchain technology and FHIR standards. The
FHIR chain model and public-key cryptography addressed
the challenges of the five major ONC interoperability re-
quirements, namely, authentication, user identity determina-
tion, data access authority, data exchange protection and
consistent data formats and system modularity.

Remote healthcare system in loT A remote healthcare system
(RHS) is proposed on the basis of smart contract in the
Ethereum blockchain to recognise and protect individuals
and information generated by devices. RHS is designed for
healthcare providers (e.g. hospitals), physicians and patients
to measure the health status of patients using sensors. This
information is automatically entered into the blockchain.

Reference [109] explained that a processing mechanism aims
to efficiently and moderately store medical device information
in accordance with the health status of patients.

Medical insurance storage system Insurance companies have
constantly relied on verifiable and tamper-resistant records of
patient expenses, and companies should know nothing about
the records of expenses. Otherwise, a risk of leakage may
occur. Therefore, Reference [110] proposed a new system
based on the MIStore blockchain to store medical insurance
data that will provide high-level credibility to individual pa-
tients. The hospital performs (t, n) thresholds on servers from
which the insurance company can obtain data on patient ex-
penses by conducting homomorphic computations.
Thereafter, the data of patients’ expenses are entered in the
blockchain ledger to be protected by the tamper-resistant
property. Accordingly, the insurance company is incapable
of learning anything about patient expenses because the hon-
est nodes exceed the thresholds (n, t).

Parallel healthcare systems Diseases require cross-border
medical experts from various backgrounds to collaborate
using technology. The demand for accurate medical care,
personalised diagnosis and treatment is increasing owing to
regional and individual differences amongst patients. This de-
velopment considerably increases the importance of patient
data in terms of integrity, scalability and safety. Therefore,
Reference [111] presented a framework for parallel healthcare
systems (PHSs) to improve diagnostic accuracy and treatment
efficiency based on the approach called artificial system, com-
putational experiments and parallel execution (ACP). This
framework is combined with the consortium blockchain by
linking patients, healthcare providers (e.g. hospitals) and med-
ical expert communities to comprehensive data sharing in
PHSs regarding medical record reviews and care audibility.
The cryptographic mechanism behind this blockchain may
mitigate the security risk associated with the entry of patient
data and checking of new data.

Multi-site clinical trials Currently, designing a secure, effi-
cient and robust infrastructure should enforce the regulato-
ry obligations in a multi-site clinical research study and
ensure an elevated level of data security and cost optimi-
sation. Reference [112] proposed a new decentralised data
management framework based on permissioned
blockchain to reduce the administrative burden, time and
effort of ensuring data integrity and privacy in multi-site
trials. This framework used smart contracts and managed
private channels to maintain the confidentiality of data
communication and protocol enforcement.

Telecare medical information systems Telecare medicine in-
formation system (TMIS) enables patients and physicians to
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access medical services or data from remote sites. Therefore,
the privacy of patients’ data should be protected. Reference
[113] used blockchain technology to develop a novel scheme
for multi-level privacy preservation of location sharing in
TMIS. Multi-level location sharing privacy was achieved by
implementing an order-preserving symmetric encryption
(OPE) that enabled comparison transactions to be applied di-
rectly to encrypted data without decryption. Merkle tree en-
abled users to confirm the location data received from peers in
the P2P network, thereby ensuring that the data are undam-
aged or unchanged, such that shared locations can be verified
efficiently and securely. The development in the location shar-
ing system addressed the requirements of blockchain depend-
ability according to decentralisation, confidentiality, multi-
level privacy protection and verifiability.

Medical body sensor network Blockchain is the appropriate
technology to address the issue of data physiological monop-
oly and improve the robustness of data storage. However, this
technology has limited protection for private physiological
data. Reference [114] introduced a key management scheme
for body sensor networks (BSNs) in healthcare blockchain
application. BSNs and health blockchain are combined to de-
sign a lightweight key management scheme for backup and
the efficient recovery of health blockchain keys. This devel-
opment scheme includes storage keys entered into the
blockchain ledger to resist statistical attacks, whilst encryption
keys are changed regularly. Blockchain generates many his-
torical keys that are properly stored and indexed. Therefore, a
healthcare system can easily find the appropriate keys if users
want a block to be decrypted. This scheme has many advan-
tages, such as biosensor keys in BSN being responsible for the
generation, backup and recovery of blockchain health keys
and enhancing the security of those keys. These advantages
enable each block of the blockchain to be encrypted by a key
with low storage costs and performance.

Other healthcare system applications Reference [115] de-
signed an architecture based on blockchain technology to
meet the requirements of an e-health system and address spe-
cial needs to maintain storage of EHR and preserve patient’s
privacy. Blockchain integration with the infrastructure of an e-
health management system has resulted in enhanced outcomes
in personal data storage by providing secure access to infor-
mation. Reference [116] provided a new decentralised archi-
tecture for an eHealth system based on blockchain. This
decentralised architecture is an effective mechanism for the
exchange of medical information, improvement of data integ-
rity, reduction of transaction costs and avoidance of third-
party services when participating amongst various health or-
ganisations. The current research presents the distribution of
registered data to create electronic medical cards of patients by
developing an algorithm using smart contracts.
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Conducted studies

This section addresses the second part of the taxonomy (see
Fig. 5). The studies comprised evaluation research on the
adoption of blockchain in the healthcare system.
Furthermore, the analytical studies (i.e. 6/58 scientific papers)
covered the new model leveraging the blockchain-based
healthcare system.

Evaluation studies Reference [117] aimed to develop and
evaluate the use of blockchain-based mobile health system
for cognitive insomnia treatment with a smartphone applica-
tion. This application enables computational dependence on a
decentralised network, which can be trusted and audited.
Volunteer data were saved and forwarded to the
Hyperledger Fabric network and all nodes were validated
and updated successfully. The decentralised application en-
sured that EHRs registered with the blockchain network were
resistant to manipulation. Reference [118] presented the im-
plementation and evaluation in accordance with OmniPHR,
which integrates with the distributed EHR using blockchain
technology and open EHR interoperability standards. The
aforementioned study evaluated the integration of the data
of 40,000 adult patients. Medical documents from various
databases have focused on non-functional performance, such
as response time, CPU use, memory occupancy, disk use and
anonymised network use. The prototype achieved 98% avail-
ability with an average response time of under 500 millisec in
a scenario of 10 super peers and thousands of sessions com-
peting simultaneously for health record operations.
Reference [119] provided evaluation metrics for
decentralised healthcare applications (DApps) on the basis
of blockchain from a technical perspective in terms of feasi-
bility and intended capacity. The aforementioned study pro-
vided a guideline for the development of successful DApps,
which include complete workflow compliance with HIPAA,
support for turning-completion, user identification and au-
thentication support, support for minimum structural interop-
erability, scalability across healthcare participants and cost
efficiency. Reference [120] proposed a new consensus mech-
anism model for the healthcare blockchain network called
practical Byzantine fault tolerance (PBFT). The aforemen-
tioned study aimed to simulate the response times for PBFT
with a continuous Markov chain (CTMC) model in terms of
several factors, such as replica and primary node delays.
Consequently, replica nodes have a minimum impact on the
probability of implementation.

Analytical studies Reference [121] discussed the possible
challenges and solutions to the adoption of biomedical/
healthcare blockchain technology. Potential challenges can
emerge in the adoption of blockchain technologies, such as
openness/confidentiality, speed/scalability and the threat of
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51% attacks that should be carefully addressed in the devel-
opment and implementation of health applications.
Reference [122] examined the interoperability of adopted
blockchain in healthcare applications and how medical data
sharing could be transformed amongst different hospital sys-
tems. The aforementioned study presented barriers to the in-
teroperability of patients by facing five issues, namely, digital
access regulations, data aggregation, data liquidity, patient
identity and data stability.

Review and survey papers

This category includes reviews and survey papers to de-
scribe blockchain technology in healthcare applications.
Reference [123] conducted a systematic literature review
of state-of-the-art healthcare in blockchain research, re-
vealed the potential applications of this technology and
highlighted the challenges and possible research direc-
tions. Reference [124] reviewed the important uses of
blockchain in health data management, pharmaceutical
supply chain administration, drug adherence and billing/
claims management and analytics. Healthcare organisa-
tions seek to develop blockchain technology to build fully
decentralised applications, such as data provenance, coun-
terfeit drug identification and consent management.
Reference [125] reviewed the current and latest develop-
ments in the healthcare field by implementing blockchain
as a model and discussing blockchain applications along
with present challenges and future perspectives.
Reference [126] investigated blockchain by reviewing re-
cent state-of-the-art usage in healthcare applications in
terms of promises, challenges and scenarios. The afore-
mentioned study highlighted the properties of blockchains
to achieve certain advantages for healthcare applications
and identified challenges in terms of interoperability,
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security and privacy that should be addressed in the im-
plementation of business models. Reference [36] investi-
gated the literature on blockchain used in e-health and
explored research trends. A total of 84 eHealth blockchain
publications have been found, 18 of which were identified
as relevant. Many of these publications have demonstrated
the advantages and development of this technology in
healthcare application. Only one survey paper was pre-
sented. Reference [127] indicated the unique require-
ments in certain health applications that are not addressed
by blockchain technology. The adoption of blockchain in
healthcare applications requires a high level of authenti-
cation, interoperability and record-sharing owing to legal
requirements, such HIPAA. Specific vulnerabilities of
blockchain technology and issues should also be ad-
dressed, such as mining incentives, attacks and key
management.

Classification of research articles

This section classifies and discusses the final set of re-
search articles on the bases of the following aspects: (1)
year of publication, (2) author nationalities, (3) publishing
house or journal, (4) purpose of using blockchain in
healthcare applications and their contributions and (5)
problem types and proposed solutions. Figure 6 shows
the trend of article publications amongst the three data-
bases (i.e. IEEE Xplore, ScienceDirect and WOS) from
2013 to 2019. The rate of publications shows annual in-
creases. Therefore, blockchain technology in healthcare
applications has gained increasing interest amongst re-
searchers in recent years. The adoption of blockchain in
healthcare applications significantly increased in 2018
and further studies are expected to be conducted.

2016 2017 2018 2019

M ScienceDirect IEEE Xplore
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Figure 7 illustrates the distribution of research articles in terms
of digital databases and taxonomy categories. The systematic
literature review consists of four primary categories, namely,
development and design, evaluation studies, analytical studies
and review and survey articles. WOS has published 25 articles
in the following categories: development and design (18),
evaluation studies (1), analytical studies (1) and review and
survey articles (5). ScienceDirect has published 10 articles as
follows: development and design (7), evaluation studies (1),
analytical studies (1) and review and survey articles (1).
Lastly, IEEE Xplore has published 21 articles as follows: de-
velopment and design (20) and evaluation studies (1).
However, analytical studies and review and survey articles
were not published in IEEE Xplore.
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Figure 8 illustrates the number of relevant articles for each
year of publication within the four categories. A total of 58
articles have been published in the distribution of scientific
articles related to the adoption of blockchain for healthcare
applications between 2016 and 2019. The scientific articles
are distributed as follows: 1 was published in 2016, 8 in
2017,41 in 2018 and 8 in 2019.

Distribution by author nationality

Figure 9 illustrates the implementation of healthcare appli-
cations by the utilisation of blockchain in 23 countries and
likewise provides the authors’ nationalities. We observed
that the relevant studies were conducted in countries where
attempts were made to adopt a blockchain to cover cases in
healthcare organisations, such as EHR. The nationality
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USA I ——
UK I 2
Thailand N 1
Spain N 1
Slovenia M 1
Russia N 1
Poland NN 1
Norway I 1
Korea I 2
Japan IS 4

India I 2
Greece
Germany
France
Finland
Egypt
Denmark
China
Canada
Brazil
Bangladesh
Algeria

Australia

Fig. 9 Distribution by Author Nationality

distribution of the 58 articles in blockchain-based healthcare
applications shows that the most productive authors are from
the following countries: China (17); the US (12); Japan (4);
France, Brazil, India, South Korea and the UK (2 each) and
Algeria, Bangladesh, Canada, Denmark, Egypt, Finland,
Germany, Greece, Norway, Poland, Russia, Slovenia, Spain
and Thailand (1 each).

Distribution by publishing house or journal

Table 3 shows that the research articles have been categorised
by publishers’ journals and scientific conferences. This new
categorisation paradigm is used in the systematic review of the
literature to assist researchers target the journals relevant to the
subject of a particular study.

12

I 17

10 12 14 16 18

Distribution by Use of Blockchain in Healthcare
Applications

The systematic review shows that blockchain technology has
been used to address several issues, such as security, data
privacy, authentication, interoperability, inaccessibility and
stored patient or provider data, in various fields of the
healthcare application sector (see Fig. 10).

Table 4 reveals the distribution of each research article
on the basis of author contributions. Out of the 44 publi-
cations, a new architecture occurred 7 times (15%) by
employing blockchain technology in healthcare applica-
tions. Thus, new system designs were contributed by the
authors in several cases of healthcare use (14 times
(32%)). Moreover, the authors introduced a framework
empowered by blockchain in different healthcare fields
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Table 3  Categorisation of Articles by Journals, Publishers and Scientific Conferences

NO. Name of Journals and CONFERENCES References

1 Telehealth and Medicine Today (TMT) [40]

2 Journal of Medical Systems (Springer) [97, 98]. [36, 74, 84, 85, 90, 92, 103, 106, 110, 113]

3 Sensors (Switzerland) [107]

4 Health Informatics Journal [94]

5 JMIR mHealth and uHealth [117]

6 Journal of the American Medical Informatics Association [121]

7 Symmetry—MDPI [123]

8 Cryptography—MDPI [125]

9 IEEE Access [79, 88, 105]

10 IEEE Transactions on Computational Social Systems [111]

11 CAAI Transactions on Intelligence Technology [114]

12 Computational and Structural Biotechnology Journal [100, 108, 122]

13 Sustainable Cities and Society [82]

14 Future Generation Computer Systems [102, 125]

15 Procedia Computer Science Elsevier [87]

16 Journal of Biomedical Informatics [95, 118]

17 Journal of Network and Computer Applications [127]

18 ArXiv [86, 91, 112, 124]

19 International Journal of Health Geographic’s [126]

20 ICT Infrastructures and Services [76]

21 Norwegian Information Security [81]

22 Information Technology in Medicine and Education ITME) IEEE [99, 120]

23 E-health Networking, Application & Services IEEE [115,119]

24 Advanced Informatics: Concept Theory and Applications (ICAICTA) IEEE [96]

25 IEEE Globecom Workshops [77, 109]

26 Smart Trends in Systems, Security and Sustainability (WorldS4) IEEE [101]

27 Computer Communication and Networks (ICCCN) IEEE. [78]

28 Digital System Design (DSD) IEEE [75]

29 Trust, Security and Privacy in Computing and Communications IEEE [89]

30 Computer Aided Modeling and Design of Communication Links and Networks [93]
(CAMAD) IEEE

31 Telecommunications Forum (TELFOR) IEEE [83]

32 Smart Computing (SMARTCOMP) IEEE [104]

33 Global Communications IEEE [80]

(10 times (23%)). Proposed new schemes contributed to
the combination of healthcare applications with
blockchain accounted for 6 publications (13%). The re-
maining 8 publications (18%) presented a new platform,
algorithm, approach, protocol and model.

The next analysis was performed through our system-
atic review for the purpose of using blockchain in the
healthcare domain. Table 5 shows that the majority of
the publications used blockchain to improve data security,
data privacy and patient data management in EHR.
Authors often stated multiple applications of blockchain
technology in healthcare (e.g. data sharing and access
control), which could be viewed as expected methods
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because blockchain technology entails specific applica-
tions. For example, distributed technology, such as
blockchain, should be suitable for data sharing.
Therefore, this area of research will often be discussed.

Distribution by type of problems and proposed
solutions for each study

Many researchers have identified problems related to the in-
tegration of blockchain with healthcare applications and pro-
posed appropriate solutions to solve these problems. This sec-
tion provides insights into the problems that researchers have
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Fig. 10 Use of Blockchain in Healthcare Applications

encountered and their proposed solutions that involve the use
of blockchain.

Table 4 Contributions Presented in the Research Articles

No. Contributions References

1 Architecture [95, 97, 100, 101, 105, 115, 116]

2 System designs [88-92], [74-76, 84, 86, 106, 109, 110]

3 Framework [77, 82, 83, 93, 94, 99, 103, 107, 111, 112]
4 Scheme [78-80], [98, 113, 114]

5 Model [120]

6 Platform [85, 102, 104]

7 Approach [81]

8 Protocol [87]

9 Algorithm [104, 116]

Remote Patient Monitoring (RPM)

Medical Data Sharing in EHRs

Remote Healthcare System (RHS)

in IoT
emote Patient Monitoring (RPM)
in IoT

(EHR) in a cloud environment

[96],[97],[98]

—
‘ [1141,[115]
‘ [941,[95]

I [104]

[99],[100]

l

[73]
: [108]
[105],[1061,[107]
[741,[851,[751,[76],[771.[781,[801.[81]
[83],[84]

‘ [109]

[110]

111

[871,[881,[891,[901,[91],[92],[102],[93]
[111]

[112]

[821,[119],[79],[113]

[103]

[101]

[86]

1111411

Technical problems in previous studies

Six types of technical problems have been determined in pre-
vious studies (see Fig. 11).

The first type of technical problem discussed in several stud-
ies involves the security of medical data stored in EHR for
patients or healthcare providers. Studies [76, 84, 85, 115] and
[116] aimed to resolve the restriction of the existing EHR stor-
age system dependent on trusted third parties (e.g. cloud servers)
by replacing the infrastructure system in a decentralised manner,
thereby ensuring that the EHR storage systems are resistant to
security attacks and hacking of patient data. Studies [74, 93, 103,
104, 112] and [111] attempted to solve the problem of HIE in
EHRs because the repository of medical data is a single point of
failure and can be targeted by attackers, such as ransomware
attacks or denial of services. Study [110] attempted to solve
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Table 5 Purpose of Blockchain

Use in Healthcare Applications No. Improvement of Healthcare Applications References
1 Improved data security [74, 76, 77, 80-84, 100, 103, 109, 110, 114-117]
2 Improved data privacy [78, 79, 82, 86, 87, 90, 96-99, 102, 107, 113, 114]
3 Improved data integrity [89, 92]
4 Improved authentication [75, 108]
5 Improved interoperability [122]
6 Improved real-time update and access [95, 111]
7 Improved data sharing [88]
8 Improved drug traceability [85]
9 Improved patient data management [93, 104-106]

the problem related to the medical data management system for
the storage of personal data, in which providers must be trust-
worthy in handling patient data from resistance to manipulation
and that each transaction should be verifiable. Study [77]
attempted to resolve the complexity of current schemes that
manage the security of EHRs to provide an effective balance
between data protection and the need for patients and providers
to regularly interact through data.

large data streams, whilst ensuring patient confidentiality
[105]. These safety and privacy problems with medical data
could result from delays in treatment and even endanger the
life of patients [107, 108]. Therefore, [oT-RPM has raised
many privacy and security issues because of the failure of
the IoT server architecture to disrupt the entire network and
the vulnerability of devices to DDoS attack, data theft,
hacking and remote hijacking without exception [109].

The last studies under this type of problem are associated
with designing RPM systems on the basis of [oT to aggregate

Types of Problems in Health
care Applications

The second type of technical problems concerns the pro-
tection of the privacy of medical data for patient and

centralized EHR (e.g. cloud computing storage) unobtainable to
secure the medical data stored by patients and health care providers

Problems of Medical Data
Security

Remote patient monitoring IoT devices vulnerability to DDoS attack, |
data theft, hacking and remote hijacking without exception

—>

“The complexity of the existing EHR security schemes has reduced
patients ' ability to access data significantly

[ Collection, storage, sharing, and analysis of sensitive health -
P> information without violations of privacy |

| The transparent property of block chain causes concerns about the
privacy and confidentiality of patient data _

3 problems of medical data
Privacy

Problems of medical data
Integrity

—

Local centralized database system incapable of ensuring the
integrity and availability of stored medical data

—

Problems of Access Controls
_)

Inability to ensure medical system identity and access
in the Medical System

management against unauthorized connection

—

' Problems of medical data
interoperability

—> —>

inefficiencies and errors in sharing of medical data

Problems of Managing the

) Massive Volumes of Patient =——=p- Patients unable to control their distributed health records
Data

Fig. 11 Classification of Technical Problems in Healthcare Applications
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healthcare providers in EHR. Studies [80, 81, 86, 87, 90,
102] and [98] focused on preserving the privacy of the EHR
medical data in collecting, storing, sharing and analysing
sensitive health information. Study [102] aimed to address
the issue of privacy violations of stored cloud medical data
against cyber-attacks, such as lack of accountability and
pseudonymity. Studies [78, 79, 82, 96, 113] and [114]
attempted to resolve the transparency property of the
blockchain in the integration with EHRs to prevent privacy
and confidentiality concerns for PHRs.

The third type of technical problems is related to guarantee-
ing data integrity and the availability of stored medical data.
Studies [89, 92] attempted to solve the problem of integrity
and availability of medical data storage in a centralised local
database. The two methods to achieve integrity in the existing
system involve formulating an access control strategy and
encrypting medical data with the patient’s key. The problem
with the first method is the possibility of modifying or deleting
data in the local database. The problem with the second meth-
od is the impossibility of sharing the key if the patient dies
during diagnosis or treatment. Thus, data availability is affect-
ed by two problems.

The fourth type of technical problems relates to accessing
controls in the medical system. Study [75] attempted to re-
solve the problem of unauthorised connections in EHR against
security attacks when a patients’ data are exchanged from one
provider to another. Study [106] attempted to solve the node
authorisation problem within the IoT-RPM device for patient
treatment and by identifying the network connection to pre-
vent hacker targets.

The fifth type of technical problems relates to medical data
interoperability. The inefficiencies and errors in exchange,
collection and analysis of medical data lead to a lack of inter-
operability in healthcare [94, 100]. Study [83] attempted to
solve the problem of patient access to the EHR database be-
cause patients are unable to easily share data with providers or
researchers. The challenge of interoperability amongst various
providers involves the high-performance data sharing require-
ment resulting in the fragmentation of record data instead of
cohesiveness. The dissemination of patient medical records
risks patient confidentiality because malicious activities could
seriously damage reputation and finances [8§].

The sixth type of technical problems relates to issues of
managing massive volumes of patient data in the healthcare
application. Medical data are extensive and cumbersome and
could result in the quality issues of medical data, such as
complicated analysis, diagnosis and prediction, as well as
the confidentiality of data because of the continuously increas-
ing number of cybercrimes [97, 101]. Study [95] attempted to
solve the problem associated with PHRs in EHR in terms of
the ability of patients to view their distributed health records
and healthcare providers to access up-to-date patient data and
resolve duplicate health records in healthcare organisations.

Proposed solutions in previous studies

This section highlights the proposed solutions in previous
studies depending on various technical problems. The current-
ly relevant set of healthcare system security goals may include
a variety of issues that should be addressed, such as confiden-
tiality, integrity, availability, privacy, authenticity and trust-
worthiness, non-repudiation, accountability and auditability
goals. Previous studies have attempted to address all these
security requirements, whereas others have focused on one
issue in addressing the security requirements of the medical
data system. Hence, the solutions of previous studies are
categorised on the bases of the contributions made to achiev-
ing safety goals (see Figs. 12 and 13).

Proposed solutions for medical data security problems
Previous studies have proposed several solutions to enhance
the security value of existing medical systems by situating
blockchain layers above legacy systems in conjunction with
cryptographic techniques (see Fig. 12). Studies [76, 115, 116]
and [85] transformed the centralised feature of network com-
munication of EHRs amongst healthcare providers into a
decentralised network by using the internal characteristics of
blockchain, thereby bringing many benefits and resolving se-
curity issues. The decentralised EHR network has resulted in
the elimination of third-party dependence, thereby improving
the health infrastructure management system, management of
personal data storage and provision of professional access to
data, whilst guaranteeing security and privacy. Study [84] de-
signed a new cryptosystem based on the attributes of existing
cryptosystems (e.g. IBE, ABE) and blockchain to ensure con-
fidentiality, authentication, integrity of medical information
and support of fine-grained access control of the medical data
stored on the cloud server. Studies [74, 93, 103, 104] and
[112] maximised the consent feature in blockchain, in which
the consensus algorithm controls the access, storage and dis-
tribution of medical data within an EHR network. The EHR
system controls any decision, which is required to be agreed
upon by all network participants. Hence, a new level of trust
was added to the network prior to allowing data to be changed.
This feature provided an additional layer of assurance in the
medical data repository network that is less of a single point of
failure and can prevent attacks, such as ransomware and denial
of services from targeting them. Study [77] improved the se-
curity features and reduced the complexity of the current EHR
system by introducing a cipher manager with the blockchain
that incorporated encryption techniques before network re-
cords are sent and received. Every patient has a unique ID
address and identifier in the blockchain network, thereby
minimising the unauthorised use of records and achieving
high-level data security. Study [111] solved security and scal-
ability issues in the current HIE system by introducing a new
combined ACP with consortium blockchain to improve
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Fig. 12 Classification of the Proposed Solutions for Medical Data Security Problems

diagnostic accuracy and treatment effectiveness. Study [110]
improved the security of insurance management systems by
using blockchain and homomorphic encryption systems to
achieve a secure, decentralised storage of patient data.

Study [105] proposed an end-to-end architecture combined
PCA with blockchain to resolve the security issues of loT-
RPMS in collecting large amounts of data streams whilst
guaranteeing patient confidentiality. Study [107] addressed
privacy and security issues related to data transfer and trans-
actions logging across [oT-RPMN. The modified model for
IoT devices considers the advantageous feature of distribution
in blockchain and other network privacy and security proper-
ties to ensure secure communication and analysis of big data
in RPM. Study [108] adopted the security requirement in the
FHIR standards and proposed the FHIR chain model for IoT-
RPM in conjunction with blockchain distribution features to
enhance patients’ security and privacy with a collaborative
clinical decision. Study [109] benefitted from smart contract
implementation in the blockchain network by removing third
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parties and other features of self-executing, immutable, self-
verifying and auto-enforcing to manage device-generated in-
formation in IoT-RHS. These components communicate and
synchronise over a distributed network of IoT devices owned
and managed by multiple entities to avoid certain types of
security attacks, such as DDoS, data theft, hacking and remote
hijacking.

Proposed solutions for medical data privacy problems
Extensive effort has been exerted towards improving the pri-
vacy of medical data for patients and healthcare providers by
establishing a cryptographic mechanism in the decentralised
EHR network or other healthcare applications (see Fig. 13).
Study [80] attempted to develop an efficient mechanism based
on ECC above the existing blockchain-based EHR system to
achieve the privacy preservation of data accessibility in the
network. Study [102] addressed a privacy-preserving platform
by establishing an ECC mechanism to encrypt the back and
forth exchange of medical data stored in the cloud to prevent
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DDoS cyber-attacks caused by pseudonymity in the
blockchain network. Study [81] adopted a signcryption mech-
anism (i.e. ABA) to protect the sharing of medical data priva-
cy in decentralised EHRs, thereby resulting in improved qual-
ity and reduced medical treatment costs. Study [86] provided
data-sharing privacy protection in an EHR-cloud system
based on consortium blockchain and ciphertext-policy attri-
bute-based encryption (CP-ABE). CP-ABE provides strong
privacy preservation in data sharing and permits data owners
to exchange encryption data with authorised users in the cloud
storage whilst maintaining access control mechanism to be
blinded. Study [87] resolved the problems associated with
protecting patient privacy by using PBE-DA in the multi-
layer protocol of an IoT-EHR system based on blockchain.
Study [98] developed a scheme based on blockchain charac-
teristics and the use of public keyword search encryption
(PEKS) to secure and preserve the privacy of keyword search
protocol for EHR by building a bilinear keyword polynomial
map that provides proof of conformity for the blockchain,
which functions as a consensus mechanism. Study [90] solved
the problem of storing patients’ medical records in the data-
base by ensuring that the stored data are tamper-proof by
leveraging the characteristics of the Ethereum blockchain.
Data preservation system (DPS) is an accessible and distrib-
uted P2P network database and proof of primitivity as a con-
sensus algorithm to perpetually preserve data in the
blockchain.

Patients’ access to EHRs through the blockchain database
is extremely limited and patients are unable to easily share
such data with providers or researchers. Study [79] addressed
these limitations by proposing a scheme based on ABS with
various authorities in decentralised blockchain-based EHRs to
maintain patient privacy and improve interoperability. Study
[78] enabled dual privacy preservation capabilities in
decentralised EHRs amongst different healthcare providers
(e.g. hospitals) by using ABS for blockchain healthcare appli-
cations, which preserve the privacy of signer identity authen-
tication. Internal blockchain characteristics have provided
many benefits to EHRs, but the transparent features could
relatively lead to privacy and confidentiality leakage of
PHRs. Studies [82, 96] solved these problems by modelling
the proxy re-encryption technique above the blockchain appli-
cation. This technique divides the re-encryption between mul-
tiple nodes. Subsequently, the symmetric keys in the EHR
system are separated and functional internally within the node.
That is, private transactions preserve the data integrity offered
by the blockchain whilst increasing privacy. The healthcare
application based on the blockchain records transactions are
open to the public in the network and may be leaked. Study
[113] provided a multi-level confidentiality sharing of patient
locations in the TMIS based on the OPE to guarantee the
confidentiality of locations recorded in the blockchain.
Study [114] combined the key management scheme and
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blockchain to leverage privacy protection in the healthcare
system, which contains sensitive information.

Proposed solutions for medical data integrity problems To
solve the problem of integrity and the availability of stored
medical data in a centralised local database, Study [89] pre-
sented a system that allows data sharing and medical data
management to be transformed into a decentralisation medical
database. This system ensures security, privacy and integrity
by leveraging the unique properties in the blockchain.
Additionally, this development system employs the secure
digital blockchain ledger to ensure the integrity of the stored
medical data by making a hashed copy of the data. Thereafter,
copies can be given to entities wanting to access data (e.g.
medical research centres) to verify the integrity of the data
whilst preventing the threat model of the malicious database
administrator. Therefore, the procedure is performed automat-
ically through smart contracts when the entities request access
to patient medical data. Study [92] used blockchain in combi-
nation with SIFF to achieve integrity, availability and privacy
in medical data management by storing medical data in a
decentralisation medical database, establishing an access con-
trol technique and encrypting patient data with a symmetric
key. The integrity characteristic in medical data was deter-
mined by honest participants, in which data can be recorded
in a Hyperledger Fabric blockchain, thereby resulting in the
impossibility of altering or deleting data by any adversary.

Proposed solutions for access control problems in the medical
system Study [75] solved the problem of centralised authen-
tication by setting up a secure decentralised authentication
provider to prevent system threats to certain security attacks
when patient data are accessed from one provider to another.
The proposed system addressed the issues of authentication
and authorisation of exchange of sensitive data amongst mul-
tiple healthcare providers in existing EHR medical systems.
Of interest is that blockchain can be used as an authentication
provider. Study [106] proposed a blockchain-based solution
that enables [oT-RPM to be authenticated and securely com-
municated to stored devices generated by health information
systems. The use of blockchain technology can grant user
authentication and authorisation to protect against such
threats, in which anyone cannot physically steal information.

Proposed solutions for medical data interoperability prob-
lems Study [83] combined Al with the EHR blockchain to
improve the confidentiality and security of and interaction
with medical data. The proposed system solved the problems
faced by the medical system in interoperability and sharing
medical data amongst different healthcare providers. The use
of blockchain transactions ensures coordination between dif-
ferent EHR stakeholders without fragmentation of data. Study
[88] used blockchain features to solve the problem of
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compromised patient confidentiality in the interoperability of
medical data sharing amongst medical big data providers in an
untrustworthy cloud service environment. The utilisation of
blockchain ensures the efficient sharing of medical data and
zero errors because the consensus algorithm controls the dis-
tribution and synchronisation of data between different EHR
providers. Study [100] addressed the issue of collaborative
clinical decision-making to be substantially secure and scal-
able in data sharing by using the FHIR HL7 standard and
blockchain. This combination effectively improved the ex-
change of information and made effective treatment decisions.
Study [94] focused on the axis of exchange of medical imag-
ing data in EHR by proposing a framework for cross-domain
image sharing that uses a blockchain as a distributed data
storage to establish a list of radiological studies and patient-
defined access permissions.

Proposed solutions for problems related to managing mas-
sive volumes of patient data Study [97] used a new
blockchain-based architecture called healthcare data gateway
(HDG) to easily and securely control and share patient data
without violating privacy. The development of the architecture
solves the problem associated with healthcare systems in
terms of collecting, storing and analysing personal healthcare
data without raising privacy violations and ensuring that data
are owned and controlled by the patient instead of being
scattered across different healthcare providers. Study [95] pre-
sented an OmniPHR blockchain-based architecture to inte-
grate PHR between patients and healthcare providers to solve
problems related to patients’ distributed data records in man-
aging and accessing up-to-date and recording duplicate data.
Study [101] proposed a new architecture of a blockchain-
based decentralised health data ecosystem that can be integrat-
ed with large volumes of clinical data whilst protecting confi-
dentiality. The architecture developed deals with vast medical
data to ensure the quality of medical data in terms of compli-
cated analysis, diagnosis and prediction.

Discussion

This systematic literature review presents the most relevant
studies on state-of-the-art healthcare applications using
blockchain technology to highlight research trends. This re-
view differs from previous reviews because it is current and
focuses on the use of healthcare applications in the blockchain
rather than as individual applications. Various articles deal
with the subject under an introductory perspective, examine
existing applications and develop actual decentralised
healthcare application based on the blockchain. Figure 5 illus-
trates the taxonomy of the literature, which enables sorting
various studies into meaningful, manageable and coherent de-
signs. The structure introduced by the taxonomy is intended to

provide researchers with a wide range of important insights
into the topic. For example, the taxonomy of healthcare appli-
cations based on blockchain in the current research shows that
researchers are inclined to develop, design and operate appli-
cations. Thus, a possible path in this area is based on the
contribution of each paper, such as new architecture, system
designs, framework, scheme, model, platform, approach, pro-
tocol and algorithm.

Another possible area includes the combination of IoT ap-
plications with blockchain and their use in healthcare systems,
such as RHS, RPM and EHR. The possibility of using
blockchain in a medical database aims to obtain a secure and
scalable decentralised storage of EHR in a cloud environment.
Another possible perspective is to maximise the combination
of blockchain with artificial intelligence in the healthcare sys-
tem. Blockchain aims to resolve the major problems of tradi-
tional healthcare systems, such as security, privacy, authenti-
cation, interoperability, inaccessibility and storage of patient
or provider data. The taxonomy reveals gaps and highlights
the lack of studies on the development of healthcare applica-
tions in blockchain technology. Three aspects of the literature
content are identified on the basis of the review: (1) motiva-
tions behind the development of healthcare system in
blockchain technologies, (2) challenges for the successful
utilisation of these technologies and (3) recommendations to
address these difficulties.

Motivations

The motivations behind the use of blockchain technology in
healthcare applications were extracted from the review of
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ion Integrity

Figure 14 Motivation Categories for the Use of Blockchain in Healthcare
Applications
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studies. We have grouped these motivations into several cate-
gories (see Fig. 14).

Motivations related to data security

The volume of digital data in healthcare is increasing and
innovative methods of processing and storing data are re-
quired. The immediate task is to ensure the safety of the trans-
mission and storage of medical data. Blockchain technology
has been utilised to demonstrate the effectiveness of safe stor-
age and data transfer in the healthcare system. Numerous stud-
ies have been conducted to improve healthcare application
security through the use of blockchain. As an EHR,
blockchain technology stores patient data with significantly
increased security [76, 77, 103]. The different interactions of
patients in a blockchain healthcare system have multiple
checkpoints rather than a single gateway, thereby improving
the safety of sensitive data [114]. The manner by which pa-
tients monitor their health information could have an impact.
Patients who are part of the blockchain could approve or deny
any sharing or modification of their data, thereby ensuring
high-level protection and enhanced control [84, 96, 109].
Although this situation is similar to how HIEs can operate,
several EHRs will participate in a decentralisation architecture
[74, 81]. The validation aspect of distinguishing blockchains
from other traditional systems involves secure and scalable
clinical data sharing [100]. HIE must be trustworthy for pa-
tients and healthcare providers when records move between
hospitals and other organisations. Blockchain participants will
also know that the data have been validated [104] and patients
will not spend time collecting own data from multiple
healthcare providers to send to a new clinic. The new medical
providers can be simply added to the node of the blockchain
network. Then, medical providers can access the same data of
patients who already participated in the blockchain healthcare
system through secure and efficient data accessibility [80, 92,
117].

Motivations related to data privacy

The protection of sensitive data against unauthorised access is
highly important. Therefore, a major problem with healthcare
application is that data privacy has been affected by leakage
of sensitive information. Over the past years, effort has been
exerted to ensure privacy in healthcare. These approaches
have focused on different data privacy solutions.
Blockchain has received considerable attention as a promis-
ing technology to protect the privacy of personal data owing
to a decentralised distributed ledger. That is, the transactions
content patterns are only accessible to specific users in the
blockchain network and their real identity remains anony-
mous to the public. Transaction privacy is essential in various
healthcare applications based on blockchain (e.g. EHR as

@ Springer

anonymous authorisation and authentication), where patients
may want enhanced privacy and prevent the release of their
personal information to any curious blockchain entity.
Numerous studies have attempted to adopt blockchain tech-
nology to protect the privacy of medical data, such as
privacy-preserving of PHR [97, 99] and individuals may ben-
efit from personal health data for enhanced treatment. The use
of blockchain technology could protect the privacy of data
sharing in EHR [86, 98]. The privacy of blockchain-based
EHR data sharing could be improved by using the ABS
scheme [78, 79]. Privacy preservation of blockchain-based
EHR could address access the issues of control and interop-
erability of medical data [82]. Accordingly, a new DPS has
been proposed to protect the privacy of a medical data system
[90]. Moreover, the decentralised characteristic of blockchain
is essential for the privacy-preserving process of devices in
IoT-healthcare [107]. The achievement of a perfect privacy
preservation for patients can be based on PBE-DA [87]. The
use of blockchain would benefit the protection of healthcare
data privacy in a cloud environment [102]. Blockchain has
also been applied to protect telecare medical information sys-
tem sharing location [113].

Motivations related to data integrity

Data integrity is important because patients can be iden-
tified and tracked from one level of care to another.
Data trustworthiness means that healthcare data should
be complete, accurate, consistent and up-to-date because
providers use data in decisions related to patient care
[116]. In a medical insurance storage system, blockchain
properties (e.g. tamper-proof) can offer high credibility
to users, hospitals, patients, insurance and servers. The
majority of the verification processes occur with the use
of record nodes in the blockchain, thereby requiring
only a few CPUs and memory usage for healthcare pro-
viders (e.g. hospital), insurance providers and servers
[110].

Motivations related to authentication

Authentication is a crucial component of a medical system and
blockchain technology can prevent unauthorised access to
such a system by using data integrity, non-repudiation and
authentication [75]. Identity access management (IAM) strat-
egies can address unauthorised access issues by formalising
software access and relevance whilst responding to the daily
needs of users. The integration of blockchain with IAM in
EHR is a genuine strategy to ensure the confidentiality of
healthcare data through access rights and a password policy
that provide users with secure access to medical data [108].
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Motivations related to interoperability

Interoperability in healthcare has historically focused on the
exchange of data between entities within entirely different
hospital systems. The major challenges in healthcare interop-
erability are healthcare organisations’ different levels of ma-
turity in information quality, governance mechanisms and
standardisation. Several healthcare organisations tend to use
different standards of medical data exchange, such as FHIR,
CDA and HL7 2.x to share medical data with multiple
healthcare providers. The varying data standards directly re-
duce the interoperability of healthcare organisations.
Blockchain assists in overcoming this challenge by accessing
data via APIs to standardise data formats to facilitate data
transmission seamlessly in EHR communication.
Additionally, blockchain addresses current challenges in the
synchronisation of patient information with multiple
healthcare providers whilst guaranteeing the privacy and se-
curity data of patients via a distributed identity management
framework [122].

Challenges

Blockchain provides a trustworthy solution to specific
healthcare application challenges, such as security, privacy,

Figure 15 Challenge Categories
in Using Blockchain Technology
in Healthcare Applications

integrity, sharing, interoperability, accessibility and real-time
updates of medical data, particularly when applied correctly.
However, blockchain has restrictions and limitations. Despite
the advantages of blockchain technology, development and
deployment in healthcare applications presupposed serious
research challenges that require further investigation. This
section discusses and identifies the challenges posed by
blockchain technology. Figure 15 presents the category of
these challenges.

Challenges related to security

The architecture and implementation of blockchain technolo-
gy have several specific security vulnerabilities. Blockchain
security vulnerabilities are often linked to problems with the
traditional consensus mechanism used to confirm and verify
transactions. These security vulnerabilities include DDoS,
transaction malleability, difficulty raising, block discarding,
eclipse, selfish mining, Sybil, 51%, block withholding and
double-spending attacks. Consensus mechanism algorithms
are unable to prevent these security threats in the distributed
blockchain system. Thus, solving the threats with theoretical
consideration is impossible owing to the expensive resources
required [45, 46]. To overcome these security threats, the de-
sign of consensus mechanisms has minimal significance. That
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is, a protocol with countermeasures that will prevent these
attacks should be provided within an ideal solution. Security
bugs allow malicious software activities to implement
decentralised applications based on the developed blockchain.
These malicious attacks exploit security bugs in the imple-
mentation of a smart contract to facilitate further offences,
such as identity theft and data exfiltration [44, 127]. The use
of blockchains presents another potential vulnerability (i.e.
pseudo-anonymity), in which the flow of transactions can be
traced to obtain physical identities or other additional infor-
mation because of the public nature of the blockchain network
[47].

Challenges related to privacy

The current secure communication architectures of EHR dis-
regard users or patients’ privacy, such as the exchanging sys-
tem revealing all the data without the permission of owners or
noise in the data requester summary. However, if the existing
EHR applications are based on a blockchain, then the request-
er needs precise patient data to provide personalised services.
The key challenge of protecting the privacy of patient data is
to propose a framework that uses cryptographic mechanisms
for data privacy and integrity on a blockchain-based EHR.
This feature makes recognising any particular patient difficult
by means of his current account number. In any similar frame-
work, shortcomings should be addressed in maintaining pa-
tient’s private data. Firstly, patients should share their data
with ease of use because using blockchain-based frameworks
within EHR requires high computational power and take sub-
stantial time to complete each task. Secondly, adding a new
node to the blockchain network, which new patients need,
requires numerous steps to verify the honest patient [77, 98].

Challenges related to latency and throughput restrictions

The majority of blockchain technologies will take time for
consensus to be reached and transactions confirmed, which
could be a problem in integrating blockchains into healthcare
applications that need to react to events and data collected in
real-time implementation. In the case of transaction latency, a
blockchain takes time for processing transactions. For exam-
ple, the bitcoin blockchain’s latency requires 10 min to con-
firm any transaction in the network. Despite the fact that five
or six blocks must be added to the chain before confirmation,
the recommendation is to wait approximately one hour for
confirmation of each transaction. By contrast, most traditional
database systems only require a couple of seconds to confirm
a transaction. [88]. In connection with throughput restrictions,
RPM [106-108] and EHR [87] in IoT are based on a
blockchain, in which systems typically need to handle huge
volumes of transactions per second, thereby presenting possi-
ble challenge for blockchains. For example, the original
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bitcoin blockchain can reach up to seven transactions per sec-
ond. Given that many transactions can be optimised (e.g. in-
creasing block size), throughput is an essential parameter to
consider in the selection of the appropriate blockchain for
[IoMT deployment [88].

Challenges related to blockchain size

When each device conducts transactions, such as [oT-RPM
[106] and EHR [87], blockchains are constantly increasing
and require the use of stronger miners. The traditional
resource-constraint [oMT devices are incapable to handle
even small size of blockchains. Therefore, compression
methods in the blockchain with alternative approaches, such
as mini-blockchains, should be studied [107, 108].

Challenges related to computing power limitations

IoMT device data gathered by blockchain are often computa-
tionally limited, such that cryptographic mechanisms may not
be used [107]. In many health-related applications,
cryptosystems in resource-constraint devices that handle sen-
sor and actuator protection have extremely limited computa-
tional resources in terms of memory and processing power.
That is, they are confronted with modern, secure public-key
cryptography schemes. The majority of blockchains utilise
public-key cryptosystems on the basis of ECC and have effi-
ciency and security issues, thereby making the selection of the
appropriate cryptography challenging. Cryptosystems in
blockchains should be aware of the post-quantum computing
threat and look for energy-efficient quantum-safe algorithms
to keep data secure for a long time.

Challenges related to storage requirements

A Dblockchain requires significant storage to record whole
transactions in the network, which can be a problem for re-
strictive nodes that send data to the network. Blockchain can
ensure that the stored and shared EHR data are not manipu-
lated, unforgeable and verifiable but can effectively suffer
from storage requirements of large-scale distributed EHR data
[78, 91].

Challenges related to scalability

The blockchain system presents another challenge in scalability
and increasing overhead or computational resources in loMT
devices because of the increased number of system participants.
Such a challenge could lead to computational requirements for
the entire blockchain infrastructure. This situation becomes an
increasingly difficult issue if many smart devices or sensors are
present because these devices’ computational capabilities are
less than the average computer. The IoT devices in the
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blockchain network are computationally demanding and in-
volve a high overhead bandwidth resulting in data delays and
significant processing power. Such devices may lack the com-
putational power required to use blockchain capabilities, thereby
possibly causing devices to run at suboptimal or potentially
excessive speeds, thereby preventing them from even running
their original or blockchain software simultaneously [127].

Challenges related to interoperability and standardisation

The lack of information collection, exchange and analysis
structures leads to a lack of interoperability in healthcare ap-
plications. The existing EHR systems are managed with
centralised local databases and offline architecture, whilst
cloud-based blockchain technology is decentralised.
Accordingly, moving healthcare systems towards this direc-
tion and implementing blockchain technology will firstly re-
quire an efficient EHR system capable of facilitating collabo-
ration and interoperability between medical and scientific
communities [84, 85]. Many technical challenges should be
addressed in terms of EHR’s migrated data to the blockchain
technology. The existing healthcare ledger (database) is not
distributed, which may not be integrated or developed to a
wider scale [102].

Recommendations

This systematic review provides a few recommendations to
mitigate the challenges faced by researchers and developers in
integrating blockchain technology in healthcare application.

1.Recommendations to
researchers

2.e Security of the blockchain
e Privacy of the blockchain
oo Scalability of the blockchain

ee Latency, Throughput, Blockchain
Size and computing power Restrictions

e Interoperability and
Standar lisation

1.Recommendations
to developers

These recommendations are categorised according to their
nature (see Fig. 16).

Recommendations to researchers

Blockchain use offers many advantages, which can be
used to solve various record-sharing, security and priva-
cy problems within the healthcare application.
Blockchain may not be the ideal solution that can be
utilised in any situation. Instead, a thorough examina-
tion of specific blockchain issues and how they affect
the application for healthcare should be evaluated. In
healthcare applications, mining incentives that are the
core mechanism of blockchain and specific blockchain
attacks that can stop the entire system are not fully
considered. We listed several recommendations as
follows.

Improve blockchain security Numerous studies have been
published on strengthening the security of the healthcare sys-
tem through the use of blockchain as the new secured EHR
[74, 76, 77, 80, 81, 83, 84, 92, 96, 100, 109]. Data security is
an important part of healthcare and plays a crucial role in
protecting sensitive data. Therefore, researchers should con-
centrate on certain problems and attacks associated with the
blockchain, such as block withholding, 51%, double spend-
ing, selfish mining, eclipse, block discard, difficulty raising,
pseudo-anonymity issues and smart contract software vulner-
abilities. Further research should also focus on key manage-
ment and security and the ability to replace lost or compro-
mised keys easily.

1.Recommendation to
Healthcare Organisations
and System

Figure 16 Categories of the Recommendations Using Blockchain Technology in Healthcare Applications
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Improve the privacy of the blockchain Many studies have
attempted to adopt blockchain technology to protect data health
privacy in various situations [78, 79, 82, 86, 87, 90, 97, 98, 102,
107, 113]. The privacy protection of public blockchain in
healthcare applications must fulfil the following prerequisites:
(1) the connections between transactions should not be discov-
erable or visible and (2) the content of transactions patterns is
known only to their participants. Nevertheless, a healthcare ap-
plication based on a private or consortium blockchain capable of
establishing an access control policy to fulfil the data protection
prerequisites. For a public blockchain setting, the privacy pro-
tection of transactions is a ‘double-edged sword’. On the one
hand, a well-behaved patient would like to maintain his identity
and action privately. On the other hand, a malicious entity may
abuse the privacy protection mechanism for an illegal transac-
tion. From the legal traceability and accountability perspectives,
the protection of blockchain transactions in healthcare applica-
tions may be conditioned, such that the authority is reliable.
Researchers should investigate how to track a targeted user
and collect all the messages he has disseminated whilst
protecting the sensitive information of the user from the public.
From the improvement perspective, one potential research chal-
lenge is to enhance privacy in a blockchain but with untrustwor-
thy environmental assumptions and low computational costs.
Secure multiparty computation (MPC) is a promising solution
to enable an untrusted third party to perform calculations on
patient data without violating their privacy [97].

Improve the scalability of the blockchain Research should be
conducted on the scalability of blockchain in healthcare appli-
cations as medical data increase. As the number of system
members or patients increases, the applications enabled by
blockchain will become exponentially difficult to run [127].

Improve latency, throughput, blockchain size and computing
power restrictions Such issues as increasing throughput, re-
ducing latency and reducing computing power have been as-
sociated with IoMT devices based on blockchain but can be
extrapolated to other blockchain applications. The develop-
ments of healthcare applications for [oMT devices based on
blockchain, the IoMT network, has a wide range of devices
that communicate with each other simultaneously, requiring a
network with high throughput and latency. Blockchain
throughput and latency are affected by how the consensus
algorithm works and how blocks are added to the blockchain
network. Consensus algorithm confirms the transaction of
each block added to the network, which often reduces latency
and increases the overall throughput of blockchains, thereby
significantly affecting the performance of the entire applica-
tion. The insufficient performance of both factors usually adds
difficulty in providing real-time responses to system events. In
the case of blockchain size and computing power limitations,
the use of mining, inefficient P2P protocols and

@ Springer

computationally complex cryptographic algorithms have an
impact on the energy consumption in every scenario, although
such factors are critical when battery-operated devices are
used. Therefore, future studies on the current topic are
recommended.

Related to interoperability and standardisation Further re-
search should be conducted with open-source real-world data
sets to allow other researchers to verify results and dissemi-
nate findings. Many experiments focused on proof-of-concept
and we should explore opportunities for collaboration be-
tween healthcare organisations and researchers to use real-
world healthcare data to evaluate the proposed systems (e.g.
security, performance, scalability and other essential proper-
ties, including privacy preservation).

Recommendations to developers

Blockchain allows multiple healthcare system entities to re-
main synchronised and share data on a commonly distributed
ledger. Given such a system, participants can share and track
their data and other activities that occur in the system without
having to seek additional integrity and security options. Two
types of blockchain, namely, permissioned (public) and
permissionless (private), can be used on the bases of the re-
quirements and access permissions of participants in a net-
work. Permissioned blockchain is a closed network, where
all participants involved in the system have access to the net-
work. This blockchain is built and used inside organisations
and enterprises to exchange information and secure transac-
tions. Once a transaction is processed through consensus, the
output will be treated as a permanent record and added as a
new block to the existing blockchain. Permissionless
blockchains provide access to anybody for creating an address
and begin interacting with the network. Anyone on the net-
work can interact with other participants on the same network
by creating their address on the network [122]. The private or
consortium blockchain is recommended to be used as an un-
derlying system for the healthcare application model to medi-
ate other problems, such as performance, energy consumption
and scalability [98].

Recommendations to healthcare organisations and system

In the healthcare application, important patient data remain
prevalent in different departments and systems. Hence, impor-
tant data may not be accessed and easily available in times of
need. Given that health care is a complex system with multiple
entities, it requires patients to share their data and medical
records across the ecosystem. The current healthcare ecosys-
tem cannot be considered complete because many players in
the system do not have a system in place to manage operations
smoothly. Additionally, the increase in the number of patients
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has resulted in increasing data, thereby leading to difficulties
in managing patient information in hospitals and clinics.
Moreover, this inadequate handling of information exchange
requires some major challenges. For example, the misuse of
available data prevents healthcare organisations from provid-
ing appropriate patient care and quality services for improved
health. Nevertheless, these organisations are unable to meet
patient needs despite a significant increase in the number and
sophistication of studies that have responded to patient care
and provided quality demand facilities. Blockchain has the
potential to achieve significant breakthroughs in the
healthcare ecosystem because it can easily make specific
changes in patients’ healthcare management. This technique
will enable power to return to the people. Individuals will be
responsible for dealing with their records, thereby gaining full
control over their data. Blockchain technology can improve
the quality of patient care whilst maintaining the security ob-
jectives of the system, such as confidentiality, integrity, avail-
ability, privacy, authenticity, trustworthiness, non-repudiation,
accountability and auditability. All challenges and obstacles in
multi-level authentication can be removed through the
blockchain. As the adoption rate increases, blockchain is in-
tegrated into the healthcare sector. Even in its first phase, this
technology is positively accepted by people in the healthcare
ecosystem [104].

Future research directions

Compromised confidential data to unauthorised party in
healthcare applications have reduced the level of patient trust
towards the EHR system. Therefore, public trust may not be
maintained if the privacy of sensitive health information is
leaked. Although the current EHR system is considerably fea-
sible and convenient, patients are constantly concerned with
the safety and confidentiality of their health information.
Therefore, we plan to propose the development and imple-
mentation of a platform for sharing EHRs amongst various
health care institutions in Malaysia using blockchain and con-
sidering security and privacy protocols for handling patient
data. Blockchain is the main component of a platform for
patients to act as administrators for their data. Given the de-
centralisation and transaction transparency features of
blockchain, the complete protection of patient privacy infor-
mation cannot be maintained by using blockchain technology.
A blockchain transaction in the EHR system can be defined as
the process by which patient data are updated, created, deleted
or transferred amongst the different nodes of a connected net-
work. This platform makes enables the easy recognition of a
particular node that visits the provider and the visit frequency,
thereby enabling the collection of private patient information,
such as names, disease and current address. Additionally,
properly arranging the collected information and determining

the connections within a blockchain network are issues that
should be addressed. To conduct private and confidential
transactions, we plan to propose a framework using the model
of cryptographic protocols, such as trusted execution environ-
ments and non-interactive secure multi-party computation,
which will enable private computation of encrypted transac-
tions before being available into the blockchain. This frame-
work would be used to preserve the data privacy of patients in
the transaction of the EHR-based blockchain, thereby making
the data confidential whilst anyone can verify the transaction
without revealing any data publicly. In the future, we will
explore the practical implementation of using a cryptographic
protocol model for the encrypted transaction and attempt to
evaluate the performance of enhanced blockchain on the
decentralised healthcare application. The performance mea-
surements of enhanced blockchain will be conducted on the
transaction throughput, latency, execution time and resource
consumption (CPU, Memory, Network 10).

Conclusion

The number of studies on blockchains in healthcare applica-
tion continues to increase, although they have limitations that
remain unaddressed. Blockchain is an emergent topic that
warrants further investigation. The main contribution of this
study is the comprehensive survey and classification of appro-
priate research articles on blockchain and their integration into
different healthcare applications, in which particular literature
trends are observed. Blockchain platform provides the devel-
opment of a decentralised application, in which the pattern of
data transactions is uncontrolled by any intermediary organi-
sation. The entities’ data transaction is stored in a
decentralised database in a verifiable, secure, immutable and
transparent manner with time stamp and other relevant details.
Blockchain technology also offers the opportunity that could
be used in healthcare applications for many prospective
implementations. In the early stages of design and develop-
ment, many studies have proposed solutions that have the
potential to increase healthcare data transparency and operat-
ing efficiency. However, the security, privacy and scalability
of blockchain technology will necessitate further research be-
fore substantial-scale production deployment. Consequently,
the use of blockchain in healthcare applications should be
assessed because this technology has security vulnerabilities
and performance issues that must be addressed. Additionally,
many healthcare applications have unique requirements that
should be explored and addressed by blockchain. Despite the
excellent potential of and vast interest in blockchain technol-
ogy, we have found that its impact on healthcare remains in
the documentation phase and research and clinical care appli-
cations have yet to be developed. The majority of the studies
on healthcare applications based on blockchain solutions
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continue to remain in the form of novel concepts and in a few
operating products with restricted user base. The future of
blockchain technology that eliminates intermediaries has im-
mense potentials to exert a significant positive effect on health
care and other industries.
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