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Abstract
Due to tremendous development in the network technologies forms an Internet of Things (IoT) based Health Care System (HCS)
is an essential application in day-today life. In HCS, constitute a group communication among doctors, patient, caretaker,
ambulance, and hospital, which intern’s devices transfer personal information from one to many group members. Providing
security on the personal health information is the most critical issue, because malicious access on this information may leads to
life threads. Concurrently, traditional cryptographic framework has unsuccessful to protection to the HCS over lightweight
communications network. So, the proposed framework deals the security flaws through hyper elliptic curve based public key
cryptosystem, which combines Digital Signature algorithm, Elgamal approaches that ensure the entity authentication and secure
group communication. The performance of the proposed work analyzed using efficient security measures and compared with
related schemes.
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Introduction

The massive improvement in communication technologies
enables the possibility of inter connecting devices over the
internet called IoT, which works collaboratively for providing
human value added services. The smart objects are retrieve
data in effectively, on demand IoT based services has been
deployed in various applications like military, environment
monitoring, health care system, transportation, and building

automation [1, 2]. Among these services, IoT based Health
Care System is prominent as its directly employing over hu-
man health issues. So, the development of IoT HCS is mostly
focused by government and industries [3].

Everything in IoT connects to internet and avail identity
and it has number of serious vulnerability if devices improp-
erly protected. The primary responsibility of HCS is to accu-
mulate health related personal information and transfer to the
group members of IoT HCS through an access point(s). While
transferring information on the network, HCS suffered from
various attacks such as eavesdropping, reputation, and modi-
fication. The malware may intend to manipulate the transmit-
ted data that leads to user’s inconvenience and even medical
crime. Hence, HCS must ensure data communication over at
the right time and to the right person.

In HCS, group of devices are working together for gather-
ing the health information, secure group communication has
two primary security functions of identity authentication and
group key management [4–7]. Available secure cryptographic
schemes try to ensure the confidentiality of data and providing
security to the IoT based HCS. Unfortunately, IoT consist of
low power computational and communication devices and
design of sentry component is much tricky, so most of the
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systems unable to guarantee the security. While designing the
cryptographic system needs to ensure the security of the group
communication and well-structured key management
protocol.

In this paper mainly focused on providing efficient secure
cryptosystem to IoT HCS, cryptosystem consist of hyper el-
liptic curve based DSA and Elgamal(Elg) algorithm. The se-
curity element endorses in the proposed authentication and
encryption scheme to meet prerequisite of the IoT based de-
vices. The correctness of the proposed cryptosystem as the
primary protection component for the entry point of an IoT
based HCS evaluated.

The rest of the paper is organized as follows. Second sec-
tion, discuss about security issues based on algorithm in IoT
health care system. Third and fourth section, represents the
preliminaries and set up procedure for proposed cryptosystem
description for IoT HCS. Fifth section, discuss the efficiency
and performance of the Proposed work group communication
in IOT Environment. Sixth section, concludes the proposed
work.

Related work

In current decades, researchers dedicated to concentrate on the
progress of IoT appliance security issues, which were han-
dling by different methodology and protocols. In 2001 [8]
Richard Duncan mention different authentication methods
and protocols, description begins with password protection
and end with digital signature that address the security issues
like SSL, IPSEC, Kerberos. Every method had advantages
and disadvantages when providing security. An authentication
algorithm of Digital Signature Algorithm (DSA) used to com-
municate multiple groups by basic protocol and extended pro-
tocol that concludes two protocols were non-interactive [9].

A network of the network can hold security by preceding
methodology; here need to think about next level develop-
ment in IoT based environment. IoT HCS network unable to
gain a better level of protection by the single cryptographic
algorithm, so author suggested and obtain security using hy-
brid algorithm of Advanced Encryption Standards (AES) and
Elliptic Curve Cryptography (ECC). The most secure crypto-
graphic algorithms of DSA and Diffe Hellman (DH) proved
the strength of security through elliptic curve based DSA and
DH, which continues the implement and discuss the general-
ization of ECDSA and ECDH [10]. Moreover sensitive med-
ical care devices forms network of network where travel sen-
sitive medical data. Increased various security issues men-
tioned in terms of design flaws, fails to inside attack, man in
middle attack. These issues handled through different phases
of the proposed model and evaluated through Automated
Validation of Internet Security Protocol and Applications
(AVISPA) tool.

Another variation of genus 2 Hyper Elliptic Curve based
Cryptography (HECC) provides efficient scalar multiplication
that applied in IoT HCS [11]. HECC compared with ECC by
scalar multiplication and HECC offer a high level of security
in variable based single scalar multiplication than ECC. ECC
implementation through fixed variable based single scalar
multiplication for key generation and multi scalar multiplica-
tion for signature verification [12]. Comparative study dis-
cusses and evaluates the binary field implementation of
HECC and ECC.

There was a variant representation of hyper elliptic curve
equations and scalar multiplication, discussion about how it
has support and satisfies the security level [13, 14]. Hyper
elliptic curve based DSA used for identity authentication, their
performance also analyzed through previously used method-
ology. IoT environment may be handled by preceding ECC
based cryptographic algorithms, but need to improve the effi-
ciency of arithmetic operation, besides security issues and
attacks are increased day by day [9, 11]. Thereby IoT based
HCS environment needs more suitable protection, efficient
algorithms and methodology.

From reviewed work, different methodology and protocols
were provides security. Earlier day’s traditional methods of
algorithm are satisfied to obtain protection, but technological
development unable to gain security. Therefore, this paper
proposed to implement with hyper elliptic curve based DSA
and Elgamal algorithms in the novel methodology.

Preliminaries

Previously, elliptic curves based security standards acknowl-
edged. Their steadiness depends on the substantial computa-
tional complexity of discrete logarithm issue in the points on
elliptic curve. At present, increasing technological power in
network and development of cryptanalysis strategies, crypto-
graphic transformations on elliptic curves rather satisfy re-
quired level of secrecy. It may result in reducing steadiness
of security system, so hyper elliptic curve will take place of
elliptic curve cryptography.

HECC was introduced by koblitz in 1995 [15] and imple-
mented on discrete logarithm problem on the Jacobian. HECC
defined over fields of any characteristic, considering finite
field.

Let p be a prime order Hyper elliptic Curve Hc of genus >1
over finite field fp representation is an equation of the form

Hc : y2 þ h xð Þy ¼ f xð Þ
h; f ∈ f p x½ �
deg fð Þ ¼ 2gþ 1
deg hð Þ≤g; f monic polynomial

ð1Þ
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There is no point(x,y)∈ f p*f p. To satisfies both equation

y2 + h(x)y = f(x) and the partial derivative equation 2y+
h(x) = 0 and h’(x)y-f’(x) = 0 So, all points on the curve are
non-singular points and also denoted as set of K - rational
points on Hc. The definition of the Jacobian group J(fp) con-
sidered as generalization of the group of points on elliptic
curves.

The computation of hyper elliptic curves of genus 2 over
genus 1 follows much smaller base field in Jacobian groups,
which is set of curve and exchange J(fp) by operation of addi-
tion, doubly addition and scalar multiplication of divisors.

To gain quality computation, representation of the curve
genus g is 2~6, finite field limit to p > =2160 and points derive
from the curve Hc to a Jacobian group J(fp), an element divisor
D is obtained from Hc. It is the computation of finite addition
of D =∑ Kiqi of base point on Hc over fp, where Ki is point
coefficient, ∑ Ki is the sum of points, coefficient qi is corre-
sponding point on the curve Hc [16].

Advantage of Hc over ECC has small base field size 2128,
produces size 2256, and security level obtained 2128. The ex-
ceptional procedure issue in Hc genus-2 curve has easily
avoided by ladder for shared-secret computation. The hyper
elliptic curve computation aid to hold current security issue
properly.

Setup procedure

Due to enrichment of IoT might be used sensor-based devices,
those are battery-powered devices, it needs to save energy. At
the same time, group communication among group members
ought to be secure, for the reason of malware or unauthorized
members exploitation, vulnerability on the network. These
points are remembering to propose the methodology for effi-
cient computation and accuracy of the group communication.

The IoT HCS group communication forms number of sub-
groups sgim, namely in sg10…, sg20…,…sgim. Those are relat-
ed to each other because of subgroup key generation from
hierarchical order of group controller gc to the end of the
sub group members. Everyone in the group member involves
to generate partial key has transferred to next phase member.
Finally, the last member of group generates group key with the
combination of all the partial keys.

Every sgi has sgim-2 number of phases, a combination of
three members in every phase is involved in generating partial
keys. The generated partial keys are transferred through neigh-
borhood nodes to the last member of the subgroup, who is the
initiator of the each subgroup receives the combination of
partial key that is used to create its group key. Sgi subgroup
partial keys are represented as follows

sgip1x1…::x3; sgip2x1…::x3;……:: sgipix1…::x3

sg1p1x1… sgipixn is the combination of hcds(mj),ti,suimj.,

where hcds(mi) is the hashing function of jth message, suimj

represents ith user and jth message.
The subgroupmembers Sgim have compute group key gen-

eration with Sgim-1 phases, sgim-1 phase send their partial key
to sgim+ 1. The procedure of scalable decentralized group key
agreement protocol used to implement the proposed hyper
elliptic curve based algorithms, which has a minimum com-
putation of arithmetic operation. An algorithm DSA used to
authenticate sgim, generate and distribute the group key in an
IoT environment by Elg over Hc [16].

Notations in IoT HCS

Hc Hyper elliptic curve
J(fp) Finite field Jacobian group
n large prime order
G reduced divisor large prime order n in J(fp)
di positive integer no longer than n-1
Mi message
[.]E mapping from J(fp) to Zp

2g

Sgim group members
Hm(x1..n, y1…n) encoded curve points

Authentication algorithm

Authentication extract through hyper elliptic curve Hc and g
which has reduced divisor of large prime order n in J(fp). kg
refer to the divisor scalar multiplication of D,multiplied by the
positive integer k and [.]E represent an mapping from J(fp) to
Zp

2g. The generalized equation of Hyper elliptic curve Digital
Signature Algorithm (HcDSA) procedure has structured.

The user Awants to sign a message m

& Function f(x,y,z) is mapping with direct product group zm
x J(fp), Select o(x,y,z), t(x,y,z), q(x,y,z) are 3- variable one
valued rational function in zm.

& Generate the similar equation
&

F r;m; kgð Þ ¼ 0 ð2Þ

& ko(r,s,m) + dt(r,s,m) + q(x,y,z) = 0
& Selects an random integer di as private key and compute

the divisor scalar multiplication qi = dig as public key
& Select random integer ki and computes divisor scalar mul-

tiplication kig
& Compute ri using (2) equation ri = [kig]E mod n where ri ≠ 0
& Compute si using (2) equation si = k−1(h(mi) + diri)mod n,

where si ≠ 0
& User A has HcDSA signature (ri,si)

Message signature has generated by using first choosing
function f(r,m,kg), then selection of random integer used to
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solve ri, si from the Eq. (2), solution of (ri,si) satisfied with
condition si ri ≠ 0. If it is not satisfied then need to change
function f and precede the procedure up to satisfies the
condition.

Signature verification has the computation of divisor scalar
multiplication over Hc. After that need to check whether sig-
nature is accept or reject. The signature can verify by checking
the equation.

R ¼ si
−1 h mið Þ� �

Gþ si
−1ri

� �
n ð3Þ

F r;m; o−1 r; s;mð Þ −t r; s;mð Þn−q r; s;mð ÞGð Þ� � ¼ 0 ð4Þ

Using this (4) equation, signature can be verified.
Points to be noted in Eq. (2) to obtain the efficient and

secure signature. The chosen function f(.) helps to solve sig-
nature parameter of r easily when ri = si = 0, repeat the process
of finding k from {1,2,…..n-1}.The guarantee of the validity
is obtained, When signature (ri,si) on message m has appear in
Eq. (2). Finally if there is no solution in Eq. (2) then need to
change the functions f(.), o(.), t(.), q(.).

The advantage of HcDSA has selected the small parame-
ters, which incorporate speed and small keys size. It is espe-
cially vital role in the IoT environment where the processing
power, memory and transmission capacity are obliged.

Group key construction

The proposed group key generation method depends on
decentralized group keymanagement scheme; it does not have
a centralized key-management control system. Each group
member participates to generating group key, and equal priv-
ilege assigned to group members while communicating within
the group as well as between subgroups. As a result, proposed
method eliminates a single point of failure in a group key
agreement. The generalized scalable group key agreement
[17] protocol helps to provide secure group communication
by Hc_Elgamal (HcElg) algorithm.

Group key generation by algorithm HcElg gets as parame-
ter of Hc, divisors D, prime n are apply in the generalized
scalable and efficient group key agreement for sgim member’s
methodology [17], which helps to generates group key with
the combination of partial keys and also broadcast to all sub-
group [8, 18].

Every three members in a group is consider as one phase,
transfer partial key to next phase member up to sgim members
of sub group which forms sgim-2 phases. The significance of
this method eliminates the rekeying process in-group key
agreement protocol. When a member joins or leaves in the
group, forward and backward secrecy can maintained by
methodology [19, 20].

sg(1..i)(1...m)pa (1..i)x(1..i) number of partial key generated in a
group. Every phase has transferred partial key along with

message in the form of Mi, ri, paixi mod p. After generation
of group key, message ‘Mi’ embed on the curve Hc which
returns as a series of curve points represented as P(x,y). The
encoded message is referred as Hm(x1..n,y1..n).

Encryption Algorithm
Let n be prime number, and g be a generator of Zn. The

random integer as private key k between 1 and n-2. Compute
y = gkmod n. The group key for ElGamal encryption is (paixi,
g, y). While releasing y = gk mod n unable to reveal the k
value due to discrete logarithms is as hard as it is extensively
believed.

To encrypt a plaintext Mi, using group key gk
Select an random integer ri
Compute c1 = ri*g mod n Compute c2 = ri*y*mi mod n
The encrypted cipher text C consists of the pair (c1, c2)

computed above.
Decryption Algorithm
The decryption of the cipher text C = (c1, c2) in the Elgamal

scheme, to retrieve the plaintext M
M<—c2/c1 ri mod n
In the above expression, the “division” by c1ri should be

interpreted in the context of modular arithmetic, M is multi-
plied by the inverse of c1ri in Zp. The correctness of the
ElGamal encryption scheme is easy to verify.

c2 / c1ri mod n =Mi yk(c1ri) 1 mod n
Migki(gkri) 1 mod n
M
The evergreen strengthen Elgamal algorithm is very hard to

break added to the implementation through Hc points, which
proves efficiency of the algorithm.

Security analysis

The IoT HCS security system has enhanced authentication
and provide better level of security. Well organizing and stron-
ger authentication prevent the security attacks like
eavesdropping, data and identity theft, privacy loss, organized
crime, psychological suffering, and the probability of put in
danger human lives. Moreover, IoT device based authentica-
tion mechanisms must be fast and efficient without
compromising level of security.

To ensure identity authentication and security proved by
HcDSA, Here to consider, HcDSA known possible attacks

Table 1 Comparison of Ecdsa and HcDSA computation of scalar
multiplication

Curves Prime field Group order Addition/
doubling

ECDSA 521 2521 I + 2 M+ 3S

HcDSA 521 2521 I + 22 M+ 3S
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could be classified through as hash function attacks, per mes-
sage secret attack and solve Hc_Discrete Logarithm Problem.

& As though the selected function employed through a se-
cured hash function, then the hash function attacks should
avoided.

& An attacker try to compute per message secret key k by the
user’s generated signature (ri,si) on selected message m
then attacker regain private key d as inverse function of
F−1, S−1, ϕ−1. However, each distinct message signed by
the distinct per message secret. Thus per message secret
attack proved efficiently.

& Hyper elliptic curve discrete logarithm problem on the
jacobian group has defined as G∈J(fp), p∈G, find an inte-
ger k such that p = kG Solving the Hyper elliptic curve
Discrete Logarithmic Problem (HcDLP) in valuable.

HcDSA facilitate, non membership detection and identifi-
cation can carried out through each member sgim in every
phase generated partial key (Mi, ri, sgim-1) which has been
authenticated and communicated securely, otherwise non-
members communicate with the group.

Nonmember ship identification has pointed out after the
detection of non-member, each member sgi used pai where
i = 1 …n, computation of partial key used to identify the non
members in the group communication. Group key gk =paiix-

i mod n generation involves all the members in the group to
compute sgim members in the group.

Performance analysis

To prove that an efficiency of the proposed method by
calculation of HcDSA and ECDSA. The Table 1 shows
comparison of HcDSA and ECDSA in terms of addition
and doubling operation. HcDSA security is much stronger
than DSA’s 160 bit. HcDSA has same level of security as
1024 bit. The generalized HcDSA signature scheme ex-
tracts efficiency and secure cryptographic application for
IoT health care system.

Figures 1, 2 and 3 shows that graphical representation of
HcElg and EcElg algorithm execution time. These algorithms
are compared to the different prime field with key generation,
encryption and decryption. From this, conclude HcElg takes
less time for execution. In the generalized group key genera-
tion methodology used to store their partial key, which takes
less memory for computation of gk.

Since in a field, complexity of one inverse operation is
more times than one multiplication operation, as fewer inver-
sion operations as possible in the HcDSA signature and veri-
fication. The HcElg complexity significantly impedes its wide
application on resource-constrained devices in IoT health care
system.

Conclusion

In this paper, demonstrated IoT based healthcare security
system with authentication processes and its major secu-
rity requirements. Well-organized two approaches of DSA
and Elg are expressed as hyper elliptic curve based cryp-
tography. Novel group key methodology with HcDSA and
HcElg algorithm is much stronger than DSA and Elg at
better level of security. Deep look into the protection of
the proposed authentication scheme and formal analysis
has proved through known possible attack, hash function
attacks, per message secret attack and solved HcDLP
Problem. The proposed work has proved according to
the security analysis and implementation results con-
firmed that the proposed methodology is appropriate se-
curity to the sensitive IoT based health care system.
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