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A B S T R A C T

Digital mental health services are increasingly endorsed by governments and health professionals as a low cost,
accessible alternative or adjunct to face-to-face therapy. App users may suffer loss of personal privacy due to
security breaches or common data sharing practices between app developers and third parties. Loss of privacy
around personal health data may harm an individual's reputation or health. The purpose of this project was to
identify salient consumer issues related to privacy in the mental health app market and to inform advocacy
efforts towards promoting consumer interests. We conducted a critical content analysis of promotional (ad-
vertising) materials for prominent mental health apps in selected dominant English-speaking markets in late
2016-early 2017, updated in 2018. We identified 61 prominent mental health apps, 56 of which were still
available in 2018. Apps frequently requested permission to access elements of the user's mobile device, including
requesting so-called ‘dangerous’ permissions. Many apps encouraged users to share their own data with an online
community. Nearly half of the apps (25/61, 41%) did not have a privacy policy to inform users about how and
when personal information would be collected and retained or shared with third parties, despite this being a
standard recommendation of privacy regulations. We consider that the app industry pays insufficient attention to
protecting the privacy of mental health app users. We advocate for increased monitoring and enforcement of
privacy principles and practices in mental health apps and the mobile ecosystem, more broadly. We also suggest
a re-framing of regulatory attention that places consumer interests at the centre of guidance.

1. Introduction

Digital mental health services are increasingly endorsed by gov-
ernments and health professionals as a low cost, accessible alternative
or adjunct to face-to-face therapy (Australian Government, 2015;
Christensen & Petrie, 2013; Donker et al., 2013; Hollis et al., 2015;
World Health Organization (WHO), 2013). These digital services in-
clude the integration or endorsement of mobile applications (apps) for
promotion, prevention, and self-management of mental health condi-
tions. The Australian Department of Health, for example, has recently
launched its new Head to Health program, which provides links to apps
and online programs to help people with mental health conditions
(Department of Health, 2017). Similarly, the United Kingdom's National
Health Service has released a beta list of mental health apps as re-
sources for addressing mental health difficulties and seeking a

meaningful life (NHS, 2018).
At the same time, there is growing awareness and concern about

potential loss of privacy resulting from the use of health apps. A user's
privacy may be breached by malign hacking and poorly secured pro-
ducts (Huckvale, Prieto, Tilney, Benghozi, & Car, 2015). However, app
user privacy may also be lost due to commercial data-sharing practices.
The collection and sharing of user data is a common (and legal) mon-
etisation strategy for apps (Australian Communications and Media
Authority (ACMA), 2013). Health apps commonly share data with
multiple third parties for app functionality but also for commercial
purposes that may be unrelated to use of the app. For example, the
Australian medical appointment booking app, HealthEngine, was re-
cently found to be routinely sharing users' health information with law
firms to assist them with identifying potential clients for personal injury
claims (McGrath, Blumer, & Carter, 2018). Other purposes of data
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sharing include delivering targeted advertising and commercialising
aggregated individual or population profiles (Pasquale, 2015;
Razaghpanah et al., 2018). There is little transparency about exactly
what data is being shared, with whom and for what purposes
(Razaghpanah et al., 2018). The available information about data
sharing may be shrouded in verbose legalistic or technical terminology,
making it difficult for the average consumer to be properly informed
before deciding to use an app.

Loss of privacy for app users can have significant consequences for
the individual and the public. Developers may share users' data with
third parties that provide services to the developer, such as advertising,
analytics or customer service support (Razaghpanah et al., 2018). While
user data is generally provided to third parties in a de-identified format,
(e.g. linked to an Android ID rather than a user's name), app user data
can be cross-linked with data from other sources (e.g. social media,
public records) such that users are easily re-identifiable. Third parties
may draw on this data to deliver targeted advertising to an individual,
both within an app and across platforms, such as to a person's geo-
graphic place of residence or social media accounts (Ebeling, 2011).
Less obvious but arguably more serious consequences may arise when
third parties aggregate many people's consumer data from apps and
other digital sources for insights into societal patterns and behaviours
(Binns et al., 2018; Watkin, 2018). For example, aggregated data may
be commercialised by third parties in the form of proprietary algo-
rithms which they claim can be used to predict future behaviour and
risk in relation to specific individuals (Pasquale, 2015, p 216). A third
party may insert individualised data into their employment algorithm
to generate an “employability score” for that individual, which can be
bought and used by employers in a preliminary assessment of job ap-
plicants. They may also offer “credit ratings” and “rental scores” for use
by banks and landlords respectively. Health data, which is classed by
privacy regulators as particularly sensitive, may be very influential
within such algorithms: even having a mental health app on one's
phone could be used to make inferences about an individual's suitability
for employment or promotion, for example. Aggregated data sets may
also impact society, as in, for example, recent claims that data mining
from social media was used to predict and manipulate voting pre-
ferences (Watkin, 2018).

Loss of privacy may also have health implications for individuals.
An unmediated forum for sharing ideas about mental health and illness
may be harmful, especially to those with a serious mental illness (Perry,
Werner-Seidler, Calear, & Christensen, 2016) More broadly, concerns
about privacy breaches may deter consumers from using mental health
apps, meaning that this promising health service fails to reach its po-
tential (Dehling, Gao, Schneider, & Sunyaev, 2015).

1.1. Aims and objectives

The purpose of this project was to identify salient consumer issues
related to privacy in the mental health app market and to inform ad-
vocacy efforts towards promoting the safety and quality of mental
health apps through a partnership with an Australian consumer ad-
vocacy organisation. This paper reports on the key finding that apps
lacked transparency about the collection, retention, sharing and use of
consumers' personal data, while simultaneously promoting to users the
value of sharing one's data with an online community.

2. Materials and methods

We conducted a critical analysis of privacy-related information
contained within the promotional (advertising) materials of prominent
mental health apps available in a selection of major English-speaking
markets. These materials included app store listings and linked web-
sites. We defined health apps as software that was intended to be
downloaded onto a smartphone, tablet, or other mobile platform, and
run with or without internet (Torous & Powell, 2015). We used the term

mental health apps to mean apps that focused on one or more of mental
health symptoms, behaviours, diagnoses, monitoring and treatment,
including mental wellness (Christensen & Petrie, 2013).

2.1. Sampling

We searched for prominent and widely promoted mental health
apps in Australia and other major app markets in the English-speaking
world (USA, Canada, UK). We used two sampling strategies: an app
store crawling program and purposive sampling from the websites of
high-profile organisations, and have published the details previously
(Parker et al., 2018). In summary, we included: top-ranked Health and
Fitness and Medical apps within Google Play and iTunes app stores
between 18 August – 9 September 2016; and apps endorsed by Aus-
tralian government entities, peak mental health bodies and selected
media outlets.

Our inclusion criteria were that apps must be:

• designed for a mobile platform;

• available in Australia, USA, Canada or the UK;

• in English;

• pertaining to mental health and wellness symptoms (e.g. suicidal
ideation), behaviour (e.g. meditation, mindfulness) or diagnosis
(e.g. depression); AND

• providing at least one of: a diagnosis, guidance, recommendation
(e.g. following a specific program; general lifestyle advice was not
sufficient) OR monitoring/tracking of user-generated data OR a
mental health claim.

We performed initial data collection between October 2016 and
February 2017 (hereafter referred to as ‘2017’). We extracted data
within app promotional materials using a tool developed with a privacy
lawyer (VH) and a consumer advocate (TK) that related to the app
developers' self-reported data collection and sharing practices in the
form of developer “permissions”, privacy policies, and promotional
messages on data sharing. Two researchers extracted the data in-
dependently and we discussed and resolved any discrepancies within
team meetings. In September–October 2018, after requirements of the
new European Union General Data Protection Regulation (GDPR) came
into effect (Office of the Australian Information Commissioner (OAIC),
2018), we re-collected data related to app availability, developer
“permissions”, and privacy policies in order to assess the policy impact
on the sample and analyses.

We evaluated our findings against national and international po-
licies relevant to health app privacy, with particular attention to local
guidance as set out in the Australian Privacy Principles (Office of the
Australian Information Commissioner (OAIC), 2014a, 2014b, 2018).

3. Results

We identified 61 prominent mental health apps; 56 (92%) were still
available in 2018 (see Appendix 1). Most of the apps were available in
both Google Play and iTunes (45/61, 74%; 40/56, 71%, in 2018) with
slightly more available for iOS in iTunes (55/61, 90%; 50/56, 89% in
2018) than for the Android platform in Google Play (51/61, 84%; 46/
56, 82% in 2018). We identified 45 unique developer companies behind
the 61 apps (41 behind the 56 apps still available in 2018), half of
which were based in North America (23/45, 51%). Others were based
in Europe (9/45, 20%) and Australia or New Zealand (13/45, 29%).
Most developers were commercial (34/45, 76%) with the remainder
being not-for-profit, including university and government departments.
The most common mental health issue mentioned in the app promo-
tional materials was anxiety, including panic or stress (34/61, 56%),
followed by depression and mood disorders (16/61, 26%). Apps offered
a limited range of tools in pursuit of their promised mental health
outcomes. Many apps (24/61, 39%) provided relaxation facilitators
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(e.g. guided recordings or breathing exercises) while others offered
variations of cognitive-behaviour therapy exercises (24/61, 39%) or
provided track, share and compare services (13/61, 21%).

3.1. Privacy practices: app requests for data collection (‘permissions’)

Apps available in the Google Play app store allow developers to self-
report their data collection practices in the promotional material for
prospective app users in the form of “permissions.” Developers of apps
in the iTunes store do not provide this information. From the 51 apps
available in Google Play, 50 (98%) reported permissions data (44/46,
96% in 2018). In 2017, these 50 apps requested an average of 6.4
different permissions (range 1 to 14. The 44 apps available in 2018
requested an average of 7.6 permissions (range 2–18 (see Fig. 1).

Google differentiates between what it calls ‘normal’ permissions and
‘dangerous’ permissions', describing the latter as those which pose
higher risk. Google's ‘dangerous permissions' include, for example,
permissions that enable the app to access a user's private information,
alter a user's stored data or interfere with operation of other apps
(Google Play, 2018). In 2017, apps requested an average of two ‘dan-
gerous' permissions (range 0–7). The two most common ‘dangerous'
permissions, both requested in 73% (37/51) of Google Play apps, were
to read, and to modify or delete, the device's USB storage. These per-
missions are required in order to save any data to the device, and enable
developers to read and modify/delete all stored files on the device,
including files containing personal information such as photos, contacts
and text messages (see Fig. 2). In 2018, these were also the most
common ‘dangerous' permissions requested, with 31/46 (67%) and 30/
46 (65%) apps available in the Google Play store requesting to read and
modify/delete USB storage, respectively. Some apps requested per-
missions which were seemingly unrelated to the app's main purpose as
communicated to users. For example, Happify, an app providing
“guided relaxation/meditation” audios and “science-based activities &
games” requested 18 permissions, including permissions for access to
users' text messages and contacts list.

3.2. Privacy practices: promoting the value of sharing

Apps encouraged user interaction and data sharing in their pro-
motional materials. For example, MoodKit – Mood Improvement Tools
by Thriveport, LLC, listed links to social media platforms, stating

“Email, text, & Facebook sharing of activities,” as one of the highlights
for app users and OMG! I Can Meditate by OMG! I Can Meditate Inc.
endorsed user participation and data sharing in app-based virtual
communities it called “serenity circles.” Anorexia / Bulimia / Binge
Eating Test by PocketShrink urged users to disclose personal informa-
tion, exhorting them to “share your profile.” Another app prompted
user sharing by explicitly portraying its forums as emotionally safer
spaces compared to traditional social media, telling users they could
“talk with people that may be feeling just like you from all around the
planet, without worrying about the like/dislike system” [What's Up, by
Jackson Tempra].

3.3. Privacy policies

Privacy policies were specific to developers. As noted above, some
of the apps in our sample were owned by the same developer ‘family’
(in 2017 there were 61 apps from 45 unique developers; in 2018 there
were 56 apps from 41 developers). Apps in the same developer ‘family’
shared the same privacy policy or lack of privacy policy. Since we used
a consumer facing perspective, we used the app as our unit of analysis
when reporting quantitative results.

The Australian Government specifies minimum standards for
privacy policies that are pertinent to mobile apps (Office of the
Australian Information Commissioner (OAIC), 2014a). These relate to
matters such as policy accessibility and readability; provision of in-
formation on data collection, use, sharing and security; and details
about how and where to complain about privacy practices. During our
2017 data collection period, nearly half of the apps (25/61, 41%) did
not have a privacy policy. None of the five apps published or endorsed
by a total of three different government entities provided privacy po-
licies (U.S. Department of Defense, Australian Department of Veterans'
Affairs and a government-funded health provider). In 2018, 12/56 apps
(21%), and one of the five government apps still did not have a privacy
policy. In both data sampling periods, only one app's privacy policy
met all of the requirements of the Australian Privacy Principles (RR
Eating Disorder Management by Recovery Record). In 2017, the ma-
jority of apps with a privacy policy met only 6/10 criteria; in 2018, this
rose to the majority meeting 7/10 criteria (see Fig. 3).

3.3.1. Policy accessibility and readability
Policies were difficult to read and understand. They were, on
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average, about 2000 words long (2017 mean= 1760 words, SD 1206
words; 2018 mean= 2179 words, SD 1635 words). In 2017, policies
ranged from just seven words (e.g. “No data from this application is
collected”) to over 5000 words; the minimum increased to 21 words in
2018. Few of the privacy policies had features that would facilitate user
engagement: for example, in 2017, only three (3/36, 8%) contained a
summary with key points, and only four (4/36, 11%) were judged to
use lay language, though this increased to 10/44 (23%) and 9/44
(21%), respectively, in 2018. The link to the privacy policy was hard to
find in over ¼ of sampled apps with a privacy policy in 2017 (10/36,
27%) and still hard for 11/44, 25% in 2018. Similarly, less than 3/4
used headings to facilitate navigation through the policy in 2017 (25/
36, 69%), though this increased to 88% (39/44) in 2018.

3.3.2. Policy information on data collection, use and sharing
Most apps in 2017 (32/36, 89%) and 2018 (39/44, 89%) had po-

licies that mentioned the type of data that was collected and why
(Fig. 3). Most also said that data was disclosed to third parties (28/36,
78% in 2017; 39/44, 89% in 2018), and at least half (19/36, 53% in
2017; 22/44, 50% in 2018) mentioned the purposes for which these
parties might use data, including, for example, “data processing, data
analysis, information technology services and support, fundraising,
website maintenance/development, printing, record archiving, data
mailing and market research and medical consultants who provide
medical services” (Black Dog Snapshot by Black Dog; privacy policy
webpage https://www.blackdoginstitute.org.au/privacy/ dated 2018,
accessed 17 October 2018). App policies also referred to user data as a
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business asset that could be transferred to other companies in the event
of acquisition:

“Hive Brain may disclose your personally identifiable information upon a
transfer or sale to another entity of all or substantially all of Hive Brain's
stock or assets in Hive Brain's line of business to which this Privacy Policy
relates or upon any bankruptcy or other corporate reorganization.” [Beat
Social Phobia; Positivity with Andrew Johnson; both by Hive Brain;
privacy policy webpage http://relaxingapps.com/privacy-policy last up-
dated 27 August 2015, accessed 17 October 2018].

App policies informed consumers that the privacy practices could
change at any time and did not necessarily promise to alert current
users to material alterations. RR Eating Disorder Management, for ex-
ample, put responsibility entirely on users to check the policy regularly
for any updates:

“We may revise this Privacy Policy, so review it periodically… If you are
concerned about how your information is used, bookmark this page and
read this Privacy Policy periodically.” [RR Eating Disorder Management
by Recovery Record; privacy policy webpage https://www.
recoveryrecord.com/privacy_policy last updated 23 June 2018, ac-
cessed 17 October 2018].

Similarly, apps did not necessarily take responsibility for the data
management practices of linked third parties. SuperBetter's policy, for
example, explicitly instructed app users to find and understand this
information:

“You should review the privacy policies of other sites you visit or link to
from the Site to understand how these other sites use Cookies and how
they use the information they collect through the use of Cookies or Web
Beacons on their own sites.” [SuperBetter by SuperBetter LLC; privacy
policy webpage https://www.superbetter.com/terms dated 2018, ac-
cessed 17 October 2018].

3.3.3. Security and complaints about loss of privacy
App policies commonly delivered disclaimers stating they were not

responsible for any harm to the user resulting from loss of personal
privacy and/or poor security. For example, Rise Up Eating Disorder
Help's policy stated:

“You are responsible for maintaining the security of your Health-Related
Information derived from your use of Recovery Warriors Services … We
are not responsible for any third-party's access of your Health Related
Information that you entered through the use of the Recovery Warriors
Services.” [Rise Up: Eating Disorder Help by Recovery Warriors; privacy
policy webpage https://www.recoverywarriors.com/privacy-policy/
last updated 28 June 2018, accessed 17 October 2018].

We found a range of detail about security within the app policies. At
the more informative end, for example, SuperBetter's privacy policy
told users that the app had “Secure Socket Layer encryption” which
required users to “have an Internet browser which supports 128-bit
encryption.” (https://www.superbetter.com/terms dated 2018, ac-
cessed 17 October 2018) Other apps provided much less information
about their security practices. For example:

“Excel at Life, LLC has put in place appropriate measures to safeguard
and help prevent unauthorized access, maintain data security, and cor-
rectly use the information we collect on our site.” [Stop Panic and
Anxiety Self-Help by Excel at Life; privacy policy webage https://www.
excelatlife.com/privacy_policy.htm dated 2017, accessed 17 October
2018].

Policies did not always contain information about where or how to
make a complaint about the app's privacy practices. Information about
who to complain to was absent in 50% (18/36) of the policies (14/44,
32% of the policies available in 2018). Information about how to
complain was absent in 78% (28/36) of policies (16/44, 36% in 2018).

When information was provided, it tended to be in the form of re-
sponding to questions, rather than specifically mentioning the concept
of complaints, for example: “Please contact us at support.calm.com if
you have any questions about our practices or this Privacy Policy
“(Calm – Meditate, Sleep, Relax; privacy policy webpage https://www.
calm.com/privacy last updated 25 May 2018; accessed 7 November
2018). Five apps (5/56, 9% in 2018) provided information about where
and how to complain to an external regulator about an app's privacy
practices.

3.4. Impact of GDPR regulations on privacy policies

We identified a range of ways in which the new European Union
GDPR privacy regulations (European Commission, 2018a; European
Union, 2016) were mentioned and referenced in apps' privacy policies.
In some cases, apps changed privacy practices to comply with the
GDPR. For example, WellMind, an NHS branded app by Blue Step So-
lutions, had no privacy policy in 2017, but in 2018 provided a link to
privacy policy Version 1.0, which was completed on 10 May 2018 as a
“completely new document to comply with changes to data protection
law, GDPR” (privacy policy webpage https://bluestepsolutions.com/
privacy-policy/ accessed 17 October 2018). In another example, the
policy of a United States app spelled out specific privacy rights avail-
able to EU app users, including rights to access and erase personal data
held by the company:

“If you are within the European Union, you are entitled to certain in-
formation and have certain rights under the General Data Protection
Regulation.” [Rise Up: Eating Disorder Help by Recovery Warriors;
privacy policy webpage https://www.recoverywarriors.com/privacy-
policy/ last updated 28 June 2018, accessed 17 October 2018].

In contrast, other apps' policies made a point of stating that their
practices would not provide GDPR-level protection to its users but
would adhere to local privacy regulations even if app users were ‘vis-
iting’ the app from other jurisdictions:

“International Visitors and Customers: The Website is hosted in the
United States. If you are visiting from the European Union (EU) or other
regions with laws governing data collection and use that may differ from
U.S. law, please note that you are transferring your personal data to the
United States which does not have the same data protection laws as the
EU.” [Beat Social Phobia; Positivity with Andrew Johnson, both by
HiveBrain; privacy policy webpage http://relaxingapps.com/privacy-
policy last updated 27 August 2015, accessed 17 October 2018].

“INTERNATIONAL USERS By choosing to visit the Services or otherwise
provide information to us, you agree that any dispute over privacy or the
terms contained in this Privacy Policy will be governed by the law of the
state of California.” [RR Eating Disorder Management by Recovery
Record; privacy policy webpage https://www.recoveryrecord.com/
privacy_policy last updated 23 June 2018, accessed 17 October 2018].

4. Discussion

Mental health apps and other digital health services have been
promoted by health services and researchers partly because they appear
to offer a discreet, accessible and affordable alternative to face-to-face
therapy (Australian Government, 2015; Cotton, Irwin, Wilkins, &
Young, 2014; Proudfoot, 2013). However our findings are adding to the
emerging body of empirical work that suggests apps, including health
apps, are not particularly private or secure (Blenner et al., 2016;
Grindrod et al., 2017; Papageorgiou et al., 2018; Razaghpanah et al.,
2018; Vallina-Rodriguez et al., 2016).

We indicate how mental health apps might threaten the privacy of
users, including by actively encouraging users to share information
online without warning them about the risks associated with normal
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app data-sharing practices, and about the risk of malign security
breaches. Normal data-sharing practices of app developers are often a
means of monetising the app. For example, many developers offer their
app free to users, but embed an advertising library in the application,
which displays ads to the user while interacting with the app. However,
third party ad libraries are granted the same permissions as the de-
velopers, and may share or on-sell the information they collect with
other entities in the mobile ecosystem (Grace, Zhou, Jiang, & Sadeghi,
2012). Malign security breaches are always a possibility, and may be
more likely if an app's security processes are poor. A study by Huckvale
and colleagues found that none of the 79 apps in the UK NHS Health
Apps Library encrypted user data stored on the phone, though they
commonly used password security, which could lead a user to believe
their data were secure (Huckvale et al., 2015).

Our data show that app developers are becoming more careful about
whether and how they communicate data collection, use and sharing
practices, although like others (Papageorgiou et al., 2018) we show that
many apps still lack a readily accessible privacy policy, or any privacy
policy at all. The new GDPR has been part of the impetus for this trend,
having prompted some improvements in app transparency around
privacy practices. However, given that other developers claim not to
fall under GDPR jurisdiction, despite the GDPR clearly stating its pro-
venance over all organisations that offer goods or services to EU persons
regardless of their location (European Commission, 2018b), there re-
mains some confusion around its provenance, and its overall impact on
companies who hold data outside the EU remains unclear
(Razaghpanah et al., 2018).

Despite these small improvements, we show that some apps still
appear to request permission for access to user data that is unrelated to
the stated app purpose, and some explicitly claim to absolve their de-
velopers of responsibility for protecting consumer information. This is
done without providing guidance to consumers on how they could
protect themselves (e.g. don't share really personal details, have strong
banking passwords in case of identity theft) or where they could com-
plain or seek redress about poor privacy practices. These practices are
particularly problematic given that current evidence shows the public
still has little understanding about the privacy risks associated with app
use. There is low awareness amongst consumers about what kind of
personal data is collected, used and shared by apps; people using health
apps may particularly assume their data is kept private by app devel-
opers because health data is sensitive information. Consumers also have
low awareness about the implications of developers' data sharing
practices within the larger mobile ecosystem (Razaghpanah et al., 2018;
Van Kleek et al., 2018).

4.1. Implications and recommendations

Personal health information, particularly mental health informa-
tion, is highly sensitive. Breaching privacy may have significant re-
percussions, including exploitative, targeted advertising and negative
impacts on an individual's employability, credit rating, or ability to
access rental housing. It may result in emotional harm, particularly
amongst those mental health app users who already have high levels of
anxiety. Privacy breaches are also associated with identity theft and
health system fraud (Dehling et al., 2015; Pasquale, 2015).

Our recommendations to improve protection of app user privacy are
targeted at multiple stakeholders throughout the global mobile app
ecosystem. Government regulators around the world should work in
harmony to ensure global uptake of the GDPR as the exemplary data
protection standard. This EU legislation protects consumer and personal
data through several key requirements, such as opt-in user consent,
alerting users to data transfer outside borders, anonymising data, en-
forcing data breach notification and user rights to data erasure
(European Commission, 2018a). Widespread uptake and enforcement
of this legislation would substantially improve privacy issues with apps,
but there are other areas that can also be improved. Governments

should place an immediate and high priority on supporting innovation
in app security (Department of Industry, Innovation, and Science, 2017;
Huckvale et al., 2015;). We suggest that consumers take every oppor-
tunity to improve their technological literacy (Torous & Roberts, 2017),
including being aware that data sharing is common, may be hidden,
and may change at any time (and without notice).

App developers should educate themselves about relevant privacy
legislation and take steps to install better privacy tools into their pro-
ducts. We have previously written a publicly available a developer's
guide to Australian privacy legislation and principles of good practice
(Parker et al., 2017) and there are resources available to guide devel-
opers through internationally recommended practices and tools. (e.g.
Federal Trade Commission, 2016; Flick, 2013; Martinez-Perez, de la
Torre-Diez, & Lopez-Coronado, 2015; OAIC, 2014a) For example, de-
velopers could provide more granular options for users to select in-
creased privacy at the expense of functionality, implement default
privacy settings for new apps according to previously expressed user
preferences (Van Kleek et al., 2018), and implement “just-in-time”
strategies for requesting user consent for information collection
(Sunyaev, Dehling, Taylor, & Mandl, 2014). We encourage more re-
search with end-users to assist in the identification of privacy concerns
and development of better privacy materials (Van Kleek et al., 2018)
and advocate for innovative change that provides users with better
privacy and data management control.

Since many apps are monetised through the collection and sharing
of user data (Australian Communications and Media Authority (ACMA),
2013), developers may need incentives before they commit to better
privacy practices. We recommend consumer advocacy groups lobby
governments and industry to prompt the powerful app stores to take a
role here (Parker, Bero, Gillies, Raven, & Grundy, 2019). App stores,
including iTunes, should enforce the in-store reporting of permissions
and should explain permissions and their implications in lay terms.
They should also have stricter standards for privacy policies, for ex-
ample. insisting they be comprehensible to those with lower literacy
levels. This would assist users with preferentially choosing apps that
have clear, understandable privacy practices and policies and making
informed choices about sharing their personal information.

4.2. Limitations

Our purposive sampling of prominent mental health apps means
that our app sample is not exhaustive nor representative of all health
apps. Nevertheless, mental health app consumers are likely to en-
counter these targeted apps, and they provide information on a range of
privacy practices and policies. Our analysis was restricted to the content
of app advertising materials, but this gave us access to information on
important privacy practices (i.e. permissions requests) and policies,
albeit self-reported ones. Thus, future work should explore the actual
nature of data sharing practices such as type of consumer data collected
or network traffic analysis. The population of apps changes frequently,
as shown by the differences in our updated data. Apps that we included
in this study may no longer be available or their practices and policies
may have changed.

5. Conclusions

The field of mental health apps is beset by risks to user privacy. Loss
of user privacy may have significant ramifications for individuals and
may contribute to current societal concerns about malign uses of ag-
gregated data sets. We endorse the values exhibited through the GDPR,
that prioritise the interests of individual consumers and the protection
of privacy. We advocate for heightened app user protection, and en-
hanced choice, enabling consumers to enjoy the benefits of health apps
with minimised risks of harm.
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