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Abstract

Accurate and complete medical data are one valuable asset for patients. Privacy protection and the secure storage of medical data
are crucial issues during medical services. Secure storage and making full use of personal medical records has always been a
concern for the general population. The emergence of blockchain technology brings a new idea to solve this problem. As a hash
chain with the characteristics of decentralization, verifiability and immutability, blockchain technology can be used to securely
store personal medical data. In this paper, we design a storage scheme to manage personal medical data based on blockchain and
cloud storage. Furthermore, a service framework for sharing medical records is described. In addition, the characteristics of the
medical blockchain are presented and analyzed through a comparison with traditional systems. The proposed storage and sharing
scheme does not depend on any third-party and no single party has absolute power to affect the processing.

Keywords Medical data - Blockchain technology - Medical data sharing - Medical data storage - Medical service

Introduction

Those who have ever visited more than one hospital have
likely experienced undergoing a medical examination that
was previously performed at another hospital [1]. This
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phenomenon is caused by the fact that medical data are mainly
managed by medical institutions, and there are strict restric-
tions and regulations on policies and for the transfer and shar-
ing of important personal information, such as medical re-
cords. Medical data is scattered throughout various medical
institutions, and the data standards of different medical insti-
tutions are not uniform, resulting in a low level of interopera-
bility of medical information systems among agencies. In ad-
dition, the subjects that can handle medical data are limited. In
addition to the patient’s request to transfer and view his or her
personal medical record, in principle, medical data transfer
and sharing outside the medical institution are not allowed.
All of these cause the exchange and sharing of medical data to
be very difficult, which seriously hinders its effective.

Under the current medical data management system orient-
ed by medical institutions, there is no guarantee of the integ-
rity and reliability of patient data. The risks of medical data
loss or hacking is inevitable, and these data are always facing
data security, personal privacy leaks and other issues. Most
medical data are stored in medical institutions in a centralized
manner, which is vulnerable to different threats, such as ma-
licious tampering, hacking and natural disasters, which can
lead to the leakage and loss of medical data. In June 2017,
according to a British “Daily Telegraph™ report, the Cosmetic
Institute in Bondi Junction posted information on patient
names, addresses, medical insurance numbers and medical
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records online, resulting in exposure of patient data and pri-
vacy. In October 2017, approximately 47GB of medical data
stored by a medical institution on the Amazon database was
accidentally opened to the public, with an initial estimate of at
least 150,000 patients affected.

With the increased demand for personal health manage-
ment, various health service institutions hope to gather
health information through medical data exchange and shar-
ing. Examples of these efforts include the Blue Button
Connector [2], a US government led project, Apple’s
Mobile Healthcare Application [3], and Google Health
(https://health.google.com/health/). However, these
solutions have not yet satisfied the requirements for an
ideal healthcare information system, such as security,
reliability, and transparency [1]. Hence, a management
scheme with decentralization, verifiability, and
immutability characteristics is need for personal medical
data.

Blockchain offers a promising new distributed framework
to amplify and support integration of health care information
across a range of uses and stakeholders [4]. The unique ad-
vantages of real-time recordings and tamper-resistance of the
blockchain can be reflected in the field of healthcare. Data
captured on the blockchain can be shared in real time across
a group of people and organizations. Each event or transaction
is time stamped and becomes part of a long chain or perma-
nent record that cannot be tampered with afterwards. On the
nonpermissive blockchain, all parties can view all records. On
a permissive blockchain, privacy can be protected by agreeing
on where and by whom to look for deals and hiding the iden-
tities of all parties. Thus, the blockchain turns the different
information held by a single owner into the entire history of
the asset.

Blockchain technology presents numerous opportunities
for health care; however, it is not a fully mature technology
today nor a panacea that can be immediately applied [4].
The management of personal medical data and service pa-
tients based on blockchain technology is an issue to still to
be solved. In this study, we designed a storage scheme to
manage personal medical data on a blockchain storage sys-
tem. The key contributions of this work are as follows. 1)
We propose a storage scheme for medical data based on
blockchain technology to achieve the safe storage and shar-
ing of personal medical data. In the scheme, we describe the
permissions of three types of transaction bodies and design
the block structure and the main function of the medical
blockchain. 2) We introduce a service framework for shar-
ing medical records to describe the process of personal
medical data management in some applications. A
blockchain-based personal medical data application can
provide a patient medical information service without vio-
lating privacy policies. 3) The characteristics of the medical
blockchain are described, and a comparison to traditional
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systems from different aspects is analyzed. The medical
blockchain does not depend on a trusted third party, it is
the establishment of a system in which patients have their
own complete personal medical data, and it can achieve
secure storage, privacy protection and tamper-proofing.

The structure of the paper is as follows. The “Related
work” section of this paper discusses the existing literature
related to this topic. The “Blockchain-based medical data stor-
age and service” section presents the storage scheme of med-
ical data and a service framework based on blockchain tech-
nology. The “System analysis” section contains the character-
istics of a medical blockchain and a comparison to traditional
systems. The “Conclusion” section summarizes the paper and
discusses future work.

Related work

Health information technology is widely considered to be a
part of the solution to improving the productivity and safety of
healthcare [5—7]. Health information technology has increased
accessibility of health and medical data and benefited medical
research and healthcare management [8—12]. Currently, many
medical institutions are outsourcing their repositories to the
cloud. To provide a more convenient service and environment
for medical services, various solutions regarding cloud service
technology and management have been proposed [13—19].
However, security and privacy are rising concerns in the stor-
age and sharing of medical data in a cloud service environ-
ment. To ensure the security and privacy of patients’ medical
data, proposed data storage solutions include a privacy-
preserving smart loT-based healthcare big data storage system
[20], a solution for sharing sensitive data based on a nonstan-
dard diagonal data aggregation method [21], a cloud-based
data sharing model [22], a hybrid solution [23, 24], a scalable
privacy-enabled architecture and a context-aware privacy-pre-
serving scheme [25], a security model using a fog computing
facility [26], and a distributed architecture with double-phase
microaggregation [27]. However, most of these solutions rely
on a fully trusted third party. Users usually do not believe that
the third party is doing a good job of keeping their data
confidential.

Blockchain technology acts as a shared decentralized led-
ger to record transactions. It can be used to record events as
products or subject experiences from its origin to the current
state in an unalterable log [28—30]. Blockchain has the char-
acteristics of decentralization, verifiability and immutability,
which are essential in the medical and healthcare industry,
especially in managing of medical records. Blockchain appli-
cations and research in healthcare have attracted much atten-
tion; many research institutions around the world are involved
in the push towards blockchain solutions. Healthbank is a
global innovator in digital health, it is actively exploring
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options to tap into blockchain such as smart contracts [31].
Gem Health is a provider of enterprise blockchain solutions, it
partnered with Philips Blockchain Lab to leverage blockchain
technology to address the trade-off between patient centric
care and operational efficiency by creating a healthcare eco-
system connected to universal data infrastructure [32]. The
potential uses of blockchain technology in healthcare are mul-
tiple, and the exponential growth of blockchain technology
applications can benefit population health and medical
records.

In addition, relevant studies about blockchain in healthcare
have appeared in succession. Existing research in the
blockchain for the healthcare field mainly includes medical
information protection, medical data storage and sharing,
medical data application, forecast analysis, etc. Mettler [33]
illustrated possible influences, goals and potentials connected
to blockchain technologies in healthcare. Yue et al. [34] pro-
posed an App (Healthcare Data Gateway) based on the
blockchain. The architecture not only enabled the patient to
own, control and share their own data easily and securely but
also enabled untrusted third parties to process medical and
health data while ensuring patient privacy through introducing
secure multifactor computing. Shrier et al. [35] proposed
using the Massachusetts Institute of Technology’s OPAL/
Enigma encryption platform that works with blockchain tech-
nology to create a secure environment for storing and analyz-
ing medical data. Some methods [36, 37] and systems [38, 39]
based on the blockchain are proposed for storing and manag-
ing patient medical records. Xia et al. [40] proposed a
blockchain-based data sharing framework that sufficiently ad-
dresses the access control challenges associated with sensitive
data stored in the cloud using immutability and built-in auton-
omy properties of the blockchain. Peterson et al. [41] present-
ed a blockchain-based approach to sharing patient data. Kuo
et al. [42] used blockchain network technology to create an
interinstitutional medical health prediction model.

Blockchain-based medical data storage
and service

The storage scheme of medical data

The storage scheme of medical data uses blockchain tech-
nology and cloud storage technology to achieve safe storage
and sharing. The architecture of the medical blockchain is
shown in Fig. 1. Medical institutions, patients and third-party
agencies (such as medical information service platform,
medical insurance company, etc.) are three main types of
transaction bodies in the medical blockchain. Medical insti-
tutions are responsible for the diagnosis and treatment of
patients and generating their medical records. Patients can
visit a doctor in different medical institutions and have

Medical information
service platform,
Insurance companies,

pHE
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Patients Third-party agencies Medical institutions
Blockchain Cloud

Fig. 1 The architecture of the medical blockchain

ownership and control over their personal medical data.
The third-party agencies can provide some services, such
as medical institution recommendation and appointment reg-
istration. Different types of transaction body have different
permissions. The permissions for the three types of transac-
tion bodies are shown in Table 1.

Data storage and access control are the main transactions in
the medical blockchain. It would be optimal to be able to hold
all medical data on the blockchain, but due to practical con-
straints such as cost, storage capacity, only index information
of medical data and transaction records are recorded onto the
blockchain. Large medical data should be encrypted and
saved outside of the blockchain. In our scheme, these medical
data are stored in cloud storage under the chain. Access con-
trol is determined by permission, and different transaction
entities have different access control permissions. In the med-
ical blockchain, the right to use personal medical data is en-
tirely controlled by the patient, the patient may grant a subject
access to the relevant data. The patient can also withdraw their
authorization in time.

The medical blockchain is responsible for generating crea-
tion blocks. The newly generated blocks by network nodes are
first validated and then added to the main chain to form a
permanent preservation of the transaction data. The timestamp
is used to ensure the blocks follow the timing link in the
medical blockchain. The data in the blockchain have not been
tampered through the hash function, and identity authentica-
tion can be achieved with a public key encryption. The com-
binations of these technologies ensure the medical blockchain
safety and security. The block structure of the medical
blockchain is a Merkle Tree-based structure and is designed
as shown in Fig. 2.

In the medical blockchain, the main functions are the re-
lease, preservation and sharing of medical data.
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Table 1 The permissions of the three types of transaction bodies

Patients

Medical institutions

Third-party agencies

Read/write access to itself medical data Have permission

Read access to others medical data Default does not have permission,
you can get permission with the

consent of the account owner.

Write access to others medical data Default does not have permission,
you can get permission with the

consent of the account owner.

Have permission

In special circumstances such as

Have permission

Default does not have permission,
you can get permission with the
consent of the account owner

an emergency, medical data can
be read without authorization.

In general, the default is only allowed

if the account owner agrees.

Default does not have permission, you Default does not have permission,

you can get permission with the
consent of the account owner.

can get permission with the consent
of the account owner.

*  Medical data release. When a patient visits a medical insti-
tution, the doctor generates medical records or examination
reports for the patient. When the medical data are generated,
the physician generates the digest and hash of the medical
data and posts them to the blockchain after signing in with
the issuer’s private key. At the same time, the medical data
are encrypted with a symmetric key and encryption key of
the medical data encrypted with the patient’s public key.
Both of them are sent to the patient together.

*  Medical data storage. After receiving the data from the
medical institution, the patient verifies the signature of the
institution, then uses its own private key to decrypt the
medical data encryption key, the original medical data
and the signature, and then generates a new encryption
key to store the medical data and its signature in the cloud
storage.

*  Medical data sharing. The usage rights of the medical
data are completely controlled by the user himself, and

the patient can authorize the third-party agency to access
some of his or her medical data through the access control
mechanism and can withdraw his or her authorization at
any time. The location, usage rights and expiration date of
the shared records in the cloud storage and the decryption
key of the third-party agency write into the medical
blockchain, and cloud storage management will set the
access control policy.

A service framework for sharing medical records

Traditionally, medical institutions keep the records of patients
[43]. The sharing of medical data is one essential step to make
the medical system smarter and improve the quality of medi-
cal services [34]. It can help patients become active partici-
pants [44, 45], improve service quality [46] and give better
recommendations for patients and physicians [47].

Fig. 2 The block structure of the Block1 Block2 Block3
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Blockchain technology helps medical institutions, patients,
and service providers quickly and securely authenticate per-
missions for free data access and sharing. Based on
blockchain technology, personal medical data can be obtained
quickly and accurately, and patients will receive better service.
Therefore, we design a service framework for personal med-
ical data sharing and access control based on the blockchain
technology. Figure 3 outlines the process of our service
framework.
(1) Personal medical data management

First, each person has a digital archive that contains per-
sonal medical data. The storage and access of the digital ar-
chive are realized through blockchain technology, and each
person has access control rights of their own information.
Accessible and safety electronic information can be more con-
veniently and rapidly integrated into the routine diagnosis and
treatment work of medical institutions. The standardization
and digitization of various records enable the sharing of infor-
mation among medical institutions, patients and service
providers.

Second, personal medical data management rights are
completely controlled by the user. A service provider makes
a request to the patient to access and collect personal medical
data when the service provider has a need. The individual may
authorize the service provider to access part of his or her
medical records and can withdraw the service provider’s right
at any time.

(2) Personal medical data application

Personal medical data is very valuable. There are many
applications for these data; the data are not only used for
diagnosis but also to provide a better choice of doctor. For
example, the number of Chinese hospital visits reached 7 bil-
lion in 2017. The bigger the medical institution, the more
crowded it is. Because of the lack of information, people do
not know how to choose a medical institution to seek medical
treatment in China. They often choose to go to the largest
hospital around them for medical treatment. It is a common
phenomenon for a patient to face issues of long waiting times
for registration, treatment and receiving medicine after arrival
at the hospital. It is very important to guide patients to seek
treatment in different grade medical institutions according to
their conditions.

Blockchain-based personal medical data applications can
provide a patient medical information service without violat-
ing privacy concerns. Currently, there are many medical ser-
vice platforms in China that help patients make an appoint-
ment before going to a medical institution. Due to the lack of
medical data sharing, they cannot effectively guide different
patients to different medical institutions. However,
blockchain-based personal medical data sharing and access

control can play an important role in the field of medical
services. For example, if someone feels sick and wants to go
to a medical institution, he or she authorizes his or her medical
data (such as age, gender, home address, individual symp-
toms, medical records, treatment preferences, etc.) to a medi-
cal service provider for a better recommendation of medical
institution without risking patient privacy.

System analysis
The characteristics of the medical blockchain

The medical blockchain is the establishment of a system in
which patients have their own complete personal medical da-
ta, the storage and sharing of medical data between patients,
medical institutions and third-party agencies in the system are
safe and reliable. The ideal characteristics of the medical
blockchain include patient ownership, storage security, priva-
cy protection, tamper-proof and convenient interoperability.
The medical blockchain provides a distributed and
decentralized way to store and manage medical data. This
approach breaks the information island of traditional medical
information systems, enabling patients to concentrate on their
own medical data scattered in different medical institutions.
Patient gives full control of his or her personal medical data.
Others have to make a request and get the appropriate permis-
sion before they access the patient’s relevant medical data.
The patient can also withdraw their authorization at any time.
Data storage security is an important characteristic of the
medical blockchain. The secure storage of the medical data is
analyzed from three aspects of public information, data gen-
eration and data reception. The public information of medical
data, such as store address, the hash value and permission of
medical data, are recorded onto blocks. This public informa-
tion is visible but cannot be tampered with. Using hash algo-
rithms to process data generated by medical institutions, the
hash value is signed, and the patient’s record and signature are
used to encrypt the patient’s public key. These data are stored
in the cloud storage under the chain. The patient obtains the
hash and signature of medical institutions’ record by
decrypting the ciphertext with his private key. Then, the new
record is encrypted and added to the existing record. These
mechanisms ensure the authenticity of medical data sources,
the security of medical data transmission and storage.
Patients are currently participating in transactions on the
blockchain anonymously for privacy protection. Users can
generate different public and private key pairs for each trans-
action. Medical records are encrypted and stored in cloud
storage under the chain. One cannot decrypt the plaintext in-
formation of the medical data without the patient’s encryption
key. Therefore, it is not possible to obtain any real data about
the medical data from the public information of the medical
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Fig. 3 A medical service
framework based on blockchain ‘
technology
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chain, thus protecting privacy of the patient. The control au-
thority is in the hands of the patient. Patients can authorize
certain data to an entity and can revoke their access rights at
any time.

Medical data is arranged on the blockchain by time. Each
block holds a hash of the previous block. and the data cannot
tamper with once they are written into the blockchain. The
hash of the medical data is stored in the medical blockchain.
Any change to the original data will cause its hash value to
change, which ensures that the medical data cannot be modi-
fied. The medical blockchain will transparently provide infor-
mation on when, where and for what purpose the healthcare
information was used. Access to all medical records on the
medical blockchain is managed by the person, which prevents
malicious access to medical information from the source.

Convenient interoperability is also an important feature of
the medical blockchain. The medical blockchain not only al-
lows for storing medical data by medical institutions but also
stores data from some medical service providers. Integrated
medical data can be used extensively for treatment at medical
institutions and services from third-party agencies. Different
users can easily access medical data in the medical blockchain
anywhere through the Internet.

Comparison to traditional systems

Attribute-based encryption (ABE) and key-aggregate crypto-
system (KAC) are typical cryptographic for data sharing in
cloud storage. Attribute-based encryption is a type of public-
key encryption in which the secret key of a user and the
ciphertext are dependent upon attributes, it is recommended
by the Cloud Security Alliance (CSA) as one of the possible
cryptographic tools for access control in big data applications
[48, 49]. In KAC, data owner encrypts a message not only by
the public key but also under an identifier of ciphertext that
denotes the ciphertext belong to which class [50]. All the
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ciphertexts are categorized into different classes, and the key
owner can extract an aggregate key over different classes by
using a master-secret key [51]. Compared with the ABE and
KAC, the medical blockchain system is tamper-proof and has
privacy protection and secure storage. The cloud-based elec-
tronic medical record system relies on a trusted third party, but
the medical blockchain system will not. In addition, patients
have complete control over medical data, while the cloud-
based electronic medical record system cannot enable patients
to have complete control. Table 2 shows the comparison be-
tween the ABE, the KAC and the proposed scheme.

More importantly, the medical blockchain system plays an
important role in personal medical data management and shar-
ing. A structured electronic medical data system is established
using blockchain-based distributed recording and storage,
which cannot be falsified and is unforgeable. The
decentralized structure of the blockchain enables the medical
data to be updated in real time at each network node partici-
pating in the data storage, securely collecting and storing data
and permanently storing it on the cloud server, which reduces
the risks of sensitive information loss in the medical data set,
and increases the security and credibility of the medical data.
The medical blockchain system uses peer-to-peer propagation
methods to share resources, such as medical health data,
through consensus-based, standard protocols. The doctor will
decide whether to anonymously share the medical record into
the public research domain according to the patient’s wishes.
If the patient agrees to share, a certain number of tokens will
be obtained, and the doctor will make a standard match ac-
cording to the patient’s disease type, age, work type and other
characteristics and add it to the shared center of the private
network.

While blockchain technology enables faster, near-real time
transactions, the costs of operating such a system are not yet
known [4]. Medical institutions and governments spend a lot
of time and money on the storage and management of medical
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Table2 Comparison between the ABE, the KAC and the proposed scheme
ABE KAC Proposed scheme
Reliance on trusted third parties Yes Yes No
Tamper resistance Yes Yes Yes
Privacy protection Yes Yes Yes
Secure Storage Yes Yes Yes

Control of medical records Incomplete control

Incomplete control Complete control

data, while constantly resolving system problems, device up-
dates, data backups, and more. Blockchain technology can
reduce the cost of these operations. When a blockchain system
is set up successfully, the system will automatically run, re-
cord medical data continuously, and back up the entire net-
work without the need for disaster recovery costs. Medical
data sharing can create more value and reduce the cost of
medical information transmissions. To avoid future energy
costs caused by the “Proof of Work” (PoW) protocol, a
“Delegate Proof of Stake” (DPOS) protocol could be
employed in the medical blockchain since there would be no
competition over discovering the blocks. The economics of
the medical blockchain also need to be tested in practice.

Conclusion

Sharing and application of personal medical data are vital for
intelligent medicine. However, most medical data are stored in
different medical institutions, which leads to medical data be-
ing scattered. It is difficult for patients to acquire all their
medical records from different medical institutions they have
visited. Breaking the information island phenomenon in med-
ical data is an urgent problem that needs a solution. In the
meantime, storing, sharing and applying medical data is es-
sential in situations where security and privacy are guaranteed.
The blockchain is viewed as a storage supply chain in which
every operation may be verified, accountable and immutable.
Such inherent characteristics make it a potential solution for
healthcare data systems that concerns both sharing and patient
privacy. Therefore, the storage scheme and service framework
based on the blockchain are proposed for storing, sharing and
using medical data in this study. In the future, a medical
blockchain network connecting as many medical and health
institutions as possible should be established. Valuable medi-
cal data can flow safely, conveniently and cost controllable in
the medical blockchain network. More application scenarios
based on medical blockchain networks are thus developed.
Comparing some mature blockchains with traditional systems
makes it easier to analyze and discover their advantages and
disadvantages, and further improve the safety management
scheme of medical data.
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