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Digital technologies have become an essential lever for developing patient-centered services and out-
comes while ensuring financial sustainability in healthcare organizations and systems. They contribute
to provide high quality, coordinated, and continuing care; to improve practices and support strategies

s?lll‘?/eo_gj;'ed healthcare for the management and monitoring of the population health; and to build collective responsibility for
Digital health healthcare stakeholders to contain costs. However, digital technologies involve significant changes, some-
Health services times breaking with what constitutes known commodities in healthcare organizations and systems (e.g.,
Cyberattacks data governance, inter-operability, security and safety, literacy and training). The recent cyberattacks that
WannaCry have affected and disrupted many healthcare organizations and systems around the world are one of the
Cybersecurity illustrations. These events show that the issue of cybersecurity should not continue to be considered as
Training a mere source of expenditure but as a source of value creation.

© 2019 Fellowship of Postgraduate Medicine. Published by Elsevier Ltd. All rights reserved.
Introduction to improve, maintain or restore health and well-being of individ-

Value-based healthcare (VBH) models, which aim to link the re-
imbursement of health care to the quality of services and patient-
reported outcomes, have been proposed in health system reform
strategies [1,2]. VBH would allow improving practices, monitoring
and management of patients and population, while providing high
quality, coordinated, and efficient health care and services [1,2].

The significant advances in digital technologies made in recent
years could help to build learning and value-based health organi-
zations and systems [1-3]. Digital technologies in health could be
defined as the use of information and communication technologies
(ICTs) to exchange information and data on health and its deter-
minants — between clinicians, organizations and citizens/patients
- for purposes of promotion, education, prevention, treatment and
empowerment of individuals and communities, and this, in order
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uals and the population while ensuring the sustainability of the
health system [4].

There is a growing agreement that integrated, mature, secure
and safe digital technologies are necessary to carry out health
measures and quality follow-up (e.g., with respect to compliance,
readmission or unnecessary visits, double examinations, quality,
iatrogenic or adverse events, patient experiences) [3-8|. These
measures are the bases for the healthcare cycle evaluation, not
only to determine the reimbursement of services, but also to
improve practices [1,9]. Quality of practice is being precisely rec-
ognized as a health system performance determinant [10,11]. The
optimal exchange and circulation of data and information between
the patient and various service providers, or between providers
(i.e., interprofessional and interorganizational collaboration and
coordination), are the cornerstone of VBH models.

However, technologies alone have no value in themselves and
cannot guarantee the expected value results if a number of factors
and conditions are not present in healthcare organizations and sys-
tems. Cybersecurity is one of the fundamental aspects to consider
for digital technologies to become a real lever for successful tran-
sition to VBHs.

2211-8837/© 2019 Fellowship of Postgraduate Medicine. Published by Elsevier Ltd. All rights reserved.
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Recent global cyberattacks have exposed the vulnerability
and inadequacy of data security strategies in many healthcare
organizations and systems worldwide. The WannaCry cyberattacks,
which resulted in the shutdown of several hospitals of the United
Kingdom (UK) National Health Service, reportedly caused the cancel-
lation of about 600 surgeries and more than 19,000 appointments
[12]. Such attacks can lead to significant direct costs (e.g., paying
large ransoms to pirates, paying reparations for affected patients,
cessation of the activity) or indirect costs through an alteration of
the image and reputation of the organization that could also have
a negative impact on its attractiveness and activity afterwards. On
this point, the UK Department of Health and Social Care has es-
timated that these cyberattacks cost about £92 million, especially
because of the loss of output and ICT cost during and after the in-
cident [13]. In addition, according to a UK study conducted after
these cyberattacks and various consumer data breach scandals, a
total of 79% of respondents would ask their families and friends to
boycott organizations that are unable to protect their personal data
and some 60% said they would post negative comments on the
topic online [14]. In the same vein, the Canadian Medical Protec-
tive Association reported that the activity of several medical clin-
ics was disrupted as a result of the WannaCry cyberattacks. After
each incident, restoring the ICT system would take between two
to three days. During this time, clinicians were unable to access
electronic records to ensure the care and monitoring of patients.
These events led to the cancellation or suspension of consultations
or surgeries, as it was the case in the UK [15,16]. These examples
show that cybersecurity is a source of value for organizations and
health systems, not just expenditure.

These events could become more frequent, more sophisticated,
and will inevitably have major impacts and affect the ability of
clinicians and organizations to meet the needs of their patients
(e.g., unavailability of medical record data, disruption of clinical
processes, interruptions of logistic flows). For example, currently,
there are at least two data breaches or theft events affecting at
least 500 patients each week in the USA [17]. This situation could
be explained, in part, by the fact that only 50% of health organi-
zations have sufficient human and financial resources to deal with
cyberattacks [18,19]. In this regard, only 50% of organizations de-
vote more than 5% of their spending to ICT security (vs. 12% in
the banking and financial sectors) [18,19]. Otherwise, according to
a global survey on safety in healthcare organizations, 96% feel vul-
nerable to data threats and 63% acknowledge having already ex-
perienced a data breach in the past, with about 20% reporting a
breach in the last year [20]. In Canada, according to a survey af-
ter the WannaCry cyberattacks, 85% of managers believe that their
organizations are fairly or very vulnerable to cyberattacks [21].

With the proliferation of connected objects, providers of med-
ical devices are also facing the same problem. Some connected
medical devices (e.g., pacemakers and defibrillators, drug pumps)
can transmit information and clinical data that may be vulnerable
to cyberattacks [22]. These so-called auxiliary connected technolo-
gies continue to receive little attention in cybersecurity plans and
strategies [23]. The increasing use of mobile apps and connected
objects for monitoring or care purposes requires refocusing cy-
bersecurity strategies on consumers and clinicians, not just on
structures (e.g., utilization of a public Wi-Fi network to transmit
clinical data). In addition, the growing interest in the “bring your
own device (BYOD)” approach further highlights the importance of
privacy and cybersecurity issues [24]. Today, a patient could tell
his clinician: “(...) in my house we have three iPads. I don’t want
another iPad to be honest. (...), just tell me what app I need” [25].
In this regard, in some countries (e.g., Canada), clinicians are al-
ready able to prescribe mobile apps for their patients (e.g., health
education, monitoring) [26]. However, according to a European
study, some 80% of the most used mobile health apps available on

Android present risks related to the misuse and dissemination of
consumer data [27].

Creating a digital culture: the imperative of training

In light of this new reality, it is important to train and raise
awareness of all stakeholders involved in the health care and ser-
vices chain on basic cybersecurity culture and best practices. Or-
ganizations could avoid many cyberattacks. For example, the UK-
National Audit Office reported that the WannaCry cyberattacks was
relatively unsophisticated and could have been prevented by basic
ICT security best practices [12]. According to a recent US survey,
37% of employees in the healthcare sector have ICT practices that
present serious risks for security and confidentiality, and 24% of
healthcare professionals exhibit a lack of awareness of suspicious
emails (e.g., phishing). For their part, about 50% of physicians do
not comply with good cybersecurity and confidentiality practices,
which could have serious negative impacts on their organizations
[28].

The issue of computer literacy and clinical informatics skills is
also a major concern. The mastery of computing has become es-
sential to be able to provide quality services for patients [29]. In
fact, there is an important need to provide training in order to help
clinicians to develop a digital culture. It is not a matter of training
clinician-scientists who know how to do computer development,
but a basic culture that allows them to adopt and integrate tech-
nologies into their practices, while having the ability to prevent,
avoid, or limit cybersecurity breaches and attacks. In addition, this
would help them to better adapt and align technologies to their
clinical and organizational contexts.

Traditional training programs, based mainly on “universal”
techniques (e.g., compliance with policies and procedures), are not
always adapted to the particularity and complexity of the health
field (e.g., workload and alert fatigue as cybersecurity issues)
[30-32]. There is a need to develop personalized training both
for students (e.g., mandatory courses integrated into curricula at
the university) and for professionals (e.g., continuing medical ed-
ucation, regular information sessions). In this regard, training and
information strategies should adopt a hybrid clinical/informatics
perspective [32,33]. Indeed, research has reported that the clin-
icians’ perspective is often absent in cybersecurity actions and
strategies [34,35]. In addition, since cybersecurity is an issue of
patient and population trust and safety, training should focus on
the patient’s care pathway [34,36]. Training and awareness-raising
of patients on cybersecurity best practices are also essential,
within an empowerment and accountability perspective.

Conclusion

Digital technologies are now recognized as an important lever
to improve access, continuity and quality of healthcare and ser-
vices. In this vein, cybersecurity is an essential condition for devel-
oping learning and value-based health organizations and systems.
However, a substantive work needs to be done to make policymak-
ers and managers aware that it is not only a source of expenditure,
but also a source of value creation for patients, clinicians, organi-
zations and for the health system as a whole.
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