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Abstract Background: Since the beginning of the 21st century, the amount of data obtained
from public health surveillance has increased dramatically due to the advancement of informa-
tion and communications technology and the data collection systems now in place.
Methods: This paper aims to highlight the opportunities gained through the use of Artificial In-
telligence (AI) methods to enable reliable disease-oriented monitoring and projection in this
information age.
Results and Conclusion: It is foreseeable that together with reliable data management plat-
forms AI methods will enable analysis of massive infectious disease and surveillance data
effectively to support government agencies, healthcare service providers, and medical profes-
sionals to response to disease in the future.
ª 2018 Australasian College for Infection Prevention and Control. Published by Elsevier B.V. All
rights reserved.

Highlights

� This paper provides discussion and visionary perspective on data usage and management for
infectious diseases.

� It highlights the opportunity to make use of Artificial Intelligence (AI) methods to enable
reliable and data-oriented disease monitoring and projection under this information age.

� It is foreseeable that together with reliable data management platforms AI methods will
enable effective analysis of massive infectious disease and surveillance data to support risk
and resource analysis for government agencies, healthcare service providers, and medical
professionals in the future.
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Introduction

Computer scientists have coined the term “Big Data” to
refer to the volume of ever-growing data, which is not only
large in size and variety, but can be harnessed for impor-
tant purposes. “Big Data” refers to data sets that are so
massive or complex in nature that traditional data pro-
cessing methods and methodology are inadequate to
effectively analyze it. Big Data usually exhibits properties
of high volume (in terms of the amount of data), high ve-
locity (in terms of the speed of data in and out), high va-
riety (in terms of the range of data types and sources), and
high veracity (in terms of accuracy and correctness). “Big
Data Analytics” refers to the process, methods and tech-
nologies to analyze such Big Data and uncover valuable
information using non-traditional advanced methods [1,2].
It is designed in a way that advances accuracy and scal-
ability compared to traditional standard methods, such as
regression-based models and other statistical models.
Among such advanced methods, Artificial Intelligence (AI)
has also been identified as an especially important devel-
opment regarding the roles it can play in various application
domains [3], including public health related disciplines [4].

Problem statement

Thanks to the advancement of information and communi-
cation technology (ICT) [5], in the 21st Century we are able
to access massive and potentially useful infectious diseases
transmission related data through multiple channels,
including sentinel reporting systems, national syndromic
surveillance systems (usually operated by national and
regional disease centers, such as [6,7]), genome databases,
internet search key trends [8], Twitter data [9], outbreak
investigation reports, transportation dynamics [10], vacci-
nology related data [11] and human dynamics information
[12,13] from various transport authorities or national sur-
veys. Much of the abovementioned data is massive in size
and usually regarded as “dirty data”, which implies that a
large fraction of data is irrelevant to the specific topic of
interest (e.g. a certain disease). As a result, data quality
varies widely across disparate data sources. Current
research efforts attempt to use mainstream primary
disease-related data. Yet, a massive volume of big disease
data remains unexplored, awaiting further technological or
scientific advances in order to devise effective infectious
disease management strategies.

Current literatures and the contribution of this
paper

Recently the success of AI applications in mastering human
cognitive intelligence problems has received wide attention
from the public [3]. However, the grand challenge in in-
fectious diseases field remains how to process the best
available data in an efficient and timely manner, while
maintaining a high level of coherence among the informa-
tion collected [14]. It is about how to manage an ever-
growing amount of diseases indicators, data and informa-
tion, and how to assure their best utilization in order to aid
better decision making and disease response measures [15].
This paper aims to highlight the future roles of AI methods
in enabling reliable disease monitoring and projection
under this Big Data information age.
Challenges to use Artificial Intelligence for
infectious diseases applications

It is challenging to apply conventional statistical methods
to medical data with large dimensionality (such as textual
and image data). In many cases, the underlying assumptions
of traditional statistical-based methods are breached when
we are dealing with high dimension data with complexity.
Most classic statistical methods are unable to handle Big
Data problems, because emerging infectious disease
outbreak related data exists in various formats and exhibits
different limitations and assumptions.

Big Data, AI and machine learning methods have so far
shown promising outcomes in multiple business and indus-
trial settings to reveal hidden patterns and predict future
possibilities. The latest advanced models, such as deep
learning artificial neutral network approaches, have shown
positive results in extracting highly nonlinear structures
from a massive dataset. In a disease related context,
recent research using AI methods to track down rodent
reservoirs of future zoonotic diseases [16], predict
Extended-spectrum b-lactamase (ESBL) producing organ-
isms [17], and control tuberculosis (TB) and gonorrhea
disease spreads [18], has been in place. Public reaction
towards disease outbreaks can be difficult to predict.
However, with the availability of Big Data and advent of AI
methods, we are increasingly able to correlate the popu-
lation behavior with disease outbreaks. For instance, using
a behavioral informatics and analytics approach, dedicated
researchers [19e21] investigated infectious disease out-
breaks associated digital behavior patterns through web
search patterns (such as Google Trend) during the outbreak
period. It is envisioned that the advancement of AI methods
for infectious disease Big Data analytics could improve our
ability to observe public reactions on disease outbreaks
dynamically and predict disease spread accurately, which
can help authorities take timely response measures to in-
fectious diseases.
Multiple sources of data

For effective data integration, management, and knowl-
edge extraction, a comprehensive data management sys-
tem is needed. Epidemic modelling methods have already
played an important role in disease transmission propaga-
tion and policy advice [22]. Epidemic models typically
categorise into phenomenological and mechanistic model-
ling studies [23], where a mechanistic model may be
designed in different forms, such as a simple homogeneous
compartmental model or with the consideration of host
heterogeneities, multi-pathogen and multi-host situation,
temporally forced model, spatial model etc. [24]. It is
anticipated in the coming future that AI enhanced methods
will also play a role in disease preparedness. Fig. 1 illus-
trates our vision to take advantage of shared data



Fig. 1 An integrated big data conceptual model for infectious diseases.

46 Z.S.Y. Wong et al.
repository and AI methods for an integrated disease
response and preparedness approach.

Malaria elimination example

Here we use Malaria elimination to illustrate our argu-
ments. Ongoing malaria indicators (including malaria cases
(local and imported), prevalence, bed net usage, and
population immunity) have been captured by various health
authorities across the world. Many high quality open access
malaria disease related data sources are made available in
public repositories, for instance, the Malaria Atlas Project
[25], the Malaria Immunology Database [26], the Mapping
Malaria Risk in Africa projects [27], and PlasmoDB [28].
There are multiple data sources in play within each data
source: there are usually multiple series and many of these
series are further broken down into sub-series. Currently,
most series are typically monitored in a univariate fashion,
after which multiple detection algorithms are applied.
Traditional epidemic models have shown encouraging re-
sults in devising malaria control strategies [29]. By inte-
grating a disease simulation model, the University of Oxford
team has demonstrated early success in using AI algorithms
to search for the optimal Malaria intervention strategies
[30]. Bent et al. [30] incorporated stochastic simulation
using Gaussian Process regression to account for the spread
of malaria in a Western Kenya population. The authors have
acknowledged the possibility of incorporating AI methods
(such as deep learning) in optimizing policy deployment.
For instance, to carry out functional approximation and
simulation parameters optimization tasks to learn the
optimal strategies for malaria control. Bioinformatics
methods using advanced data mining methods have also
demonstrated great potential in frontier Malaria research
using parasite genome sequences [31]. It is hoping that
advanced next-generation models can further deepen our
understanding of the observed disease mechanism
associated with environment and be incorporated into such
kinds of novel simulation exploration technique. While
human populations are constantly facing challenges from
emerging and reemerging diseases, a comprehensive and
integrated approach for data usage with the optimum use
of appropriate methods will be essential in order to incre-
mentally build up future capability.

It is foreseen that an advanced data warehouse and
knowledge discovery platform based on the properties of
multiple disease data streams can be created. Currently, a
wide range of malaria related datasets, such as case
detection system, malariometric study, human travel pat-
terns, population denominators, and interventions efforts,
have been gathered separately. Some prototype shared
data repositories to enable the discovery of, access to, and
integration of datasets are now available [32]. It is essential
for future research to devise a data capturing plan that
comprehensively includes and integrates multiple associ-
ated data streams [9] d for data mining, knowledge dis-
covery, surveillance, and outbreak detection.
AI methods applicable to infectious disease
data

AI and machine learning methods could be summarized into
two categories based on two different learning strategies:
supervised learning and unsupervised learning. Supervised
learning is the task of inferring a function from labeled
training data, including Support Vector Machine (SVM),
Decision Tree, Random Forest, Naı̈ve Bayes (NB), Artificial
Neural Network (ANN), Bootstrap Aggregating, AdaBoost,
which could handle the classification and regression prob-
lem in medical data efficiently [33,34]. All these methods
could be useful in improving the accuracy of diagnosis and
suggesting appropriate treatment for patients. Addition-
ally, the prediction outcomes from these methods could be



Artificial Intelligence for infectious disease Big Data Analytics 47
applied to warn the authorities and the public in advances
and suggest appropriate prevention and control strategies.
According to different aims, unsupervised learning methods
such as Principal Component Analysis (PCA) could be used
to reduce the dimensions of data, which would make it
easier for researchers to uncover some key factors related
to infectious disease [35]. Other unsupervised learning
methods, such as K-means, could cluster patients into
subgroups and detect abnormal patients, which could guide
researchers to focus on these medical cases. In addition,
topic models such as Latent Dirichlet allocation (LDA) could
be used to extract the topics from medical textual record.
Recently deep learning architectures have been broadly
applied into prediction and classification, social network
filtering, and bioinformatics and are deemed to be power-
ful tools for infectious disease analytics.
Conclusion

Since the beginning of the 21st century, the amount of data
obtained from public health surveillance has increased
dramatically with the advancement of information and
communications technology, and new data collection sys-
tems now in place. It is foreseeable that machine learning
and data management platforms will enable analysis of
multiple infectious disease outbreaks. The resultant im-
provements in syndromic surveillance will be of interest for
risk analysis and resource deployment by government
agencies, healthcare service providers, and medical
professionals.

Future research efforts should focus on investigating
infectious disease Big Data integration and knowledge dis-
covery, as well as modelling techniques for effective in-
fectious disease monitoring using multiple data sources and
trustworthy surveillance methods [36,37]. It is envisioned
that the development of a Big Data Analytic approach for
disease modeling involves cross-disciplinary efforts to uti-
lize well-established theories and methodologies from
computer science, information technology, disease model-
ling, and disease epidemiology.

In the future, can we attempt to answer ambitious
question: How could we make use of recent advances in
shared platforms to facilitate data usage for focused in-
fectious disease epidemiology query? Yet, two major chal-
lenges related to Big Data Analytics in the application to
diseases control need to be considered:

� Diverse data challenges: how to control, manage, and
manipulate the multiple data sources relating to infec-
tious disease epidemiology, known and uncertain disease
characteristics and the recent advance of data man-
agement methods.

� Methodological challenges: how to best integrate
advanced data-mining, disease modelling and syndromic
surveillance methods to maximize our understanding of
emerging and reemerging diseases based on the multiple
data sources.

Several key limitations and concerns in utilizing AI
models for enhancing decision-making relating to disease
preparedness should also be taken into consideration. First,
every single infectious disease exhibits unique natural
characteristics (for instance: transmission route, infec-
tivity, incubation period). Second, our level of under-
standing of a new emerging infectious disease may be
limited at the early phase of outbreak. Third, disease-
related data may reside in different formats, which would
require substantial information extraction efforts. AI algo-
rithms may require specific calibration to disease-specific
scenarios. In the other words, a one-size-fit-all approach [5]
may not be applicable across all diseases contexts.
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