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Introduction

But when a real signal came through for the first time, a complete and strong
signal, without any assistance – that was a killer feeling. That was “Fuck. Great”.
I had a huge grin on my face and thought “This is unbelievable. That is Back-to-
the-Future style … A pie in the sky that is coming true, and I will have been a
pioneer of the field.” That was cool, literally, that was really cool.1

Brain-Computer-Interfaces (BCIs) connect brains with computers. They
measure and process brain signals and translate them into commands which
control further applications or devices such as software programs, neuro- or
speech prostheses, wheelchairs, and even drones or planes (for an in-
troduction cf. Wolpaw &Wolpaw, 2012). The striking feature of BCIs is that
they couple the human mind-brain system with hard- and software systems.
Computer code and algorithms become functionally and structurally inter-
woven with the central nervous system, supplementing and sometimes re-
placing its functions.2 Especially BCIs with intracortically implanted elec-
trodes appear as epitomes of the perhaps unsettling but apparently
inevitable technological trajectory merging minds with machines (Brunner
et al., 2015; Clausen, 2009). Although in many aspects still a vision of the
future, the pace of convergence is remarkable, and the technology available
today already raises intriguing questions for the law. Many stem from the
fact that normative rules and principles that apply to humans (to their
bodies, minds, actions) categorically differ from those that apply to physical

objects, machines, or software. Once these entities become physically in-
separable and functionally interwoven, and jointly generate outputs in
which the contributions of each can no longer be discerned, it becomes
unclear which legal categories do – and should – apply.3 This paper seeks to
provide answers to one aspect of this problem, namely the legal liability of
persons who cause harm to third-parties through devices or machines
controlled by BCIs (henceforth: “controlled devices” or “applications”).
The relevance of the legal allocation of liability may extend beyond

the BCI-context. It might serve as a case-study for broader discussions
about responsibility gaps caused by automation, AI, and algorithms.
Such gaps, it is worried, may emerge in interactions of persons with
autonomous machines.4 Whereas persons might be exonerated from
responsibility due to the “autonomous” inputs of machines, the ma-
chines are no proper targets for the attribution of blame and liability.5

As a result, it may appear that no one bears liability; liability seems to
vanish (for different takes on this with respect to BCIs see Clausen,
2009; Grübler, 2011; Holm & Voo, 2011; O'Brolchain & Gordijn, 2014;
Tamburrini, 2009; Weinberger & Greenbaum, 2016). In fact, several
such chasms might emerge in the multipolar relations between produ-
cers and programmers of devices, operators and users, injured-parties
and other stakeholders. The following discussion concerns one specific
instantiation, the supposed gap between users and parties who sustain
harms from the operation of BCIs. It has received considerably less
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1 These remarks are by tetraplegic patient in his twenties who controls software through a BCI. They and subsequent remarks stem from a yet unpublished study by
Kögel (p. 35). Some of these remarks were translated (from German); and some remarks were stylized (deletion of repetitions, fillers, etc) by the authors.
2 Usually, we are no friends of the undifferentiated term “mind-brain system”, but it seems to be the best fit in a BCI-context. Focusing on either brain or mind

would leave out important aspects. We also wish to note that we use “responsibility” and “liability” interchangeably.
3 For instance, a permanent prosthesis can be conceived as an ordinary object which can be possessed under a property right, or alternatively, as part of the body to

which it is connected and that cannot be owned. This is, in a sense, the reverse of the question whether one can have property in body parts that are separated or
easily separable, such as bio specimen, human tissue, blood or sperm, DNA. See Goold/Maslen/Auckland (unpublished manuscript). For further vagaries in the
categories of human and machine see (Schermer, 2009). Also, many implantable medical devices are physically and functionally inseparably connected to the human
body, the peculiarity of BCIs is that they encompass the mind.
4 A classic statement of the gap is (Matthias, 2004); also see the recent resolution of the EU parliament (2017), which states that “traditional rules will not suffice to

give rise to legal liability for damage caused by a robot” which operates autonomously (at AF). For a dismissive view of such gaps, see Sauer et al., (2017).
5 One might alternatively understand the gap proportionally: The greater the degree of autonomy of the machine, the less liable the person instructing or su-

pervising it.
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attention than the one between producers and harmed-parties in terms
of product liability (Beck, 2016; Chinen, 2016; Grübler, 2011; Pagallo,
2013; Palmerini et al., 2014).
It might be tempting to regard BCIs as simply another tool and deny

that they raise (sufficiently interesting) novel questions for theories of
responsibility (Clausen, 2008). But this a matter of abstraction. In the
rather broad perspectives many current contributions to the debate
take, BCIs may indeed appear as no more. But this view misses relevant
aspects. A more fine-grained look at specific cases reveals several open
questions about liability arising from the unique way in which BCIs
mediate the relation between user and world (Weinberger &
Greenbaum, 2016). Getting these idiosyncrasies and peculiarities in
focus requires descending to the level of case discussions. To our
knowledge, this is the first paper that does so. It introduces a dozen
simple case vignettes that exemplify typical BCI-uses and brings nor-
matively salient features into sharper relief. The cases systematically
vary key conditions of legal liability such as the act requirement, mens
rea, foreseeability and permissible risks.
At several stages, these stylized and sterile vignettes based on

speculative technologies are contrasted with the practical realities of
restorative BCI-use. For this, we draw on one of the first qualitative
interview studies with (the still few) users of restorative BCIs (Kögel,
unpublished manuscript). These users, have abilities that differ from
normal-functioning and face a range of severe difficulties in motor
control of their bodies (ALS, "locked in syndrome", paralysis). They are
pioneers of BCI-use, often in the context of basic research. Their often
adverse experiences remind us that the technology is still a long way
from realizing its promises.
The paper proceeds as follows: The first section introduces some

basic distinctions between civil and criminal forms of responsibility.
The second provides a brief overview of BCI-technology. The third and
main section addresses relevant conditions of liability by discussing a
dozen vignettes. In nuce, we argue that the law should view many BCI-
mediated movements as actions, even though they may not qualify as
such under current legal conceptions. However, some movements
mediated by (passive) BCIs still fall short of constituting actions in the
legal sense. Users might nonetheless be responsible for resulting harms
because, so we claim, they are under a duty to avert harms arising from
BCI-operations. In addition, we suggest that users might incur liability
for deploying BCIs if harms result from foreseeable malfunctions. The
fourth section seeks to define limits to (negligence) liability, mainly
through the idea of permissible, socially acceptable risks. We propose
that lawmakers should allow users the creation of risks through re-
storative BCIs and exempt them from criminal liability because all
countries are obliged by international law to advance the interests of
people with disabilities.6 This paradigmatically includes abilities to
move one's body. We also like to suggest to the BCI-community to start
discussion and formulating standards of care in anticipation of coming
debates among regulators. The fifth section, by contrast, calls for im-
posing strict liability on BCI-users in civil matters. The sixth and se-
venth section highlight remaining responsibility problems: Although
the worried responsibility gap does not exist, lacking criminal liability
for harms resulting from use compliant with safety standards leads to a
deterrence gap, and the peculiar form of interaction between mind and
machine through BCIs leads to an evidential or epistemic gap.
Our interest lies in legal responsibility; “rights”, “duties”, “responsi-

bility” thus refer to their legal (not moral) forms. Such discussions are as-
sociated with a caveat: Legal systems and jurisdictions differ; they recognize
different types of liability under different conditions. The argument there-
fore remains on a more general level and largely abstains from discussing
norms or case-law of specific jurisdictions7 Although arguments may not

apply to every jurisdiction to the same extent, the main distinctions and
outcomes presumably apply to most western jurisdictions.

1. Forms of responsibility

BCI-technology is currently in a translational phase. Recently,
leading BCI-researchers identified liability for harms resulting from
BCI-use as one of the yet unresolved questions to be addressed before
they can be deployed more widely clinically or released on consumer
markets (Consortium, 2015, p. 40). The European Parliament addressed
neuroprosthesis in its resolution on robotics and calls on the Commis-
sion to develop a legislative instrument that comprehensively addresses
legal issues such as liability in the next decade (2017, at Z seq.) The
topic affects all stakeholders: Users have to be aware of the duties and
liability risks they incur by using BCIs. Potentially harmed third-parties
and the public at large have to know which damages they have to bear
themselves and for which they may seek redress. Manufacturers need to
assess, and possibly insure, the liability risks to which they become
exposed by releasing BCIs on markets. Lawmakers and regulators need
to review liability rules in light of fairness, rights of users, and in-
centives for innovative developments as well as define conditions for
market release and terms of real-life applications. Finally, issues of re-
sponsibility should influence engineering and technical BCI-designs.
The present inquiry has strong parallels to other contemporary debates

about responsibility and new technologies – autonomous machines, ro-
bots, self-driving cars. For instance, BCIs regularly deploy self-learning
algorithms, i.e., those capable of changing the rules of decision-making by
themselves (Alpaydin, 2004; Domingos, 2012; Müller, Krauledat,
Dornhege, Curio, & Blankertz, 2007). Such systems are regularly not error-
free because adapting to novel environments through trial and error is part
of the logic of the learning feature (Matthias, 2004). There is also overlap
with ethical debates about about autonomous vehicles and robotic de-
vices.8 However, these fields are so wide that specific technologies such as
BCI deserve and require special treatment.
There is also an important dissimilarity: Most autonomous robots

and cars are designed to operate largely independent from the input of
persons. Many strive to operate so independently that treating them as
distinct legal personalities (“e-persons”) appears worth discussing (EU
Parliament, 2017, at 59 F; Palmerini et al., 2014). The aim of self-
learning BCI systems, by contrast, is close functional embeddedness
with the mind-brain system of users. Responsibility gaps in the former
cases arise partly because of the growing distance, both physically and
functionally, between autonomous machines and persons whereas BCIs
bring persons and machines closer together. These spatial and temporal
differences are relevant for responsibility ascriptions.
A frequent shortcoming of debates about responsibility gaps is in-

sufficient attention to different types of responsibility. Suppose that a
user (henceforth U, female) seriously harms the victim (V, male) by
hitting him with her wheelchair. Questions about her responsibility can
refer to different normative aspects: Did U have a duty to prevent the
wheelchair from hitting V? Should U apologize? Should she compensate
V for material damage such as destroyed clothes or pay for immaterial
damage such as pain? Should she be put in jail, be banned from driving,
or her wheelchair be confiscated? These questions concern different

6 For an overview of BCI technology for neurological rehabilitation see Daly/
Wolpaw (2008).
7 In fact, the paper mainly refers to what one could call “ideal” legal codes.

(footnote continued)
With respect to tort law, it draws upon the two leading works of harmonizing
EU law: The Common Draft Frame of Reference, DCFR (von Bar et al., 2009),
and the Principles of European Tort law, EUTL (European Group on Tort Law,
2005). For criminal law, the model is the US Model Penal Code (American Law
Institute, 1962).
8 For the European Parliament, characteristics of a robot are, inter alia, data-

exchanges with the environment, self-learning from experience and adaption to
the environment, which some of the discussed BCIs exhibit (2017, at 1). They
are thus included by the Robolaw study referenced several times here
(Palmerini et al. (2014).
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types of legal responsibility which may have different prerequisites.
Some questions might be answered affirmatively, others dismissively.
Speaking of “responsibility” tout court regularly obfuscates its many
facets and is a source of disagreements about responsibility gaps.
Legal responsibility splits into civil (contract, tort, manufacturer) and

criminal responsibility. Civil liability obtains between private parties and
seeks to compensate injured parties for damages resulting from norm vio-
lations or breaches of duties, frequently according to the idea of restitutio ad
integrum: Victims have to be put in the position they would have had in the
absence of the wrongful deed. Some (mainly US) jurisdictions allow for
additional punitive damages, an idea alien to most Continental legal orders
left aside here. Legal duties can arise from different sources. For instance,
persons might incur them voluntarily by contracting. Relevant for present
purposes, however, are non-contractual duties and liabilities between per-
sons who do not stand in any specific legal relation to one another. They are
the general duties people owe to each other.
Criminal responsibility, by contrast, is ascribed by the state to

punish offenders rather than compensate victims and pursues further
penological aims such as retribution or deterrence. Requirements for
criminal are regularly stronger than for civil liability, i.e., thresholds
are higher and conditions narrower.
As BCIs can be used to control almost every device, from neuroprosth-

esis to airplanes, they can cause all kinds of damages. Whether causing a
specific harm gives grounds for legal action depends on the respective
conditions of liability in each jurisdiction. Although they differ between
types and jurisdictions, there are some common features. A general dis-
tinction runs between fault and no-fault – or strict – liability (cf. Chapter 4
and 5 EUTL). Fault liability requires that users breach a duty at least neg-
ligently, with mens rea. No-fault liability, by contrast, neither requires fault
nor specific mental states, it can be imposed even on persons who acted
correctly. It often covers damages that result from the permissible creation
of risks. For instance, keepers of automobiles or people deploying hazardous
goods are regularly liable for damages resulting from these activities, re-
gardless of whether they made a mistake or acted wrongly (and insofar no
one else was at fault). The rationale justifying strict liability is that people
who derive economic or other advantages from activities which put others
at risk should bear the burdens and compensate for damages. It is often the
corollary to a regulatory permit to engage in dangerous activities at all.
Notably, in many jurisdictions strict liability only concerns civil liability as
punishing people who acted faultless is considered unfair.9 With this sketch
of different types and conditions of responsibility, let us turn to BCIs.

2. BCI technology

According to a standard definition, a BCI is a “system that measures
central nervous system (CNS) activity and converts it into artificial
output that replaces, restores, enhances, supplements, or improves
natural CNS output and thereby changes the ongoing interactions be-
tween the CNS and its external or internal environment.” (Wolpaw &
Wolpaw, 2012, p. 3). Less technically, BCIs connect the brain with a
computer by detecting, extracting and interpreting brain signals, and
transmitting them to an external device. This enables interactions be-
tween a user, a computer and further applications or devices (Lebedev,
2014; Lebedev & Nicolelis, 2006). The normative debate requires only a
basal technical understanding. Most importantly, several BCI designs
exists. They can be invasive (intracortically implanted electrodes,
“Braingate”) or non-invasive (EEG cap). BCIs detect electric, magnetic,
or metabolic brain signals. Most current systems detect electric signals,
but novel ones utilizing functional near-infrared spectroscopy (fNIRS)
measuring the blood-oxygen-level dependent (BOLD) signal may be-
come available soon (Wolpaw & Wolpaw, 2012, ch. 4–6).
The connection between brain and computer can be one- or bi-

directional. In the former, data flows in one direction only, e.g., brain
signals are decoded by a computer.10 Of course, users may get some
kind of feedback, they may, for instance, watch the movement of the
device controlled by the signals. But this feedback is only indirect. In
truly bi-directional systems, a response to the brain signals is fed back
directly into the brain via e.g., electric stimulation that stimulates
arousal when the BCI detects tiredness (AlZu'bi, Al-Nuaimy, & Al-Zubi,
2013; O'Doherty, 2009; O'Doherty et al., 2011). In such bi-directional
systems, the user is “out of the loop”, as her (active) participation is not
required (Kellmeyer et al., 2016). One-directional systems usually keep
the user “in the loop” as they require some participation. This paper
focuses on one-directional BCIs for rehabilitative motor purposes which
neither intervene into brains, nor alter preferences or influence deci-
sion-making of users. Users remain “in the loop” and are legally com-
petent as well as psychologically capable of forming desires and in-
tentions in the ordinary way.11

In a bit of engineering jargon, one might say that “BCIs introduce a
second adaptive controller that can … change to ensure that the or-
ganism's goals are realized. BCI usage therefore depends on the effec-
tive interaction of two adaptive controllers: the user's CNS and the BCI”
(Wolpaw & Wolpaw, 2012, p. 8). For questions of liability, the precise
interplay of the two is relevant. One important aspect is the timing of
interaction. BCIs can detect brain signals from different stages in a
movement sequence, typically ranging from unconscious formation of
desires over intentions to movement execution, and they can provide
various inputs to the “where, when and how” of movements of con-
trolled devices. Moreover, the mode of interaction, primarily, the way
users control BCIs, is relevant. The central distinction runs between
systems controllable via conscious mental actions of users (active BCIs),
systems that measure reactions to stimuli which users can modulate
through directing their attention (reactive BCIs), and those that monitor
brain activity not willfully controllable by users (passive BCIs). In active
BCIs, users modulate their brain activity mostly by consciously per-
forming a mental task which is associated with a distinct brain acti-
vation pattern that is well-detectable by BCIs. A key example are sen-
sorimotor rhythms in the sensorimotor cortex. Specific brain waves are
suppressed if people think about moving particular parts of their body
(motor imagery). The resulting activation patterns seem to serve well as
inputs to the BCI (for a review, Yuan & He, 2014).
Spectacular experiments used motor imagery in a different technical

design. Patients in a minimally conscious state were asked to imagine
typical motor tasks such as playing tennis or navigating through their
house (Monti et al., 2010; see also the work of Birbaumer, 2006;
Chaudhary et al. 2016). Imagining these activities produces particular
activation patterns in the motor cortex. Thereby, some patients were
able to generate distinct brain signals that could then be used as codes
for communication, re-enabling (a minimal form of) communication.
Control of many current BCIs is strenuous and effortful. Users have

to concentrate to generate good signals, which can only be sustained
over a limited time-span. Moreover, many technical setups work by
controlling individual parameters, which means that even complex
tasks are executed by one command at a time. This may soon turn into a
long and exhaustive process with frustrating failures. A user of a BCI-
speller (by which he can select letters on a screen through attending to
visual stimuli) expresses his experiences like this: “Well, you have to

9 A good introduction to the debate and the many finer distinctions we have
to leave out here can be found in Simester (2005).

10 The cochlear implant exemplifies the reverse direction, with signals being
transferred into the brain-mind.
11 Bi-directional BCIs “closing the loop” raise additional problems of liability

insofar as they intervene into decision-making processes. BCI-systems that in-
tervene into decision-making processes or place the person entirely “out of the
loop” appear promising for psychiatric treatments and raise additional pro-
blems of responsibility revolving around the authenticity of desires or the his-
tory of volitions which lie outside the scope of this paper. Many parallels can be
found in discussions over effects of pharmaceutical interventions into minds on
autonomy, see e.g. Bublitz and Merkel (2009).
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truly fight for every letter actually” (Kögel, p.15).
Present BCIs still have significant error rates, the accuracy of signal

detection and correct interpretation is far from perfect. Use often re-
quires intensive training. A significant percentage of users fail to use
BCIs, mainly for physiological reasons (called “BCI illiterates”, for a
critique of the term see Thompson, 2018). As they are subject to many
technical factors, it is not possible to provide precise numbers for error-
rates. Intracortical signals are significantly better, but this requires
surgically implementing electrodes. Accuracy also depends on compu-
tation time. Restorative BCIs which provide a somewhat good user
experience need responsive designs, which means short reaction times
and less accuracy. To provide an illustrative order of magnitude, we
assume that error rates are no better than 5%, i.e., at least five out of a
hundred brain signals are classified inaccurately. This is an optimistic
estimate at present, but rates will likely improve in the future.12

Errors can have many sources: Users can give incorrect signals, the
BCI can fail to detect or misinterpret them. Even if users perform the
mental task correctly, they might not evoke the right or sufficiently
distinct brain signals because of noise or interferences by other phy-
siological processes. The BCI may fail to detect and process signals
correctly for hardware or software reasons. As there is not direct
feedback about errors, these sources are hard to keep apart in practice.
More broadly, one may say that BCI control requires a two-way adap-
tion between user and device. A user who directs a robotic arm through
mental imagery describes this adaptive process like this (Kögel, p.13):

“Well, I felt like I needed to adapt to the computer, but then the technical
team assured me that very often, they needed to adapt the computer to me.
Well, it ended up being both. More often than not, they had to figure out
what was wrong with the training, or what was wrong with the hardware or
software because my brain was doing what it was supposed to do.”

So much for the technical side. Let us now introduce some case
vignettes as a basis for further discussions. They are simple illustrations,
and nothing hinges on their actual feasibility. What we wish to em-
phasize are the structural features of the relations between the user, the
BCI and the harmful event. For illustrative reasons, they concern the
control of wheelchairs, but the normative problems equally apply to
any other device, from prosthetics to robots or software.
Case 1: The BCI monitors the mental state of U. When she becomes

inattentive or tired, the BCI plays a loud warning sound. U cannot con-
sciously or willfully control her attentiveness or tiredness. One day, U re-
peatedly becomes inattentive, triggering the sound. The repeated sounds keep
neighbor V from sleeping.
Variation: U habitually relies on the system. In the absence of a signal,

she deems herself fit to drive a heavy-duty truck. One day, the BCI falsely
interprets brain signals and therefore fails to warn her. Because of lacking
attention, U causes an accident harming V.
The BCI in these vignettes is a passive one, it detects brain signals

not under U's willful control. Compare this to an active BCI:
Case 2: Paralyzed U controls her wheelchair through mental actions. By

imagining “left” or “right”, she directs the wheelchair to turn in that direction
to a certain degree, by imagining “forward”, “stop”, or “backwards”, she
controls its movement.13 Through training, she has mastered control of the
wheelchair. One day, she meets V on the street, whom she seriously dislikes.
She directs the wheelchair to hit him.
Let us call the type of active-BCI control “process control” because the

BCI signal controls details of the operation of the application, in this case,
the movement of the wheelchair. It can be contrasted with less specific
forms of control such as “goal selection”, in which applications compute
major parts and less user input is required, more like an autopilot (we

borrow these terms fromWolpaw andWolpaw, 2012, p. 9). Of course many
systems fall somewhere between. A user describes the control of a robotic
arm via “goal-selection” mode in the following way (Kögel, p. 18):

“[I]f you're going to reach for, you know, your coffee cup on your table,
you don't think, oh I need to lift my shoulder up, unbend my arm and
reach with my hand and then, and then I close my hand, you just think,
you know, I'm going to go grab my cup and that's just how it works”

3. Fault-liability

3.1. Agency & disembodied action

Is U responsible for the harms sustained by V in the two cases? It is
worthwhile to take a broader look at the requirements of civil and
criminal fault liability. Legal responsibility is regularly grounded in
agency (“voluntary act requirement”). Persons are responsible for (the
results of) their actions. This does not imply that persons are only re-
sponsible for actions, they may also be for failures to act, omissions.
However, and in contrast to popular philosophical positions, legal con-
ditions of responsibility for acts and omissions usually differ (Steinert
et al., 2018). Accordingly, determining whether persons acted in the
legal sense is usually a necessary step in responsibility assessments.
When does a person act? The law has developed its own concept of

action in light of considerations that sometimes differ from those of
philosophy of action. This is not surprising given the different objectives
of the inquiries: philosophy seeks to describe a supposedly ontologically
distinct category – action – mainly in light of paradigmatic instances. The
law seeks a concept of action for normative purposes, the ascription of
responsibility, and is often concerned with grey areas and exceptional
cases. According to many jurisdictions a voluntary act is a “willed bodily
movement” (Steinert et al., 2018; Moore, 2010). This concept has two
conditions, both pose problems with respect to BCI-mediated move-
ments. The first is that movements have to be “willed”. Irrespective of the
notoriously problematic concepts of “will” or “volitions” (Moore, 2010;
Roskies, 2010), the key idea is that the movement has to be controlled by
the (reason-responsive) decision-making capacities of the person. Ac-
cordingly, involuntary or non-controlled movements such as knee-jerk
reflexes or sneezing are no actions proper. Therefore, the outputs gen-
erated by passive BCIs which monitor brain activity not willfully con-
trolled by the person are no actions. This allows a first assessment of case
1: The BCI has detected brain signals associated with a particular mental
state of the user (attentiveness). Because U could not willfully control her
attentiveness, she was not performing an action, she was not triggering
the warning sign and is thus not responsible for keeping N up through
her action (she might be responsible on different grounds, infra).
The second peculiar feature of BCI-mediated movements is their

disembodied nature. They enable persons, for the first time, to affect the
world without moving parts of their bodies, through “thoughts alone”
(more precisely, through brain signals, correlates of thoughts, that cau-
sally produce external effects via technical devices). The muscular system
and large parts of the body are bypassed and become obsolete. Some
celebrate this as the liberation of the mind from the body (Nicolelis,
2011). Note that this does not imply falling into mind-brain dualisms.
The only parts of the body still necessary for executing an intention are
those that realize and sustain the brain signals detected by the BCI.14

12 (Haselager, 2013) speaks of “classification accuracy rates of around
75–80%” and refers to Pfurtscheller et al. (2010).
13 Prototypes of such BCI-controlled wheelchairs have been build (Galán

et al., 2008).

14 Surely, brain signals require the CNS and the rest of the body to support it
with blood, oxygen etc. But this is only a contingent factor. The key idea,
however is that the execution of the movement (not the forming of the inten-
tion) proceeds on ways bypassing large parts of the body. Furthermore, one
may conceive of the devices that are controlled as replacements of the body.
This is especially plausible when the BCI restores or mimics bodily functions
(prostheses, wheelchairs). One could thus speak of a re-embodiment through
these artefacts. This view becomes less appealing in cases in which the BCI
controls software (such as a cursor in an app). Speaking of the cursor or a
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BCIs thus create a new output channel of the CNS that no longer relies on
the body in the traditional way (Wolpaw and Wolpaw, 2012, p. 6). This
new way to affect the world is remarkable and does not easily map on
existing legal categories. The law draws an (at least implicit) distinction
between mental actions (such as imagining, calculating, or thinking) and
bodily movements, and considers only the latter relevant. But the brain
signals controlling BCIs arise from brain activity or mental actions, not
from bodily movements, and bypass the muscular systems. They are not
of the kind that the law understands as willed bodily movements and
thus, as actions.15 Consider case 2: U controls her wheelchair through
mental actions. However, since she is not driving the wheelchair through
movements of her limps (she is paralyzed), she is not performing a willed
bodily movement and thus is not acting in the traditional legal sense.
In our view, the legal focus on the body leads to implausible results

in cases like that. Elsewhere, we have called for reforming the legal
concept of action to comprise “mental actions with external effects”. We
cannot rehearse the argument here, but wish to note that expansions of
legal concepts are often not as innocuous as they may appear as they
apply to a wide variety of unforeseeable cases. For instance, in a
spectacular experiment, a monkey at Duke University in North Carolina
learned to control the movements of a robot in Kyoto via a BCI
(Nicolelis, 2011). One might say that the monkey acted in North Car-
olina and in Japan. But then, the agent becomes spread across half of
the planet. This spatial distance is a novel aspect of BCI-mediated
agency. It differs from the familiar fact that actions may have con-
sequences in faraway places (e.g., shooting a rocket from Durham to
Kyoto). It may raise questions as to who has jurisdiction. But without
delving into such issues, we shall assume in the following that dis-
embodied movements via BCIs qualify as legal actions if they are con-
trolled by consciously performed mental actions. Thus, in case 2, U
acted as she directed her wheelchair in this way.
A bit more precision with respect to the kind of control necessary for

action is required. We suggest that for movements to constitute legal ac-
tions, they have to be either initiated by an intention to act (an executory
go-command), or consciously controlled during execution (guidance con-
trol). Conversely, someone who lacks both executory and guidance control,
does not act. Execeution and guidance control loosely map on the BCI-
control modes outlined above (“process control” vs “goal selection”).
Case 3: U uses an active BCI controlled by mental actions with a “goal

selection” mode. She does not direct every turn of her wheelchair, she only
sets the destination (“living room”). The wheelchair is equipped with sensors
and fully controlled by the BCI, which calculates the best route and further
details of driving.16 U sees V standing on the route which the BCI will likely
take and realizes a high chance of hitting him if she gives the go-command.
So she does, as she seriously dislikes him.
Despite her lack of guidance control, U acted because she initiated

the driving of the wheelchair by a go-command. She is thus liable for
hitting V. Not all BCI-mediated movements are initiated by such a
pronounced user command. Some systems may initiate movements on
their own. This is an important feature, especially in restorative BCIs, as
commanding can be cumbersome and tiring. A somewhat smooth user
experience that meets hopes of users requires “smart” and predictive
assistive technology. To achieve this, research focuses on decoding in-
tentions in the sensorimotor cortex and other areas of the brain, such as
the posterior parietal cortex associated with plans, goals and intentions,
that go beyond current sensorimotor devices detecting motor imagery.
Some studies managed to read out imagined goals, trajectories, and
types of movements (Aflalo et al., 2015). If this line of research proves

successful, BCIs might be able to predict what users will intend and
initiate movements before users form a motor-intention or become
aware of it. This may lead to scenarios like this:
Case 4: The BCI is designed for a smooth user experience for tetraplegic

patients. It predicts, with high accuracy, routinely recurring action-intentions
of users. Suppose U desires to get a drink from the fridge, but has neither
formed a motor-intention nor given a go-command. The BCI detects her
desire, predicts her intention and directs the prosthesis to get a drink from the
fridge. U neither initiated the movement, nor controlled it during execution.
She did not act.
In the absence of executory commands or guidance control, there is

no action. The potential power of BCIs to predict intentions from (non-
conscious) brain signals and initiate movement in the absence of go-
commands has worried scholars because of cases like the following
(Nakar et al., 2015; Yuste el al., 2017):
Case 5: U is angry at V and feels the desire to punch him. Suddenly, her

prosthesis moves into V's direction and punches him. The BCI detected her
desire and executed it. Although U desired to punch V, she neither initiated the
punching, nor controlled the movement of the prosthesis and thus did not act.

3.2. Mens rea

In addition to the act requirement, criminal and civil fault liability
require a corresponding subjective side, a psychological relation be-
tween mind of the person, her movement and the resulting con-
sequences in the external world. Especially criminal law draws fine
distinctions between different mental states. Responsibility requires
that agents have a “guilty mind” (mens rea), further distinguished in
several categories. The strongest is purpose or intent, satisfied if a
person acts because she wants to attain a specific end The second and
weaker category is knowledge, requiring that persons foresee the con-
sequences of their actions (though not necessarily desire them). The
third category is the conscious creation of risks (called “recklessness” in
many jurisdictions)17: The agent is aware of the substantial risks posed
by her conduct but acts nonetheless (e.g., because she is indifferent to
results). The last and weakest category is negligence. A person acts
negligently if she is factually not aware of the risks of her conduct, but if
she could and should have been so, and if the risks were substantial and
unjustified. These are the four mental categories recognized by the US
Model Penal Code (§ 2.02).18 Although precise conditions may vary in
legal systems, the basic picture is the same. To be clear: there is another
possible mental state which we may call “non-negligent unawareness”
in which persons neither foresaw the results of their action, nor could
have reasonably done so. It is insufficient to ground fault liability.
Case 6 (variation of case 3): U uses an active BCI to drive a wheelchair

which she controls by performing mental actions. Rather than directing every
turn, she only sets the destination (“living room”). The BCI computes route and
further details. This time, U does not realize that there is a chance of colliding
with V, nor could she have foreseen it. Upon giving the BCI the go-command, it
directs the wheelchair to the destination and collides with V en route.
U acted because she had executory control. However, she lacked

mens rea as she did not foresee the collision, nor could have done so.
Consequently, she has not incurred fault liability for the collision (but
might be liable for deploying the BCI, infra).
Furthermore, the agent must be in the requisite mental state at the

moment of action, preceding or subsequent mentes reae are irrelevant
(“concurrence principle”).19

Case 7: U commands the BCI to cross the road, not foreseeing that V is
also about to do so. The wheelchair hits V. Shortly before impact, U realizes

(footnote continued)
computer as re-embodiments seems to stretch the concepts too far, at least for
legal purposes.
15 Again, for a thorough exposition of the problem and argument to this end,

see Steinert et al. (2018).
16 Haselager (2013).

17 For the differences between US and UK criminal law in recklessness, see
Fletcher (1998).
18 Nakar et al. (2015) note that conditions for mens rea differ in US tort and

criminal law.
19 See Ashworth (2013).
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that V will be hit. While she could not stop the collision, it occurs to her that
it is not a bad thing to hit V, he actually deserves to be hit. U thus intended to
hit V at the moment of the crash. However, for lack of control, she did not
act at that time. Her last action was commanding the BCI. As she did not
have intent then, she did not harm V intentionally.
With these conditions of liability, we are in a position for a final

assessment of cases 2 and 3. In case 2, U controls her wheelchair by
mental actions, she has guidance control. In case 3, she has executory
control. She acts in both cases. As she also hit V purposefully in both
cases, she is liable, civil and criminal, for harming V.

3.3. Omissions

3.3.1. Liability for omissions
What about cases in which users do not act in the legal sense (such

as cases 1, 4 and 5)? Person can also be responsible for failures to act –
omissions. Liability for omissions will become increasingly relevant in
the context of autonomous machines and BCIs. As a general legal
principle, persons are responsible for omissions if and only if they had a
duty to act. This duty differs from the general duty to not harm others
through one's actions, because it requires to prevent impending harms to
third-parties which are not proximally caused by one's own actions.
Whereas neminem laedere is a negative duty that prohibits actions, lia-
bility for omissions requires failing to discharge a positive duty which
commands performing an act. Notably, there is no general legal duty to
avert harms threatening to befall others. Some jurisdictions stipulate so
called “Good Samaritan” or “rescue clauses” that demand assistance in
cases of accidents or life-threatening situations. But the relevant ques-
tion here is whether BCI-users bear a different and more specific duty to
avert harms to others that arise from the operation of the BCI.
We wish to submit that BCI users are regularly under such a duty to

avert harms resulting from operations of their BCIs, even if not initiated or
controlled by them. This is justified by the following considerations:
Everyone bears the legal duty to avert harms emanating from one's body.
A simple example is sneezing. For lack of control, it is not an action. Still, a
person affected by a transmittable disease is obliged to take precautionary
measures to not harm others through sneezing. The reason for the duty is
that one's body is the source of the danger. The duty to prevent harm
emanating from one's body should extend to BCIs. As a result, BCI-users
have a duty of care to stop BCIs and controlled applications and machines
from harming third-parties. This positive duty is a central aspect of BCI
responsibility. Many more detailed questions about BCI-responsibility are
about rendering scope and limit of this duty more precise.
Imposing this duty on BCI-users surely limits their freedom and

requires justification. Several reasons speak in its favor: One might
claim that BCIs and similar devices should be legally treated as body
parts.20 The general duty to stop harms emanating from one's body
would then directly encompass BCIs. However, considering (external,
removable) BCIs as part of the body is controversial. We wish to remain
uncommitted. But even if one rejects this, BCIs connect bodies to de-
vices that directly react to bodily signals. If one has the duty to avert
harms emanating from X, and if X is coupled with Y, the duty to avert
harms may well expand to those emanating from Y in its interaction
with X, broadly conceived. Further arguments speak in favor of im-
posing responsibility on BCI-users. They have most (though limited)
control over the source of the danger – the mind-brain-BCI-system –, at
least much more than harmed parties have. This speaks in favor of
placing the duty to oversee and control this system with them. More-
over, users are regularly the beneficiaries from deploying the BCI. And
as those who benefit from an activity should bear its burdens, placing
the duty on users is the best option. Accordingly, BCI-users owe a duty
of care for the dangers and risks emanating from BCIs and controlled
applications and devices. It exists independently of fault or evil

intentions, e.g. in cases of malfunctioning. Whenever BCIs are about to
cause harm, users are obliged to intervene and avert it. Failing to dis-
charge this duty gives rise to criminal and tort liability for omissions.
On the subjective side, omissions can be intentional or negligent. When
users foresee harm and refrain from intervening because they approve
of the result or are indifferent to it, they omit intentionally, knowingly
or recklessly. If they fail to foresee the ensuing harm, but could have
done so, they might omit negligently.
Against this backdrop, let us revisit cases 1, 4 and 5 in which BCI-

users did not act. The question is whether they had a chance to prevent
the harmful event. If they had, but did not try, they might be liable for
omissions. Accordingly, when the BCI in case 5 reads out U's desires and
acts on them by punching V, the question is not so much about U's
control over her non-conscious processes, but whether U was at any
point in a position to avert the punching. As soon as she realizes that the
BCI might have picked up her desires and is about to act on them, to
punch V, she is obliged to intervene. If she fails to do so although she
could have, she is liable for harming V by omission.

3.3.2. Built-in emergency stop
The duty of users to prevent harm is limited by their factual abilities

to do so (ought implies can). If users cannot stop movements of con-
trolled devices or avert harms through other means, such as warning
victims, they cannot be blamed for omitting (discharging their duty was
impossible). The only remaining charge is then negligently deploying a
risky BCI-system in the first place (which we address in a moment). This
leads to a general point about veto-options and technical BCI-design.
We wish to urge that BCI designs should provide users with the op-
portunity to immediately halt further execution of operation of appli-
cations or devices, at every moment and with low effort, possibly
through an additional channel (e.g., through blinking with an eye) or a
“kill-switch”. The law may consider deploying BCI-systems without
such emergency-stop options as negligence, for lack of means to avert
foreseeable damages to others. This may even prompt regulatory
agencies to ban unstoppable BCI-systems if they are potent to cause
severe damage (spelling devices, for instance, may not qualify).

3.4. Transformations of agency

3.4.1. Mental control & effects on self-relations
The duty to avert harms combined with the presence of a stop op-

tion may have users constantly supervise the operation of BCIs and
controlled devices, not unlike overseeing other machines, animals or
kids. Some devices such as prostheses may move rapidly, which leaves
users only a brief moment to intervene and requires quick reactions.
Supervising such devices might soon become stressful. As consequence,
users may find themselves in a somewhat transformed agential role:
Instead of actively planning and initiating actions, they become more
passive observers of devices. This is a peculiarity BCIs share with other
“smart” technologies that let agents somewhat disappear. It ties in with
a supposed loss of true agency through technology lamented at least
since Heidegger (1977). One of the immanent dangers of this devel-
opment is overreliance on technology, as the variation of case 1 shows.
It also nicely illustrates that persons have the duty to not rely on
technology if they cannot ensure its proper functioning.
Mental control of BCIs and the duty to monitor their operation may

have further interesting psychological consequences: BCI-users will natu-
rally try to generate brain signals that the device recognizes well. They
learn to give better commands by generating “better” neural signals. This
is remarkable. It is, in a sense, the adaption of one's mental operations to
technical parameters. Usually, humans use their minds without being aware
or caring about the underlying brain activity. But here, generating a par-
ticular neural signal becomes the aim of the mental task, and its quality
and condition of sucess is decided by its measurability, its electro-magnetic
properties. This is a novel form of mind-to-brain interaction (the dualist
undertones here do not undermine the point): The performance of mental20 For a discussion see Goold/Maslen/Auckland (unpublished manuscript)
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actions for the sake of creating specific brain signals. Moreover, the way in
which persons learn to generate such brain signals is interesting. As they
lack any kind of direct access to brain signals, they learn to modulate their
brain activity through trial and error, by trying out different mental
strategies or styles of thinking. The reaction of the BCI provides a form of
neurofeedback. A user who controls an arm-prosthesis through an active
BCI describes this adaptive process. He “has to try around and sometimes,
[the BCI] is expecting a signal from my brain that looks slightly different” to
previous ones. But he learns to generate this signal (Kögel, p. 13):

I “need to think in one direction, a little stronger than I did the first day
we did it. That kind of stuff where, you know, instinctively, not even
consciously adapt to what the computer ends up expecting. You just
develop a rhythm for that”

These learning processes unfold intuitively, through nonconscious
mechanisms. Too much conscious control can actually be counter-
productive. Here is what another active BCI-user (who moves a pros-
thetic arm) describes (Kögel, p. 17):

“In the beginning, I was concentrating very hard. Then I was thinking,
‘Move right, move right, move right.’ As I stopped concentrating so hard, I
just trusted that I knew how to do it, and started to just do it without
thinking about how I was doing it, then it became much easier. I realized I
didn't have to try as hard as I was trying”. The control worked best
“when I let instinct take over”

These intuitive methods of controlling devices resemble other au-
tomatic actions, and their conceptualization raises intriguing questions
for action theory. For present purposes, the question is whether such
intuitive, nonconscious forms of control qualify as action. Many legal
systems view automated behavior, such as driving a car, as actions,
although they are largely performed non-consciously, because they can
be brought under conscious control if necessary. However, it is not clear
that this reasoning applies to BCI-control because, as just described,
consciousness may impair control. Non-conscious control is insufficient
for action (users may still bear responsibility for omissions).
There is yet another side to this new form of acting. Users may have

to suppress unwanted thoughts passing through their minds, or stop
their minds from wandering, so that brain signals are not altered or
distorted. Psychological research has shown how hard it is to in-
tentionally avoid thinking about something, described as “ironic pro-
cesses of mental control” (Wegner, 1994). Equally, emotional reactions
may have to be suppressed as they may distort brain signals. This is
experienced by a user who controls virtual avatars by the BCI in this
way (Kögel, p. 5):

“I was not allowed to be upset, because that would have been a new signal,
and that would have distorted the training … You are not allowed to have
emotions, none, completely, you must be complete dead in this sense”

These drastic description underlines that cognitive demands on
users can be considerable and require extraordinary mental skills. Their
exercise might be demanded by law. The expansion of the concept of
action to the mental realm, as suggested here, brings with it the crea-
tion of mental duties, usually alien to the law. But insofar as averting
harm to others requires suppressing thoughts or emotions, BCI-users are
obliged to do so, to the best of their abilities, and may incur liability for
failures. It is at least noteworthy that in this (limited) sense, “emotional
coldness” might become a legal duty.
A final intriguing aspect of this interaction is that users will have to

make predictions about the operations of the controlled devices, to ensure
that commands are correctly interpreted and to prevent harmful move-
ments. The user thus begins to interpret the BCI. The BCI, at the same time,
is interpreting brain data of the user – a peculiar heuristic circle sets in.

3.4.2. Sense of agency
A psychological facet of acting through BCIs concerns the feeling of

acting or the sense of agency (Gallagher, 2007, 2013; Limerick et al.,
2014). In ordinary actions, persons ascribe bodily movements to
themselves and experience them as their actions, they feel a sense of
agency. Research has shown that this sense arises under specific con-
ditions and can be misleading (Haggard & Eitam, 2015; Wegner, 2002).
Whether persons experience movements of their bodies as their own
actions seems to depend on matching of information and feedback. If,
for instance, a person desires to X and shortly after receives feedback
that her arm is X'ing, she likely experiences the arm movement as her
action, as the result of her volition which causally made her arm rise
(Evans et al., 2015; Chambon et al., 2014). But strikingly, this sense of
agency can be manipulated (Wegner, 2002; Moore et al., 2009). People
then experience a sense of agency even though they were not, in fact,
causally producing the movement. Especially in BCI-controlled pros-
thesis, mismatches are to be expected (Haselager, 2013; Vlek et al.,
2014). Users will experience movements as their own although they
neither initiated, nor controlled them (Bashford & Mehring, 2016). And
conversely, for lack of feedback, persons may not realize that they are
in fact causally directing the movement of a device such as a prosthesis.
Kögel's interviews with BCI-users revealed another interesting phe-
nomenon. If movements were successful, users attributed their initia-
tion and control to themselves, whereas they ascribed it to the BCI
when they were unsuccessful. This peculiarities raise the question about
the relevance of the sense of agency for responsibility ascriptions.
Case 8 (a variation of case 5): U is angry at V and desires to punch him.

Suddenly, her prosthesis moves into V's direction and punches him. The BCI
had detected U's desire and executed it. U experiences the punching of V as
her own action, as initiated by her, because her antecedent desire coupled
with the immediately following execution gives her the feeling that she in-
itiated and executed the punching. Asked what happened, she answers, in her
view truthfully: “I hit him intentionally.”
This is a mistaken ascription of agency. U falsely beliefs she acted by

giving a go-command while in fact she did not. False beliefs about
agency cannot ground legal liability. It is not imposed for having im-
moral desires or false beliefs, but only for causally generating adverse
events with mens rea. Furthermore, BCIs might also lead to the reverse
phenomenon, false rejections of agency:
Case 9: Using an active BCI, U performs a mental action commanding the

wheelchair to drive to the bathroom. The BCI reacts slowly, with significant
delays, but drives to her destination. U does not experience the driving as an
action of herself. Rather, she feels watching the act of a different entity (a
computer). Asked, she would truthfully say: It wasn't me, it was the BCI.
Although U lacks a sense of agency, she initiated the movement via a

mental action and thus acts. The missing sense of agency due to the delay
between initiation and execution does not negate this. These two cases il-
lustrate potential mismatches, illusions of agency. They lead into a pecu-
liarity of BCI responsibility: Persons can be held responsible for acts, al-
though they do not experience movements as their actions, and vice versa.

3.5. Foreseeability

A further condition of fault liability merits attention–foreseeability. It
requires that users can foresee harmful events resulting from the operation
of the BCI. One may say that the horizon of foreseeability marks the realm
of fault liability. It can be judged by two standards: the point of view of the
user, or a normatively infused objective standard (reasonable person).
Both are relevant. Legal liability for intent, knowledge or recklessness
regularly refers to the former, whereas negligent liability refers to the
latter. Moreover, in a world with few certainties and many possibilities,
foreseeability is a matter of degree (ranging from remote possibility to
almost certainty). As jurisdictions define relevant thresholds differently,
we only briefly address peculiarities with respect to BCIs.

3.5.1. Machine-learning algorithms and foreseeability
Lacking foreseeability is one source of responsibility gaps and gave

rise to its original formulation (Matthias, 2004). Autonomous machines
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run on algorithms which change the rules of decision-making by
themselves, based on their “experiences” in diverse environments
(“organic algorithms”). This is the basis for their capacity to learn, but
also the grounds for the worry that algorithms become complex and
their outputs unpredictable (EU Parliament, 2017). Here, responsibility
gaps may emerge. As neither programmers of algorithms, nor producers
of devices are able to foresee the evolution of code and resulting op-
erations of devices, they might not be responsible for outputs. And as
autonomous machines do not have operators, it appears that no one is
left to bear liability (if not the machine itself). This marks the general
responsibility gap problem.
In BCIs, machine-learning algorithms allow adaption to individual

brain characteristics and changing environments. Depending on technical
designs and controlled applications, algorithms are involved at several
stages in the computing process that translates raw signals into the desired
output, from signal extraction over classification to controlled applications
(Müller et al., 2007; Rao, 2013). Insofar as outputs are unpredictable, the
problem of responsibility gaps applies to BCIs as well.
Case 10 (malfunction): U is a proficient BCI user, and the BCI software

has evolved in specific adaption to her brain signals. One day she visits V, with
whom she once had a love affair. Unfortunately, the BCI misinterprets the
unfamiliar brain signals evoked by the exceptional encounter with V and directs
her prosthesis to punch him. U did not have a chance to stop the rapid punching
movement. U did not act. Producers and manufacturers, so we assume, cannot
be held liable either because the evolution of the software was unforeseeable.
This vignette characterizes cases of malfunctioning. Acquiring,

processing and classifying brain signals is complex and susceptible to
errors, especially with unusual or exceptional brain signals (Clausen,
2008). Even well-trained systems need periodic recalibration as brain
activation patters are not stable over time (Jarosiewicz et al., 2015).
Users may not be able to foresee malfunctions, nor stop the device or
prevent harmful events. At this point, insofar as producers are not li-
able, a responsibility gap seems to emerge.

3.5.2. Failures & liability for deployment
This supposed gap concerns all cases in which users are not liable

for acting or omitting at the moment of the harmful event, e.g., in cases
of malfunctioning. There are two main sources: Brain signals can be
inadequate because users fail to generate good enough ones or they are
distorted by neurophysiological noise. BCIs may also misinterpret sig-
nals. In practice, users are often not aware whether mistakes are due to
failures of themselves, such as lacking mental effort, or to the machine.
As one user notes: “Well, either I … did not concentrate hard enough. But it
could just as well be that perhaps the measurement was not optimal.” And
another remarks: “That's quite difficult for me, because sometimes I thought
I could really focus and concentrate and it was quite a surprise, for instance
… I was thinking to the right and it went to the left”. So even users may be
unaware of why a movement or command failed. And as long as it not
clear that the failure originated from within their control, it might
appear that they do not incur fault liability.
However we wish to call attention to the fact – also in regard to the

broader debate about responsibility gaps –– that in addition to produ-
cers or operators of machines, there is often a further party that may
bear liability: The person who puts the autonomous machine to service,
who arranges its running, determines the details of its performance, and
reaps its benefit. With respect to cars or animal liability, this person is
often called the “keeper”. Keepers might be responsible for damages
caused by machines uncontrollable in the moment of harmful events,
precisely because they brought an unpredictably moving entity into
service and thereby put others at risk. Current debates on responsibility
gaps tend to oversee this form of liability.
With respect to BCIs, this person is regularly the user herself. She de-

ploys the BCI and thereby creates risks of malfunctioning. Users might
hence be held responsible for their conduct on three related but separate
charges: For actions that directly cause the harmful event, for omitting to
avert it, or for deploying the BCI in the first place. For lack of a better term,

we call this deployment liability. It is grounded in the general duty to not
harm others, which entails to refrain from deploying machines or tools that
put others at risk, unless sufficient precautions are taken. Accordingly,
people are held liable for harms resulting from deploying insufficiently safe
machines. Deployment liability requires that users foresee, at the time of, or
during, deploying the BCI, that it may malfunction and cause harm to third-
parties. Defining the requisite degree of certainty more precisely is tricky
and impossible in abstract. However, at present, given technical limitations,
considerable error-rates (>5%), or unpredictable outputs from machine-
learning algorithms, “reasonable persons” can foresee malfunctions of cur-
rent BCI. Accordingly, the EU parliament notes that users of robotic pros-
thesis have to be made aware “of the perceptual, cognitive and actuation
limitations” of these devices and the ensuing risks to others.21 Therefore, if
BCI operations harm third-parties, users may often incur tort or criminal
liability simply for deploying insufficiently safe BCIs. Then, no responsiblity
gap emerges (Holm & Voo, 2011, come to a similar result by different
reasoning).

4. Risks, rights and disabilities

4.1. Negligence & permissible risks

This leads to questions about the degree to which putting others at
risk is reasonable and permissible. Let us reformulate this in the lan-
guage of negligence law (where legal systems show a lot variation).22

The gist of negligence, as understood here, is the creation of a sub-
stantial risk to others which is not justified, and the subsequent ob-
jectively foreseeable realization of this risk.23 Negligent agents breach
their general duty to not harm others by creating a risk, even if they fail
to foresee its realization. It suffices that it was foreseeable by an ob-
jective standard, so that a “reasonable person” had taken precautions.
Although one may call into question that such deviations from a stan-
dard of care suffice to ground criminal responsibility,24 we assume with
many jurisdictions that this is case.25 As argued, reasonable persons
have to expect that BCIs in their current state malfunction and thereby
misdirect applications or machines. This creates a substantial risks to
third-parties. But is it justified?
The creation of risks is not necessarily unjustified, there are what

one may call permissible risks. If people had to avoid creating any risks,
they could hardly act at all. Many beneficial activities entail risks as
their flipside, and some of them realize with statistical certainty. And if
benefits of actions outweigh risks, societies often permit them.
Autonomous cars provide a good illustration. A duty to constantly su-
pervise them to intervene in dangerous situations would run counter to
many of their benefits, as their aim is to render drivers superfluous.
Autonomous machines can realize their full (economic) potential only if
they do not have to be constantly overseen by humans. This raises the
question under which conditions societies are prepared to drop the duty
of overseeing dangerous machines. This may foreseeably increase the
rate of harmful incidents, but allows to reap the benefits of automation
(Matthias, 2004). Technologies with favorable risk/benefit ratios
should plausibly be introduced as long as a basic levels of safety are
ensured. This reasoning underlies regulation of ordinary road traffic. In
the EU, it kills almost 30.000 people annually and leaves another

21 See the Annex to EU 2017 – License for users.
22 See Raz (2010).
23 See Fletcher(1998, Ch. 7). This is also the essence of negligence according

to the US Model Penal Code. § 2.02 (d) defines negligently action when he
should be aware of a “substantial and unjustifiable risk that the material ele-
ment exists or will result from his conduct. … The actor's failure to perceive it,
considering the nature and purpose of his conduct and the circumstances
known to him, [has to involve] a gross deviation from the standard of care that
a reasonable person would observe in the actor's situation.”
24 Alexander/Ferzan (2009).
25 Cf. Hart (2008, Ch. 6 & 7).

C. Bublitz, et al. International Journal of Law and Psychiatry 65 (2019) 101399

8



100.000 permanently disabled. Although well foreseeable,26 driving is
permitted under strict conditions (licenses, traffic rules). The risks of
road traffic are not eliminated but managed to benefit from mass
transportation. The same is true for other hazardous technologies.
Managing instead of eliminating risks is a feature of what sociologists
have dubbed “risk societies” (Beck, 1992). Accordingly, legal orders
allow the creation of some (“reasonable” or “permissible”) risks. In the
absence of expressive codes, the realm of permissible risks and stan-
dards of care are assessed ex post by courts, taking into account a range
of factors such as the risk/benefit ratio, the seriousness and probability
of potential damages, burdens and costs of precautionary measures.27

However, stipulating permissible risks ex ante provides better orienta-
tion for all parties. This requires a code that defines the standard of care
and permissible risks. A consequence is that users who observes these
standards regularly do not incur liability if harm occurs nonetheless.
For instance, a driver usually does not bear fault liability for those
crashes that happen even though everyone observes traffic rules.
Safety standards and permissible risks for BCIs have not been set

(McGee, 2007).28 In the absence of specific regulations, they fall under
general ones. In the EU, this is the Medical Device Directive, which is
concerned with technical matters of safety and efficacy, but is un-
specific with respect to particular technologies. The Directive does not
address duties of care tailored to BCIs. This current situation leads to a
regulatory paradox: Because of weak oversight, there is a wide per-
mission to use BCIs de iure, but at the same time, the scope of liability is
not limited. This may deter BCI-use de facto.29 A liberal regulatory re-
gime thus has the effect that people make less use of the liberally
regulated activity. More specific standards should thus be developed
(Weinberger & Greenbaum, 2016). As it is unlikely that regulatory
agencies initiate such processes in the near future, we encourage the
well-connected BCI community to consider initiating a process of
drafting safety standards itself. This would be significant step in de-
fining the realm of permissible risk of BCI-use,30 and prospects are good

that regulators and courts will orient future assessments of care in the
light of such expert-written guidelines.31

4.2. Rights of disabled persons

However, due care can reduce, but cannot eliminate risks. The degree
to which creating remaining risks is permissible is ultimately a political
decision of lawmakers and regulators. Concerning restorative BCIs, we wish
to draw attention to an important factor to be accommodated. Advancing
restorative BCIs is an important public interest. Insofar as they alleviate
impairments due to disability, governments are positively obliged to ad-
vance them. This duty might be established under the domestic law. In the
EU, it follows from Art. 26 of the Charter of Fundamental Rights, the right
to integration of person with disabilities. In the global context, the UN
Convention of Rights of Persons with Disabilities (CRPD), which entered
into force in 2008, is crucial, clear and comprehensive.32 It obliges the
(currently 160) signatory states to promote “full and effective participation
and inclusion in society” (Art. 3c), and to research, develop and make
available assistive technologies for disabled persons (Art. 4 g). The aim is
to improve an independent live (Art. 9). Restorative BCIs are prime ex-
amples of the technologies to which the Convention refers. In the spirit of
the Convention, we therefore suggest that developing, providing access to,
and promoting the use of restorative BCIs in real life environments should
be deemed as an important public interest.33 This includes the creation of
a regulatory framework that supports innovation and market access.34 And
this ties back to the previous discussion as it calls for defining a scope of
permissible risks that facilitates the use of restorative BCIs, allowing for a
margin of error greater than in non-therapeutic uses. This does not mean
that disabled persons are allowed to harm others, but that they are allowed
to create risks, some of which will realize. BCI-users still have the duty to
supervise devices and take precautionary measures. But avoiding any risks
is often impossible. In these cases, the restorative aim should negate the
charge of negligent deployment liability.

5. Strict liability of users

The permission to create such risks will increase harms to third-parties.
They should be able to seek redress and receive compensation for da-
mages. To counter the permission of risky conduct, we thus suggest im-
posing strict civil liability on BCI-use. It ensures that no responsibility gap
arises and that third-parties are compensated. This is a fair distribution of
the risks of BCIs. The harmed third-party is the one that is least involved in
creating or managing risks, it can usually neither prevent, nor insure da-
mages. According to the (non-binding) Principles of European Tort Law,
strict liability can be imposed for dangerous activities which create “a
foreseeable and highly significant risk of damage even if all due care is
exercised”.35 For reasons of unreliability (supra), algorithm-driven BCIs fall

26 Predictions of the EU for road accidents beyond 2020 can be found at their
website: www.ec.europa.eu/roadsafety
27 Art. 4:102 EPTL exemplifies relevant factors: “The required standard of

conduct is that of the reasonable person in the circumstances, and depends, in
particular, on the nature and value of the protected interested involved, the
dangerousness of the activity, the expertise to be expected of a person, the
foreseeability of the damage, the relationship or proximity or special reliance
between those involved as well as the availability and the costs of precautionary
or alternative methods”
28 In the EU, BCIs fall und the recently reformed regulation of medical de-

vices. The new EU regulation (EU) 2017/745 which came into effect in 2017
demands “clinical evaluations” of risk-benefit ratios of devices (Art. 61).
Pursuant to Art. 1 of Annex I, devices “shall be safe and effective and not
compromise … the safety and health of users or … other persons, provided that
any risks which may be associated with their use constitute acceptable risks
when weighed against the benefits to the patient and are compatible with a
high level of protection of health and safety, taking into account the generally
acknowledged state of the art.” This standard demands weighing the benefits to
users against harms. The benefits of restorative BCIs are potentially large and
outweigh many harms to third-parties. They might be limited by the general
requirement of a “high level of safety”. However: these standards are too broad
and unspecific to demarcate the scope of permissible risks.
29 Leenes et al. (2017), note in the same vein that “the fixation ex ante of high

technical standards producers have to conform to before the product can be
released onto the market” may provide solutions to unclear safety issues and
therewith facilitate development and market release of novel technologies.
30 These guideline should explicitly state the duty of users to prevent harms to

others emanating from the operation of BCIs. The following additional con-
siderations might be relevant: As machine learning algorithms likely shows
weaknesses in environments different to those in which they were trained, users
should take special caution in them. Perhaps regular training might sig-
nificantly reduce misinterpretation rates. Further, users should report to tech-
nicians for recalibration, and debugging every time they have encountered a
major security issue (e.g., uncontrollable dangerous movements of prostheses).

(footnote continued)
Perhaps, self-learning algorithms can be tested and audited regularly or im-
proved by regular training routines. Protocols for specific fields of application
might reduce risks. Measures as such may reduce risks of BCIs.
31 From a democracy perspective, such a making of soft-law through private

actors is a bit dubious, but not uncommon especially in tech-regulation. At
some stage, the law has to be open to factual developments and standards as
they emerge in real life practice in business and industries. Lawmakers are, of
course, free to adopt their own, overriding regulations.
32 United Nations 2007. Convention on the Rights of Persons with Disabilities.

Adopted by the General Assembly 24 Jan 2007; A/RES/61/106.
33 Just a brief note on human rights to the use of non-therapeutic BCIs: We

suggest that users can invoke a different human right for non-therapeutic uses,
the right to mental self-determination. Unfortunately, it is not (yet) recognized
in international human rights law (Bublitz & Merkel, 2014).
34 See (Bertolini, 2015).
35 Art.5:101 para 1 and 2. PETL. In the DCFR, book VI deals with strict lia-

bility and enumerates a list of sources of dangers, from immovable and cars to
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in this category. Furthermore, as users benefit from BCIs, they should bear
its burdens. Finally, having users compensate third-parties provides an
incentive to take due care. A strict liability regime is thus warranted and
should be implemented according to specificities of domestic law.36 In
addition, to ensure that injured parties can recover damages, strict liability
should be complemented by a mandatory insurance scheme.37 Govern-
ments should encourage insurers to offer respective packages and should
step in if they fail to do so. Moreover, we wish to mention at least prima
facie attractive idea of “no-fault insurance” schemes that cover all da-
mages regardless of responsibility. Their advantage is that liability does
not have to be allocated between parties, overcoming costly litigation.38

But as insurance systems and regulatory landscapes vary, we reserve fur-
ther comments.

6. Deterrence gap

Strict liability bridges responsibility gaps. But many jurisdictions
allow it only for civil compensation of losses, not for criminal liability,
as punishment requires culpability. We agree with this position. This
may leave a gap in criminal responsibility. Whereas BCI-users are liable
for intentionally or negligently causing harms to third-parties, there is
no room for negligent liability as long as they exercise due care. As an
illustration, consider another malfunctioning case:
Case 11: U uses her BCI-controlled prosthesis according to safety

guidelines. The machine-learning BCI works well, but malfunctions occur
randomly every now and then. One day, the BCI misinterprets brain signals,
raises the prosthesis and hits V who happens to pass by. The movement was
too quick for U to intervene.
U neither intentionally harmed V, nor could she have stopped the

prosthesis. If at all, she can only be blamed for deploying the BCI. But by
observing guidelines, she discharges her duty of care. Absent further un-
lawful behavior, she is not criminally liable. The civil law damages can be
recovered because of strict liability, as just argued. Here we encounter a
responsibility gap in cases in which harms result from behavior which was
pursuant to safety standards and within the realm of permissible risks.
One may ask whether it is fair that BCI users put others at risk,

without them or anyone else bearing criminal responsibility if harms
realize. Injured parties, even though their pecuniary damages are
compensated by users because of strict liability, may complain about
being exposed to risks and wish to be better protected against injuries
by the legal order. This protection is usually attained through the de-
terring force of criminal law. Its absences may lead into, as we may say,
a deterrence gap, the lack of punitive incentives to avoid negligently
harming others.39 However, legal deterrence of risky BCI-use would run
counter to the permission to do so within the scope of permissible risks.
For reasons of internal coherence, the law cannot permit a type of be-
havior and consider it a breach of a duty at the same time. If regulators
follow our suggestion and create standards defining permissible risks of

BCI-use, a deterrence gap for behavior observant of these standards
necessarily follows.

7. Epistemic gap & burden of proof

The gap in criminal responsibility for negligence is the flipside of
the permission to use risky BCIs. Further worrisome gaps in the dis-
tribution of responsibility do not arise. However, BCIs may lead to an
intriguing epistemic gap in criminal responsibility.
Case 12: Suppose U intentionally hits V with her BCI-controlled pros-

thesis as she seriously dislikes him. U is responsible for intentionally inflicting
physical harm, civil and criminal. However, to avoid charges, she denies
having hit V intentionally and suggests the BCI must have misinterpreted
brain signals.
This raises an evidentiary problem. From the outside, it is in principle

undetectable whether a BCI acts according to users' wishes or on its own
accord, as neither mental states, nor brain signals of users or decision-
procedures of BCIs are directly epistemically accessible. Recall that even
for users, it often remains opaque whether their mental performance,
some physiological fact, the BCI-detection, or the software was the cause
of a malfunction. Thus, from the third-person perspective, there are two
black-boxes: the mind-brain of the user and the BCI. This is a noteworthy
epistemic inaccessibility that follows from the disembodied nature of
BCI-movements. Usually, interactions between persons and tools are
visible. Allegedly malfunctioning tools can be forensically analyzed.
Moreover, if bodies move, it can be assumed that it is under control of
persons unless indications point to the contrary (e.g., intoxication).
Interactions between minds, brain signals and BCIs are different because
none of these elements is perceptible from the outside. Thereby, an
epistemic gap emerges at the intersection of person and BCI.
Some authors propose storing BCI-data in a way analogous to

black-boxes in aviation (O'Brolchain & Gordijn, 2014). This raises
privacy concerns as intimate personal information might be ex-
tractable. Without storage, however, retrospective analyses of past
operations of devices are impossible. Evidentiary problems call for
storing BCI-data, which seems also necessary for purposes such as
debugging. But a range of privacy and data security questions needs
to be addressed before (rights to access brain data, self-incrimina-
tion). However, even such stored data may often be inconclusive or
insufficient. Self-learning algorithms may have become too complex
to understand.40 Courts would need algorithm experts to reconstruct
the decision-logic at the moment of action, and even if this is possible
in theory, it is likely not in everyday legal practice.41

Apart from that, users can still claim that their mental states were
different to what is suggested by brain signals. To falsify such testi-
monies, mental states would have to be decoded from brain data. But
precisely that, so called reverse inference, is not possible at the mo-
ment, even with much richer fMRI data, and it is not likely that it will
become so in the near future (Hutzler, 2014; Poldrack, 2006). This
evidentiary problem is aggravated by the rules of criminal procedure
that place the burden of proof on the prosecution. Accordingly, in the
absence of corroborative evidence, reasonable doubts about the user
having given the command detected by the BCI will often remain,
leading to acquittals of defendants. Thus, although BCIs-actions do not
create responsibility gaps, their disembodied nature and the opaque
interplay between mind and machine generate epistemic gaps with
practical consequences. If people avail themselves of the possibility to
hide behind this technical veil of non-traceability, a practical respon-
sibility gap arises. Unfortunately, we fail to conceive an adequate re-
medy. There might be technical solutions and we urge BCI engineers
and regulators to address them.

(footnote continued)
animals and emissions. Malfunctioning BCI devices do not fall into these cate-
gories. Thus, national legislation would have to be passed (VI – 3:207).
36 Strict liability also covers damages resulting from defective products. Of

course, users should be able to take recourse to manufacturers in that case. The
extent to which this is possibly depends on product liability rules, exceeding the
scope of this paper. In this respect, the authors of the Robolaw study provide an
remarkable idea. Palmerini et al. (2014) ponder whether to exempt producers
from product liability to facilitate development. The state should then com-
pensate for damages (p. 142 seq.).
37 The EU Parliament (2017) has also adopted the call for mandatory in-

surance for robotics, at para 57.
38 Nakar et al. (2015). Cf. Bertolini (2015) for further relevant remarks on

liability distribution.
39 It is related to Danaher's (2016) retribution gap, which emerges when

people consider autonomous machines as proper targets of blame whereas the
law does not.

40 See Mittelstadt et al. (2016); Burrell (2016); Lepri et al. (2017).
41 Other potential solutions are discussed in Mittelstadt, Allo, Wachter &

Floridi 2016; see also Wolkenstein et al. (2018).
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8. Conclusion

Responsibility of BCI-users for damages to third-parties follows regular
rules of liability, mainly tort and criminal law. BCI users can be liable on
three separate counts: For actions, mediated by BCIs; for omissions to
prevent harms arising from operations of BCIs; for deploying BCIs, pro-
vided harmful events were foreseeable. Assessing whether BCI-mediated
movements constitute actions can be challenging. We suggest the law
expands its concept of action to include the category of mental actions
with physical consequences, and therewith, willfully initiated BCI-medi-
ated movement. Most active and reactive BCI-uses then qualify as actions,
passive BCIs not. In addition, BCI-users might be liable for omissions, for
failing to avert harms that BCIs and controlled devices inflict on others.
Notably, we argue that, as a general rule, users have a duty to prevent
harms to others arising from their BCIs, i.e., to oversee the operations of
BCIs and controlled devices and intervene to prevent damages to others.
This puts them in the role of supervisors of operations performed by BCIs.
Discharging this duty might be stressful and lead into an interesting
heuristic circle: BCI-users are interpreting the operations of a device which
is interpreting their brain signals. Oversight of BCIs also calls for technical
implementation of an emergency-stops.
However, given the short period of time users may have to stop

unpredictable movements of devices, as well as various sources of
malfunctioning and signal distortion, some harmful events are hard or
impossible to prevent, even for dutiful, observant and bona fide users.
Such cases are discussed in the context of responsibility gaps in auto-
mation and AI. However, according to the law as it stands, deploying
BCIs would regularly be negligent, as error-rates are high and harms to
third-parties foreseeable. Then, there is responsibility gap.
Virtually every country in the world is obliged to promote living

conditions and social integration of people with disabilities, often by
domestic law, and internationally by the CRPD. Restorative BCIs are a
paradigmatic technology potentially improving the lives of the bene-
ficiaries of these duties. To facilitate development, market release and
use of BCIs, we suggest that regulators define permissible risks of BCI-
use by stipulating more specific technical safety standards and user
guidelines, detailing safety procedures, training phases, recalibration,
auditing and more. As such activity by regulatory agencies is unlikely,
we suggest that the BCI community and professional bodies consider
drafting such guidelines and define standards of care themselves. All
relevant stakeholders should be invited to participate. Then, risks cre-
ated by BCI-use in conformity with these standards might be deemed as
justifiable and permissible because of the overall societal benefits from
restorative BCI-use. Harms resulting from other uses still provide
grounds for negligent liability claims. While such standards may relieve
BCI-users from both criminal and civil liability, we also call for im-
posing strict civil liability on BCI-users to cover foreseeable and non-
foreseeable damages to third-parties. As users benefit from BCIs, they
should also bear the burdens, possibly with a mandatory insurance.
Does BCI-use open up responsibility gaps? By and large, our answer is

dismissively. However, the new disembodied mode of acting may lead to
an epistemic gap in criminal responsibility. Because of the intimate inter-
play between person and BCI, it becomes hard to identify the root cause of
a BCI-movement, whether it was caused by an intention of users or the
BCI. This epistemic gap is deepened by the presumption of innocence. If it
cannot be proven by other corroborating evidence and with a high level of
certainty (beyond reasonable doubt), that a user and not the BCI caused a
movement, users have to be acquitted in dubio pro reo from criminal
charges. This might lead to an unacceptable practical gap in criminal re-
sponsibility. One countermeasure suggests itself: Recording and storage of
BCI-data, including brain data, also for purposes of debugging. This, in
turn, raises intriguing privacy concerns.
After all, current legal frameworks seem cum grano salis suitable to

adequately allocate responsibility for BCI-mediated movements, though
more detailed rules have to be stipulated by lawmakers or regulatory
agencies. With a view to the future, our conclusion might turn out

transient. Once the merging of minds and machines progresses to an-
other level and preferences, choices and decision-making are altered by
machines operating on self-learning algorithms, current frameworks
drawing on residual distinctions between minds and machines may
become inadequate (von Bar et al., 2009).
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