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Abstract

Purpose of Review Electronic health records (EHRs) are an excellent source of data for disease symptoms, laboratory results, and
medical treatments. Thus, EHR data may improve the completeness of notifiable disease case reporting and enable longitudinal
collection of disease data. The purpose of this review is to examine the current state of EHR use in public health infectious disease
surveillance in the USA.

Recent Findings A wide variety of EHR data is used in infectious disease surveillance. EHR data were used to assess the
incidence of Lyme disease and identify newly diagnosed HIV infections. EHR disease detection algorithms combined laboratory
reports, diagnosis codes, and medication orders to identify cases and, in the case of Lyme disease, found incidence rates 4—7 times
higher than those from traditional surveillance. EHR data were also used to evaluate temporal trends in sexually transmitted
disease testing, positivity, and re-testing in several primary care settings. Multiple studies were also able to control for additional
confounders in multivariable models, such as number of sexual partners and concurrent infections, because of the breadth of data
available in EHR systems.

Summary Studies highlighted in this review demonstrate that EHR data enhance provider-based and laboratory-based disease
reports and may facilitate more complete case reporting. EHR data also provides corollary patient information that enables
longitudinal disease reporting and analysis of important health outcomes. As public health infrastructure and investment allow
health departments to establish closer relationships with healthcare providers, EHR data use in public health surveillance
activities should continue to increase.
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Introduction

Public health surveillance includes collection, analysis,
and interpretation of health data [1], intended to inform
public health actions that reduce morbidity and mortality.
Currently, there are approximately 120 nationally notifi-
able conditions under public health surveillance in the
United States (US) [2], the majority of which are infec-
tious diseases. Responsibility for collecting, analyzing,
and interpreting health data related to reportable diseases
resides with local, state, and territorial health departments.
However, healthcare providers, laboratories, and hospitals
have the responsibility of reporting these diseases to
health departments. The Council of State and Territorial
Epidemiologists (CSTE), in conjunction with the Centers
for Disease Control and Prevention (CDC) and health de-
partments, develops case definitions and recommends
which data elements should be collected for each disease
to facilitate consistent disease reporting across jurisdic-
tions [2]. CSTE case definitions include laboratory test
results, supporting clinical information such as symptoms
and treatment, and exposures or risk factors for disease
transmission [2, 3].

Since the late 1990s, local, state, and territorial health de-
partments in the US have integrated electronic laboratory
reporting (ELR) into their surveillance programs [4, 5]. ELR
is the automated transmission of reportable disease laboratory
results to health departments from commercial, public health,
and hospital laboratories. ELR has greatly improved the time-
liness and completeness of disease reporting when compared
with traditional, or paper-based, healthcare provider reporting
[4, 5]. For example, in a study comparing ELR reports with
traditional provider reports in Marion County, Indiana, ELR
reports were received, on average, 8 days earlier than tradi-
tional provider reports, and the health department received
approximately four times as many ELR reports than tradition-
al provider reports for the same diseases [5]. The CDC also
estimates that in 2018, 80% of laboratory reports received by
state health departments were via ELR [6].

Despite these improvements, gaps in the required elements
for case reports, including exposures or risk factors for disease
acquisition and transmission, and supporting clinical informa-
tion like symptoms, pregnancy status, and treatment, are not
typically available through laboratory reporting. Indeed, ELR
can paradoxically lead to a decrease in the completeness of
reporting for variables not typically found in laboratory infor-
mation systems [5]. Thus, health departments must still rely
on non-automated methods (e.g., telephone calls and faxes to
healthcare providers) to gather data for case reports, and work
burden may increase due to efforts to improve case data com-
pleteness for an increasing number of reported cases.

Electronic health records (EHRs) may be an excellent al-
ternative source of information on exposures, past medical
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history, symptoms, and treatment. Healthcare providers record
data such as vital signs and patient-reported information, order
medications, and laboratory tests, and refer patients to special-
ty providers through their EHR systems. Thus, EHR data may
facilitate more complete case reporting and provide corollary
patient information that enables longitudinal disease reporting
and analysis of important health outcomes. Recent legislation
has also encouraged providers to adopt or upgrade their EHR
systems. In 2009, the American Recovery and Reinvestment
Act (ARRA) was signed into law and included nearly $30
billion in incentives for hospitals and physician practices to
adopt EHR systems [7]. By 2018, the CDC estimated that
approximately 87% of healthcare providers were using EHR
systems [6]. In addition, ARRA also provided monetary in-
centives for healthcare providers to demonstrate “Meaningful
Use” of EHR data. This helped catalyze substantive improve-
ments in EHR’s capabilities, including their capacity to sup-
port data interchange and public health reporting. Indeed, im-
proving population and public health was one of the five pil-
lars of health outcomes promoted as “Meaningful Use” in this
legislation [7, 8].

The purpose of this article is to review the current state of
EHR use for public health infectious disease surveillance in
the US. To identify studies, we conducted a PubMed search of
manuscripts published between January 1, 2018, and April 30,
2019, using the key terms ‘electronic medical records’ or
‘electronic health records’ and ‘public health surveillance.’
We reviewed the manuscript abstracts to identify studies that
focused on infectious disease surveillance conducted with US-
based local, state, or territorial health departments (Table 1).
We also included several conference abstracts and studies re-
lated to the surveillance platform ‘Electronic medical record
Support for Public health’ (ESP) that the authors were familiar
with (Table 1). The manuscripts and presentations highlighted
throughout this review represent curated examples of EHR
data use in public health surveillance. These studies are meant
to demonstrate the variety of uses for EHR data but were not
meant to be comprehensive. The studies described below
demonstrate that EHR data, whether automated or not, can
improve the completeness of disease reporting and provide
corollary patient information that enables longitudinal disease
reporting and the analysis of important health outcomes.

Electronic medical record Support for Public
Health

Many of the studies we reviewed leveraged ESP, which is an
open-source surveillance platform developed in partnership by
public health officials, researchers, and clinicians in
Massachusetts. ESP uses daily extracts of data from EHR sys-
tems to identify and report conditions of public health interest to
local, state, or territorial health departments (esphealth.org).


http://esphealth.org
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Table 1

Electronic health record use in public health surveillance in the US, 2018-2019

Study, year

Jurisdiction/setting

Automated feed to public
health surveillance

Objectives

Dee, 2019 [9+]

Dee, 2018 [10++]

Willis, 2019 [11ee]

Krakower, in press [12¢¢]

Lewis, in press [13¢¢]

Reilley, 2018 [14+]

Moon, 2019 [15¢]

Kourtis, 2019 [16°¢]

Tymejezyk, 2018 [17+]

Wagaw, 2018 [18ee]

Barnes, 2018 [19++]

Three multisite ambulatory
practice groups in Massachusetts
Three multisite ambulatory
practice groups in Massachusetts

Single multisite ambulatory
practice group in eastern Massachusetts

Two ambulatory practice groups
in Massachusetts

Six community health centers
in Massachusetts

Indian Health Service

Single multisite ambulatory
practice group in Pennsylvania

US hospital-based database with administrative,
health care utilization, and financial
information (Premier database) and a
multi-state inpatient EHR database (Cerner)

Sexual health clinics in New York City

Primary-care safety-net clinics
in Chicago, IL

Two hospitals in Pima
County, Arizona

Kunzweiler, in press [20+¢] Six community health centers

in Massachusetts

Automated feed to public
health surveillance (ESP)

Automated feed to public
health surveillance (ESP)

Automated feed to public
health surveillance (ESP)

Automated feed to public
health surveillance (ESP)

Automated feed to public
health surveillance (ESP)

Not an automated feed.
Authors used EHR data as a
new data source for
surveillance purposes

Not an automated feed.
Authors used EHR data as a
new data source for
surveillance purposes

Not an automated feed.
Authors used these EHR
data as a new data source
for surveillance purposes

Not an automated feed.
Authors merged EHR data
with public health
surveillance data

Not an automated feed.
Authors merged EHR data
with health survey data

Not an automated feed.
Authors merged EHR data
with electronic death
certificate data

Not an automated feed.
Authors merged EHR data
with public health
surveillance data.

Assess repeat Chlamydia trachomatis testing and
positivity patterns between 2010 and 2015

Investigate whether observed increases in
gonorrhea among men was due to more
testing, increased incidence, or a combination
of these two factors

Assess the impact of an electronic best practice
alert on EPT provision and chlamydia
reinfection

Develop an HIV risk prediction algorithm for
providers to assess patient candidacy for PrEP

Describe efforts to improve identification of HIV
infection, linkage to care, and retention in HIV
care services through enhanced partnerships
between state public health and community
health centers. The paper also describes ESP
implementation for HIV reporting.

Examine the rates, demographic characteristics,
and annual trends in new HIV diagnoses
among the American Indian/Alaskan Native
population between 2005 and 2014

(1) Compare EHR-based incidence rates for
Lyme disease to traditional surveillance
incidence rates

(2) Evaluate individual and community risk
factors for incident Lyme disease

(3) Characterize the proportion of Lyme disease
cases with post-treatment Lyme disease
syndrome from EHR data

Describe trends in the incidence of hospital-onset
and community-onset MRSA and MSSA
bloodstream infections

Investigate HIV care receipt and viral
suppression among HIV-positive patients who
also sought services from a sexual health
clinic in 2012

Explore the feasibility of electronically collecting
self-administered patient survey data in
primary care-clinics and linking and
comparing the survey data with the patients’
EHR data

(1) Quantify mortality among adult patients
hospitalized for severe acute respiratory
infections

(2) Identify potential risk factors for severe acute
respiratory infection mortality

Describe procedures used to identify and engage
individuals who failed to fully link or engage
in HIV care, and the sociodemographic
characteristics and HIV health outcomes
among these individuals

ESP Electronic medical record Support for Public Health, EPT expedited partner therapy, EHR electronic health record, MRSA methicillin-resistant
Staphylococcus aureus, MSSA methicillin-susceptible Staphylococcus aureus, HIV human immunodeficiency virus

Through ESP, EHR data fields are mapped to common terms;
these terms are analyzed for notifiable diseases or updates to

of time and resources on the part of health departments and
healthcare providers to fully realize its promise.

existing cases of a notifiable disease, and then automatically
submitted via electronic case report to health departments’
surveillance systems [21-25]. Importantly, developing and
maintaining ESP infrastructure requires substantial investment

As of 2019, ESP is used for notifiable disease case
reporting in Massachusetts, Tarrant County, Texas, and
Ohio. In Massachusetts, the following notifiable disease algo-
rithms are in use: chlamydia, gonorrhea, acute hepatitis A,
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acute hepatitis B, acute and chronic hepatitis C, HIV infection,
syphilis, and tuberculosis. Notifiable disease algorithms are
also in development for Lyme disease, anaplasmosis, babesi-
osis, and chronic hepatitis B. The algorithms vary in complex-
ity; chlamydia is defined solely by positive laboratory tests
while HIV infection is identified by specific combinations of
laboratory tests, diagnosis codes, and medication orders.
Recent studies using ESP demonstrate how additional patient
information from EHRs improve completeness of disease
reporting and enable longitudinal disease reporting for en-
hanced analyses of health outcomes [9ee, 10, 11ee, 120,
13¢¢]. Several of these studies are described below.

Temporal Patterns in Chlamydia Repeat Testing
in Massachusetts [9e¢]

The CDC’s Sexually Transmitted Disease Treatment and
Prevention Guidelines recommend test-of-cure for pregnant
women and test for reinfection for all patients with chlamydia
infection [26]. However, little is known about retesting rates
and whether these rates are changing over time. Therefore,
researchers and public health officials in Massachusetts used
EHR data to evaluate temporal trends in chlamydia test-of-
cure for pregnant females and test for reinfection for all pa-
tients between 2010 and 2015 [9+¢]. EHR data were collected
via the ESP platform from three independent clinical practice
groups [9+¢]. EHR data were necessary for these analyses
because test-of-cure and test for reinfection rates require data
on all chlamydia laboratory tests performed, regardless of the
result. Currently, most health departments receive reports of
positive chlamydia results from ELR but do not receive re-
ports on negative or indeterminate laboratory tests.

The study identified an index positive chlamydia test for
972 pregnant females, 10,309 non-pregnant females, and
4973 males. Test-of-cure at the recommended interval of 3
to 5 weeks occurred in 37% of pregnant females. Test for
reinfection at the recommended interval of 2 to 4 months oc-
curred in 39% of pregnant females, 18% of non-pregnant fe-
males, and 9% of males. There were no significant increases in
test-of-cure or test for reinfection rates between 2010 and
2015 [9e°]. These findings identify a considerable gap be-
tween CDC'’s chlamydia retesting recommendations and what
is occurring in practice. Thus, this study highlights the need
for interventions that improve translation of clinical care
guidelines into clinical practice.

Gonorrhea Testing Patterns Among Males in Three
Large Clinical Practices in Massachusetts, 2010-2017
[10-]

Gonorrhea case rates in the US increased by 75% between
2009 and 2017, predominantly among men [27]. The
Massachusetts Department of Public Health observed
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concomitant increases in gonorrhea rates among men since
2009 [28]. It is unclear whether the increase in gonorrhea
among men is being driven by more testing for gonorrhea,
an increase in gonorrhea incidence, or a combination of these
two factors.

Men > 15 years of age, who received care between 2010
and 2017 in one of three clinical practice groups in
Massachusetts, were eligible for this study. All patient data
were captured from the clinical sites’ EHRs using the ESP
platform [10e¢]. By using EHR data, the authors captured all
gonorrhea laboratory results among patients with medical en-
counters. This allowed them to accurately calculate the per-
centage of men tested for gonorrhea and the percentage of
men tested for gonorrhea with a positive result. In addition,
symptoms related to gonorrhea were available in the EHR and
allowed them to examine temporal trends in symptomatic
testing.

Significant increases were observed in the percentage of
men tested for gonorrhea and the percentage of men tested
for gonorrhea with a positive result. In addition, the percent-
age of men who had symptoms at the time of their gonorrhea
test decreased slightly, indicating that there may have been a
small increase in asymptomatic screening of men during this
time-period. The findings of this study support the idea that
both more testing and more disease are driving the increase in
gonorrhea among men in Massachusetts.

Impact of an Electronic Medical Record Best Practice
Alert on Expedited Partner Therapy for Chlamydia
Infection and Reinfection [11e]

Patients with C. frachomatis infections are at high risk for rein-
fection if their sexual partners are not treated [29-31].
Expedited partner therapy (EPT) allows providers to prescribe
treatment to sex partners of patients diagnosed with chlamydia
without examining the partner [32]. Atrius Health, a primary
health care system located in eastern Massachusetts, imple-
mented an electronic best practice alert (BPA) in their EHR in
October 2014 to encourage providers to prescribe EPT. The
objective of this analysis was to assess the impact of the BPA
on EPT provision and chlamydial reinfection [11e¢]. Patients
aged > 15 years, with at least one positive chlamydia laboratory
test between January 2013 and August 2018, were included.
The ESP platform allowed researchers to collect patient-level
data and physicians’ response to the BPA from Atrius’s EHR.

There were 6639 laboratory-confirmed chlamydia diagno-
ses identified, and EPT was provided to 21%. EPT provision
frequency increased each month from 15% of chlamydia cases
in January 2013 to 24% in October 2014 (p =0.03).
Paradoxically, the frequency of EPT provision decreased after
introducing the BPA, to 16% of chlamydia cases in August
2018 (p<0.01). On average, 65% of chlamydia cases re-
ceived a test for reinfection and 11% were re-infected; there
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were no changes in these percentages after the BPA was im-
plemented. Thus, the authors concluded that EPT provision
declined after introducing a BPA to facilitate EPT prescribing.
However, this analysis demonstrates the value of EHR data to
evaluate the impact of quality improvement initiatives.

Development and Validation of an Automated HIV
Prediction Algorithm to Identify Candidates
for Pre-exposure Prophylaxis [12.]

Pre-exposure prophylaxis (PrEP) is an effective method to
prevent HIV infection [33-36]. However, PrEP is
underutilized [37] in part because clinicians lack tools to iden-
tify patients who might benefit from it [38]. Therefore, the
authors used EHR data from a health care system in eastern
Massachusetts to develop an algorithm to identify individuals
at increased risk for HIV acquisition. The authors also validat-
ed the algorithm with EHR data from a separate health care
system in Massachusetts. EHR data from both health care
systems were collected via ESP, as ESP enables gathering
the same data from multiple EHR systems with different
EHR vendors.

The best-performing algorithm discriminated between pa-
tients with and without incident HIV infection in the algorithm
development health care system. When validated in the exter-
nal health care system, the algorithm was also able to discrim-
inate between patients with and without incident HIV infec-
tion and between patients with and without PrEP prescrip-
tions. The authors concluded that prediction algorithms can
identify persons at increased risk for HIV acquisition, and
these algorithms could be integrated into EHRs to alert pro-
viders about patients who may benefit from PrEP.

Digital Bridge

The CDC released a report summarizing their efforts to im-
prove public health surveillance in 2018 [6]. One of the goals
for the CDC is to enhance public health surveillance through
innovation, and a priority initiative is Digital Bridge [6].
Digital Bridge is a collaboration among federal agencies, state
and local health departments, healthcare providers, and EHR
vendors, and, when fully implemented, will result in the auto-
mated flow of initial case reports of notifiable diseases from
EHRs to public health agencies [39, 40]. Digital Bridge is
working with eight health departments across the US to pilot
the program, and the first disease algorithms to be implement-
ed include pertussis, gonorrhea, chlamydia, salmonellosis,
and Zika virus infection [39, 40]. As of May 2019, two of
the pilot sites, in Texas and Utah, are receiving electronic case
reports from the healthcare providers they partnered with.

Additional Applications of EHR Data for Public
Health Infectious Disease Surveillance

Several of the reports we identified in our PubMed search did
not use automated data feeds from EHR systems to public
health surveillance databases. A number of these used EHR
data extracts as a new source of surveillance data [14ee, 15¢e,
16¢¢], while several others linked EHR data with existing sur-
veillance data to enhance the quality and breadth of informa-
tion available [17¢¢, 18¢¢, 19¢e, 20°]. The examples provided
below again demonstrate that EHR data can improve the com-
pleteness of disease reporting and provide additional patient
information to enable analysis of important health outcomes.

The Indian Health Service EHR system, which is used in
45 hospitals and more than 300 health centers in the US, was
used to analyze HIV diagnoses among American Indian and
Alaskan Natives between 2005 and 2014. Reilley et al. used
International Classification of Diseases (ICD) diagnosis codes
to identify newly diagnosed HIV infections and ICD diagnosis
codes associated with opportunistic infections to identify new-
ly diagnosed HIV infections that were considered late-stage
[14ee]. The authors emphasize that due to missing or inaccu-
rate racial and ethnic data in public health surveillance and
vital statistics databases, it is often hard to accurately assess
the prevalence of HIV infection and other diseases among
American Indians and Alaskan Natives. In addition, published
analyses in the US often categorize these racial and ethnic
groups as ‘Other’ and combine them with persons who self-
report Asian race or multiple races. Their analyses identified
2273 newly diagnosed HIV infections among American
Indian and Alaskan Natives in care in the Indian Health
Service between 2005 and 2014, and approximately 20% of
these infections were identified as late-stage, meeting criteria
for AIDS.

In Pennsylvania, EHR data from the Geisinger Health sys-
tem were used to assess the burden of Lyme disease between
2006 and 2014 [15¢¢]. During the study period, Geisinger
served 479,344 primary care patients across 38 counties in
Pennsylvania. Using EHR data, Moon et al. calculated the in-
cidence of Lyme disease and post-treatment Lyme disease syn-
drome. Lyme disease case definitions included a combination
of ICD diagnosis codes, medication orders, and laboratory test
orders and results. The authors were also able to compare their
incidence estimates to incidence estimates from routine surveil-
lance for Lyme disease in Pennsylvania. They found that the
Lyme disease incidence estimates from EHR data were four to
seven times higher than traditional surveillance estimates due to
underreporting. These results highlight the utility of EHR data
for case-finding, risk factor evaluation, and characterization of
post-treatment Lyme disease syndrome.

The Premier Health Care Database and the Cerner Health
Facts EHRs were used by Kourtis et al. to estimate trends in
the incidence of hospital-onset and community-onset
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methicillin-resistant Staphylococcus aureus (MRSA) and
methicillin-susceptible Staphylococcus aureus (MSSA) infec-
tions between 2012 and 2017 in the US [16¢¢]. The epidemi-
ology of MSSA is not well understood, and existing data
sources may not be nationally representative. The databases
included data from more than 400 acute care hospitals during
the study period. The authors estimated a significant decline in
hospital-onset MRSA infection rates each year; however,
there was no change in community-onset MRSA infection.
In addition, hospital-onset MSSA infection rates did not
change between 2012 and 2017, and the rates of
community-onset MSSA infection significantly increased.

Lastly, we provide an example of an analysis that linked
EHR data with existing surveillance data. In New York City,
HIV surveillance data were linked to the city’s sexual health
clinics EHR system [17¢¢]. The New York City Department of
Health and Mental Hygiene was then able to determine wheth-
er persons diagnosed with HIV infection and “out-of-care”
(i.e., no HIV viral load or CD4 laboratory result within the
past 12 months in their surveillance system) were receiving
services at the city’s sexual health clinics. This would enable
patient contact by the health department to reengage these
patients in regular HIV care. Linkage of HIV surveillance data
to EHR data also allowed the authors to examine risk factors
for out-of-care status, such as concurrent STIs, number of
sexual partners, and neighborhood poverty level (based upon
current residence at time of sexual health clinic visit). These
risk factors are often not regularly available in public health
surveillance databases.

Conclusions

In this review, we describe several platforms that enable EHR
data to be used for public health surveillance and provide
examples of how EHR data enhance infectious disease sur-
veillance in the US. The ESP platform is currently used in
Massachusetts, Texas, and Ohio, and there are planned expan-
sions in Maryland, Pennsylvania, and Washington. The CDC
is working with eight public health jurisdictions, healthcare
providers, and EHR vendors to implement Digital Bridge.
While both platforms require substantial time and resources
to implement and maintain, these platforms provide automat-
ed data feeds to public health surveillance systems.
Automated feeds provide more timely and complete data
and can minimize the burden on medical and surveillance staff
to generate and receive case reports. In addition to these auto-
mated platforms, several public health agencies used EHR
data to supplement their routine surveillance data through re-
cord linkages or by using an EHR data extract as a new source
for surveillance information.

We demonstrate that EHR data enhance provider-based
and laboratory-based disease reports and facilitate more
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complete reporting and case reports. For example, EHR data
enable public health agencies to calculate incidence and prev-
alence estimates for reportable diseases that do not require
laboratory confirmation. For some reportable diseases, like
Lyme disease and influenza, providers observe patients’ vital
signs, current signs and symptoms, and empirically treat ob-
servations that indicate the presence of the disease. As these
diseases are also common, it is unlikely that healthcare pro-
viders report all cases they encounter using traditional public
health reporting methods. Therefore, EHR disease detection
algorithms that are based on a combination of diagnoses,
symptoms, medication orders, and laboratory results may
identify cases of common diseases more efficiently when
compared with surveillance methods that rely upon a positive
laboratory result only. In fact, the Lyme disease study in
Pennsylvania identified incidence estimates four to seven
times higher in EHR data than in traditional surveillance
[15¢e].

EHR data can also shed light on the incidence and preva-
lence of disease in marginalized or under-identified groups.
As the example from the Indian Health Service shows, pa-
tients of American Indian and Alaskan Native heritage are
often misclassified as another race or lumped into the category
of ‘other’ race in surveillance systems and published analyses
[14ee]. Therefore, this leads to faulty estimation of the burden
of disease in this population. By specifically studying this
population using EHR data, the authors were able to accurate-
ly calculate trends in diagnoses over time. Race and ethnicity
data are routinely captured in EHR systems and not always in
ELR. In addition, data on the number of persons tested, and
the number of persons with a positive result, are available for
each race and ethnicity in EHR systems. Other populations in
which EHR data could provide accurate estimates of inci-
dence and prevalence include LGBT individuals and persons
with substance use disorders, to the extent that sexual behavior
or drug use is routinely captured in health systems’ EHRs.

We also highlighted several studies that show how EHR
data enable longitudinal disease surveillance and the analysis
of important health outcomes. Health departments typically
receive reports of positive laboratory tests for disease surveil-
lance purposes, and these data allow them to calculate disease
rates in their jurisdictions. Health departments do not routinely
receive reports of negative or indeterminate laboratory test
results (except in circumstances where jurisdictional regula-
tions name certain negative tests, such as those related to hep-
atitis C), nor do they receive data on medical encounters in a
given time-period. Thus, EHR data, as demonstrated in the
studies by Dee et al., provide health departments additional
information to calculate the prevalence of disease testing,
retesting, and test positivity [9ee, 10¢¢]. Secondly, many health
departments across the US promote EPT for chlamydia treat-
ment but may have limited means of measuring the frequency
it is prescribed and its impact on recurrent infection [41, 42].
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Longitudinal data from EHRs can fill these data gaps and
provide a better understanding of EPT, or other notifiable dis-
ease treatments, prescribing practices and effectiveness.

Several of the studies we reviewed were able to account for
a wide variety of potential confounders in multivariable
models because of the breadth of data available in EHR sys-
tems. In the ESP analysis of gonorrhea testing and gonorrhea
test positivity, the authors controlled for STT testing history,
use of HIV PrEP, and clinical signs and symptoms associated
with gonorrhea [10e¢]. In the NYC linkage study of EHR and
HIV surveillance data, the authors were able to assess concur-
rent STIs, neighborhood level poverty, and number of sexual
partners as possible predictors for out-of-care status [17¢e].
These data fields are often missing or marked as “unknown”
on case report forms and are not available through ELR re-
ports at all.

There are limitations in using EHR data for public health
surveillance. Key information, such as symptoms, are often
captured in free-text clinical notes rather than structured fields
in EHRs. Therefore, this information cannot be easily identi-
fied and automatically transmitted to health departments.
However, natural language processing (NLP) programs are
becoming more common. As researchers overcome chal-
lenges in processing free-text notes in clinically meaningful
ways, NLP could be tailored to public health surveillance. A
second limitation is that information about disease exposure,
particularly for diseases related to travel and sexual or drug
use behavior, is frequently missing in EHR systems. These
data could be missing because the EHR does not prompt pro-
viders to collect the information; data are collected in free-text
notes, or providers and patients may be reluctant to discuss
sexual partners or drug use. Third, EHR systems typically
apply to only one health care system. If patients seek care
outside of their primary health care system, patient data would
not be available to the health department if the additional care
site(s) do not also submit EHR data. However, this limitation
can be overcome if health departments are able to work with
all or multiple health care systems in their jurisdiction. Lastly,
substantial gaps exist with respect to health departments’ abil-
ities to receive, manage, and analyze data from EHRs. ARRA
provided monetary incentives for healthcare providers who
demonstrate “Meaningful Use” of EHR data and helped cata-
lyze EHRs’ capacity to support public health reporting.
However, ARRA did not provide financial support for health
departments to upgrade their surveillance systems to receive
and manage EHR data. Therefore, significant investment in
public health infrastructure is needed to support EHR data
management activities and to develop better partnerships be-
tween public health and clinical entities.

The purpose of this review was to identify what types of
activities are currently underway to enhance public health in-
fectious disease surveillance data systems in the US with EHR
data. There is a wide variety of EHR data use in public health

surveillance, from automated data feeds to manual linkages
with existing surveillance data. As investment in public health
infrastructure allows health departments to establish closer
relationships with healthcare providers, the use of EHR data
in surveillance activities should continue to rise.
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